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(Q84-Q89):

A2 #84

As an OT network administrator, you are managing three FortiGate devices that each protect different levels on the Purdue model.
To increase traffic visibility, you are required to implement additional security measures to detect protocols from PLCs.

Which security sensor must you implement to detect protocols on the OT network?

¢ A Deep packet inspection (DPI)

¢ B. Application control (AC)

e (. Intrusion prevention system (IPS)
e D. Antivirus inspection

He: C

3.

The FortiGuard Operational Technology (OT) Security Service for FortiGate combines IPS and application control signatures
tailored to OT environments, enabling detection and protection of OT-specific protocols and threats.

IPS is essential for detecting network-level threats and protocols associated with OT devices including PLCs.

Deep packet inspection (DPI) is part of the traffic analysis process but the primary sensor for detecting specific OT protocols is IPS.
Antivirus and application control are generally less focused on protocol detection for OT networks compared to IPS.
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HEE #85
When you create a user or host profile, which three criteria can you use? (Choose three.)

A. Host or user attributes

B. Location

C. Host or user group memberships
D. Administrative group membership
E. An existing access control policy

HE: ABC

Y.
httpsz/docs.fortinet.conydocument/fortinac/9.2.0/administration-guide/ 1 5797 /user-host-profiles

EHE #86

Refer to the exhibit. You need to configure VPN user access for supervisors at the branch and HQ sites using the same soft
FortiToken. Each site has a FortiGate VPN gateway.

‘What must you do to achieve this objective?

Network topology
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A. ITmport the FortiToken on each FortiGate.

B. Use a RADIUS OTP server.

C. Deploy FortiAuthenticator.

D. Direct users to the self-registration server portal.

Y. C

Y.
A single soft FortiToken can be validated by muiltiple FortiGate VPN gateways only when token authentication is centralized.
FortiAuthenticator provides that central OTP/RADIUS service, so both FortiGates query the same token record for the supervisors.

HE #87
Which three criteria can a FortiGate device use to look for a matching firewall policy to process traffic? (Choose three.)

e A. Lowest to highest policy ID number
¢ B. Destination defined as internet services in the firewall policy



¢ C. Highest to lowest priority defined in the firewall policy
¢ D. Services defined in the firewall policy.
¢ E. Source defined as internet services in the firewall policy

dY: B,D,E

Y.

When a packet arrives, how does FortiGate find a matching policy?

Each policy has match criteria, which you can define using the following objects:
* Incoming Interface

* Outgoing Interface

* Source: IP address, user, internet services

* Destination: IP address or nternet services

* Service: IP protocol and port number

* Schedule: Applies during configured times

EHE #88
What is the primary objective of implementing SD-WAN in operational technology (OT) networks?

A. Enhance network performance of OT applications
B. Reduce security risk and threat attacks

C. Remove centralized network security policies.

D. Replace standard links with lower cost connections

HE: A

MY

The primary objective of implementing SD-WAN in operational technology (OT) networks is to enhance the performance and
reliability of OT applications. SD-WAN optimizes traffic routing based on application requirements, network conditions, and
business priorities, ensuring low latency and high availability for critical OT applications. This is essential in OT environments, where
the performance of applications directly impacts operational efficiency and safety.
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