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Fortinet FCP_FWB_AD-7.4 Exam Syllabus Topics:

Topic Details

Topic 1

Web Application Security: This domain evaluates the ability of Cybersecurity Specialists to implement
advanced threat mitigation strategies using FortiWeb. Candidates must configure the system to block
known attacks, ensure comprehensive web application protection, and troubleshoot threat detection or
mitigation-related issues. Additionally, they are expected to set up API protection mechanisms to secure
web-based interactions from potential threats.
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Topic 2

Deployment and Configuration: This section of the exam measures the skills of Network Security Engineers
and covers the ability to identify FortiWeb deployment requirements and configure essential system
settings. Candidates are expected to set up server pools, security policies, and protected hostnames to
ensure seamless deployment. To maintain operational efficiency, they must also configure FortiWeb high
availability (HA) for fault tolerance and troubleshoot deployment or system-related issues.

Topic 3

Machine Learning (ML): This section tests the skills of Application Security Engineers in leveraging
machine learning to enhance web application security. Candidates will configure machine learning
algorithms to detect anomalies, mitigate bot-based threats, and secure APIs through AI-driven analysis.
Understanding how to fine-tune these ML-based security measures is crucial for ensuring robust
application protection against evolving cyber threats.

Topic 4

Encryption, Authentication, and Compliance: This section of the exam assesses the expertise of Security
Analysts in mitigating web application vulnerabilities through encryption and authentication mechanisms.
Candidates must configure various access control methods, track user authentication, and prevent attacks
targeting authentication systems. They must also implement SSL inspection and offloading techniques to
enhance security and troubleshoot encryption or authentication-related issues effectively.

Fortinet FCP - FortiWeb 7.4 Administrator Sample Questions (Q110-Q115):
NEW QUESTION # 110 
You are using HTTP content routing on FortiWeb. You want requests for web application A to be forwarded to a cluster of web
servers, which all host the same web application. You want requests for web application B to be forwarded to a different, single
web server.
Which statement regarding this solution is true?

A. You must chain policies so that all requests go to the virtual server for policy A first, and then redirect requests for web
application B to go to the virtual server for policy B
B. The server policy always applies the same web protection profile to both web application A and web application B.
C. You must put the single web server for application B into a server pool and use it with HTTP content routing.
D. You must create static routes on the FortiWebto allow these requests.

Answer: C

Explanation:
To forward requests for web application B to a single web server, you would configure FortiWeb to use HTTP content routing and
create a server pool specifically for web application B. In FortiWeb, server pools are used to group servers together based on
application requirements, and you can configure the pool to contain only a single web server for application B.

NEW QUESTION # 111 
What benefit does Auto Learning provide?

A. Automatically builds rules sets
B. Automatically identifies and blocks suspicious IPs
C. Automatically blocks all detected threats
D. FortiWeb scans all traffic without taking action and makes recommendations on rules

Answer: A

NEW QUESTION # 112 
Refer to the exhibits.



FortiWeb is configured in reverse proxy mode and it is deployed downstream to FortiGate. Based on the configuration shown in the
exhibits, which of the following statements is true?

A. FortiGate should forward web traffic to virtual server IP address.
B. You must disable the Preserve Client IP setting on FotriGate for this configuration to work.
C. FortiGate should forward web traffic to the server pool IP addresses.
D. The configuration is incorrect. FortiWeb should always be located upstream to FortiGate.

Answer: A

NEW QUESTION # 113 
Which two objects are required to configure a server policy in reverse proxy mode without content routing? (Choose two.)

A. Protected hostname
B. Virtual server
C. Server pool
D. Site publishing

Answer: A,B

Explanation:
Protected hostname: In reverse proxy mode, the protected hostname refers to the domain or hostname that FortiWeb will protect. It
specifies which hostname FortiWeb is acting as a reverse proxy for, and is required for the server policy configuration.
Virtual server: A virtual server is a logical representation of a web server that FortiWeb handles. It's required to configure how traffic
is routed to the protected resources in reverse proxy mode.

NEW QUESTION # 114 
Which three security features must you configure on FortiWeb to protect API connections? (Choose three.)



A. Machine learning (ML)-based API protection
B. API user authentication with SAML
C. API user key enforcement
D. API schema validation
E. Single sign-on (SSO) authentication with Active Directory (AD)

Answer: A,C,D

Explanation:
Machine learning (ML)-based API protection: ML-based API protection helps detect and mitigate abnormal behavior in API traffic,
such as bot attacks or abuse, by learning and adapting to normal traffic patterns.
API schema validation: API schema validation ensures that the API requests conform to the defined schema (e.g., checking the
structure, fields, and types in the API calls). This helps prevent attacks like XML or JSON injection by ensuring only valid requests
are processed.
API user key enforcement: Enforcing API user key authentication requires clients to provide valid API keys, ensuring only
authorized users can access the API. This is crucial for controlling access to the API.

NEW QUESTION # 115
......
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