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¢ Troubleshooting; In this final section, CheckPoint Security Administrators will demonstrate their
=R 1 troubleshooting skills related to Harmony Endpoint. This involves identifying and resolving issues that may

arise during deployment or operation of the endpoint security solution.

¢ Deploying Harmony Endpoint Data Security Protection: In this domain, CheckPoint Security
=X 2 Administrators will demonstrate their skills in deploying data security protections within Harmony Endpoint.
This includes configuring data loss prevention strategies and ensuring data integrity across endpoints.

e Introduction to Harmony Endpoint: This section measures the skills of CheckPoint Security Administrators
=73 about the findamental concepts of Harmony Endpoint. It introduces candidates to the capabilities of the
Harmony Endpoint solution, which is designed to protect endpoint devices from various cyber threats.

¢ Harmony Endpoint Management as a Service: This section targets Harmony Endpoint Security
= 4 Professionals, focusing on managing endpoint security as a service. It covers the cloud-based management
capabilities of Harmony Endpoint, allowing for scalable deployment and policy management.
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¢ Harmony Endpoint Security Management: This section focuses on the skills of Harmony Endpoint Security
=X 5 Professionals and covers the management aspects of Harmony Endpoint Security. It emphasizes how to
effectively configure and manage security policies across endpoint devices.

¢ Advanced Threat Prevention: CheckPoint Security Administrators will be assessed in this area, which
=x 6 covers advanced techniques for preventing sophisticated threats. This includes leveraging threat intelligence
and proactive measures to safeguard endpoints from emerging cyber risks.
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HEE#59
‘What GUI options do you have to access the Endpoint Security Management Server in a cloud environment?

A. SmartConsoleandGaiaWebUI

B. Nothing, there is no Cloud Support for Endpoint Management Server.
C. Infinity Portal and Web Management Console

D. SmartEndpoint Distributor
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m
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EE #60

Which of the following is not protected by the Full Disk Encryption (FDE) software?
* Client's user data

* Operating system files

* Temporary files

* Erased files

A. Temporary and erased files

B. All of these are protected with FDE
C. Frased files

D. Temporary files

(1]
il

: B

HE #61
Endpomt's Media Encryption (ME) Software Capability protects sensitive data on what, and how?

A. Storage devices by requiring multi-factor authorization

B. Input/output devices using Anti-Malware

C. Removable media and other mput/output devices by using encryption methods

D. Storage devices, removable media, and other input/output devices by requiring authorization before a user accesses the
device

H¥e: D
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HEE #62
With which release of Endpoint Client is the Anti-Malware engine based on Sophos instead of Kaspersky?

02
M

A. Endpoint Client release E83.20 and higher for Cloud deployments

B. Endpoint Client release E86.26 and higher for Cloud deployments

C. Endpoint Client release E84.40 and higher for all deployments

D. Endpoint Client release E81.20 and higher for On-premises deployments

: C

HEE #63
What does the Data protection/General rule contain?

A. Actions that define user authentication settings only

B. Actions that restore encryption settings for hard disks and change user authentication settings

C. Actions that define port protection settings and encryption settings for hard disks and removable media
D. Actions that define decryption settings for hard disks
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