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Amazon AWS Certified DevOps Engineer - Professional Sample Questions
(Q284-Q289):
NEW QUESTION # 284 
A company has enabled all features for its organization in AWS Organizations. The organization contains 10 AWS accounts. The
company has turned on AWS CloudTrail in all the accounts. The company expects the number of AWS accounts in the organization
to increase to 500 during the next year. The company plans to use multiple OUs for these accounts.
The company has enabled AWS Config in each existing AWS account in the organization. A DevOps engineer must implement a
solution that enables AWS Config automatically for all future AWS accounts that are created in the organization.
Which solution will meet this requirement?

A. In the organization's management account, create an AWS CloudFormation stack set to enable AWS Config. Configure
the stack set to deploy automatically when an account is created through Organizations.
B. In the organization's management account, create an Amazon EventBridge rule that reacts to a CreateAccount API call.
Configure the rule to invoke an AWS Systems Manager Automation runbook to enable AWS Config for the account.
C. In the organization's management account, create an Amazon EventBridge rule that reacts to a CreateAccount API call.
Configure the rule to invoke an AWS Lambda function that enables trusted access to AWS Config for the organization.
D. In the organization's management account, create an SCP that allows the appropriate AWS Config API calls to enable
AWS Config. Apply the SCP to the root-level OU.

Answer: A

Explanation:
Explanation
https://aws.amazon.com/about-aws/whats-new/2020/02/aws-cloudformation-stacksets-introduces-automatic-depl

NEW QUESTION # 285 
A company is launching an application. The application must use only approved AWS services. The account that runs the application
was created less than 1 year ago and is assigned to an AWS Organizations OU.
The company needs to create a new Organizations account structure. The account structure must have an appropriate SCP that
supports the use of only services that are currently active in the AWS account.
The company will use AWS Identity and Access Management (IAM) Access Analyzer in the solution.
Which solution will meet these requirements?

A. Create an SCP that allows the services that IAM Access Analyzer identifies. Create an OU for the account. Move the
account into the new OU. Attach the new SCP to the new OU. Detach the default FullAWSAccess SCP from the new OU.
B. Create an SCP that allows the services that IAM Access Analyzer identifies. Create an OU for the account. Move the
account into the new OU. Attach the new SCP to the management account. Detach the default FullAWSAccess SCP from
the new OU.
C. Create an SCP that denies the services that IAM Access Analyzer identifies. Create an OU for the account. Move the
account into the new OIJ. Attach the new SCP to the new OU.
D. Create an SCP that allows the services that IAM Access Analyzer identifies. Attach the new SCP to the organization's
root.

Answer: A

Explanation:
Explanation
To meet the requirements of creating a new Organizations account structure with an appropriate SCP that supports the use of only
services that are currently active in the AWS account, the company should use the following solution:
* Create an SCP that allows the services that IAM Access Analyzer identifies. IAM Access Analyzer is a service that helps identify
potential resource-access risks by analyzing resource-based policies in the AWS environment. IAM Access Analyzer can also
generate IAM policies based on access activity in the AWS CloudTrail logs. By using IAM Access Analyzer, the company can
create an SCP that grants only the permissions that are required for the application to run, and denies all other services. This way,
the company can enforce the use of only approved AWS services and reduce the risk of unauthorized access12
* Create an OU for the account. Move the account into the new OU. An OU is a container for accounts within an organization that
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enables you to group accounts that have similar business or security requirements. By creating an OU for the account, the company
can apply policies and manage settings for the account as a group. The company should move the account into the new OU to make
it subject to the policies attached to the OU3
* Attach the new SCP to the new OU. Detach the default FullAWSAccess SCP from the new OU. An SCP is a type of policy that
specifies the maximum permissions for an organization or organizational unit (OU). By attaching the new SCP to the new OU, the
company can restrict the services that are available to all accounts in that OU, including the account that runs the application. The
company
* should also detach the default FullAWSAccess SCP from the new OU, because this policy allows all actions on all AWS services
and might override or conflict with the new SCP45 The other options are not correct because they do not meet the requirements or
follow best practices. Creating an SCP that denies the services that IAM Access Analyzer identifies is not a good option because it
might not cover all possible services that are not approved or required for the application. A deny policy is also more difficult to
maintain and update than an allow policy. Creating an SCP that allows the services that IAM Access Analyzer identifies and
attaching it to the organization's root is not a good option because it might affect other accounts and OUs in the organization that
have different service requirements or approvals.
Creating an SCP that allows the services that IAM Access Analyzer identifies and attaching it to the management account is not a
valid option because SCPs cannot be attached directly to accounts, only to OUs or roots.
References:
* 1: Using AWS Identity and Access Management Access Analyzer - AWS Identity and Access Management
* 2: Generate a policy based on access activity - AWS Identity and Access Management
* 3: Organizing your accounts into OUs - AWS Organizations
* 4: Service control policies - AWS Organizations
* 5: How SCPs work - AWS Organizations

NEW QUESTION # 286 
A DevOps engineer is using AWS CodeDeploy across a fleet of Amazon EC2 instances in an EC2 Auto Scaling group. The
associated CodeDeploy deployment group, which is integrated with EC2 Auto Scaling, is configured to perform in-place
deployments with codeDeployDefault.oneAtATime During an ongoing new deployment, the engineer discovers that, although the
overall deployment finished successfully, two out of five instances have the previous application revision deployed. The other three
instances have the newest application revision What is likely causing this issue?

A. A failed Afterinstall lifecycle event hook caused the CodeDeploy agent to roll back to the previous version on the affected
instances
B. EC2 Auto Scaling launched two new instances while the new deployment had not yet finished, causing the previous version
to be deployed on the affected instances.
C. The CodeDeploy agent was not installed in two affected instances.
D. The two affected instances failed to fetch the new deployment.

Answer: A

Explanation:
When AWS CodeDeploy performs an in-place deployment, it updates the instances with the new application revision one at a time,
as specified by the deployment configuration codeDeployDefault.oneAtATime. If a lifecycle event hook, such as AfterInstall, fails
during the deployment, CodeDeploy will attempt to roll back to the previous version on the affected instances. This is likely what
happened with the two instances that still have the previous application revision deployed. The failure of the AfterInstall lifecycle
event hook triggered the rollback mechanism, resulting in those instances reverting to the previous application revision.
AWS CodeDeploy documentation on redeployment and rollback procedures1.
Stack Overflow discussions on re-deploying older revisions with AWS CodeDeploy2.
AWS CLI reference guide for deploying a revision2.

NEW QUESTION # 287 
A company's security team requires that all external Application Load Balancers (ALBs) and Amazon API Gateway APIs are
associated with AWS WAF web ACLs. The company has hundreds of AWS accounts, all of which are included in a single
organization in AWS Organizations. The company has configured AWS Config for the organization. During an audit, the company
finds some externally facing ALBs that are not associated with AWS WAF web ACLs.
Which combination of steps should a DevOps engineer take to prevent future violations? (Choose two.)

A. Create an Amazon GuardDuty policy to attach AWS WAF web ACLs to any newly created ALBs and API Gateway
APIs.



B. Delegate AWS Firewall Manager to a security account.
C. Configure an AWS Config managed rule to attach AWS WAF web ACLs to any newly created ALBs and API Gateway
APIs.
D. Create an AWS Firewall Manager policy to attach AWS WAF web ACLs to any newly created ALBs and API Gateway
APIs.
E. Delegate Amazon GuardDuty to a security account.

Answer: B,D

NEW QUESTION # 288 
A company has many AWS accounts. During AWS account creation the company uses automation to create an Amazon
CloudWatch Logs log group in every AWS Region that the company operates in. The automaton configures new resources in the
accounts to publish logs to the provisioned log groups in their Region.
The company has created a logging account to centralize the logging from all the other accounts. A DevOps engineer needs to
aggregate the log groups from all the accounts to an existing Amazon S3 bucket in the logging account.
Which solution will meet these requirements in the MOST operationally efficient manner?

A. In the logging account create a CloudWatch Logs destination with a destination policy. For each new account subscribe
the CloudWatch Logs log groups to the. Destination Configure a single Amazon Kinesis data stream and a single Amazon
Kinesis Data Firehose delivery stream to deliver the logs from the CloudWatch Logs destination to the S3 bucket.
B. In the logging account create a CloudWatch Logs destination with a destination policy for each Region. For each new
account subscribe the CloudWatch Logs log groups to the destination Configure an Amazon Kinesis data stream and an
Amazon Kinesis Data Firehose delivery stream for each Region to deliver the logs from the CloudWatch Logs destinations to
the S3 bucket.
C. In the logging account create a CloudWatch Logs destination with a destination policy. For each new account subscribe
the CloudWatch Logs log groups to the destination. Configure a single Amazon Kinesis data stream to deliver the logs from
the CloudWatch Logs destination to the S3 bucket.
D. In the logging account create a CloudWatch Logs destination with a destination policy for each Region. For each new
account subscribe the CloudWatch Logs log groups to the destination. Configure a single Amazon Kinesis data stream and a
single Amazon Kinesis Data Firehose delivery stream to deliver the logs from all the CloudWatch Logs destinations to the S3
bucket.

Answer: B

Explanation:
This solution will meet the requirements in the most operationally efficient manner because it will use CloudWatch Logs destination to
aggregate the log groups from all the accounts to a single S3 bucket in the logging account. However, unlike option A, this solution
will create a CloudWatch Logs destination for each region, instead of a single destination for all regions. This will improve the
performance and reliability of the log delivery, as it will avoid cross-region data transfer and latency issues. Moreover, this solution
will use an Amazon Kinesis data stream and an Amazon Kinesis Data Firehose delivery stream for each region, instead of a single
stream for all regions. This will also improve the scalability and throughput of the log delivery, as it will avoid bottlenecks and
throttling issues that may occur with a single stream.
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