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68. Frage

What are the advantages of using a content delivery network (CDN) in an attack infrastructure?
Multiple Correct Answers
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A. Enhanced anonymity for the attacker's operations

B. Simplification of the malware distribution process

C. Increased resilience against DDoS attacks

D. Decreased latency in command and control communication

Antwort: A,C,D

69. Frage
‘Which tool is primarily used for Active Directory discovery and enumeration?
Response:

A. Nessus

B. Nmap

C. BloodHound
D. Wireshark

Antwort: C

70. Frage
What is the primary purpose of the 'beacon’ payload in the context of C2 frameworks like Cobalt Strike?
Response:

A. To exfiltrate data to a predefined location

B. To scan the network for other vulnerable systems
C. To check in with the C2 server at regular intervals
D. To establish a reverse shell for command execution

Antwort: C

71. Frage
What is the primary purpose of using the LDAP protocol during the enumeration phase?
Response:

A. To detect open ports on the network

B. To map network topologies

C. To encrypt communication channels

D. To query Active Directory objects and attributes

Antwort: D

72. Frage
Which of the following is a common method for delivering a payload to a target system?
Response:

A. SQL injection

B. Network enumeration
C. Phishing

D. ARP poisoning

Antwort: C
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