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CompTIA A+ Certification Exam: Core 2 Sample Questions (Q36-Q41):

NEW QUESTION # 36
A help desk technician recently installed an SSH client on a workstation in order to access remote servers.
‘What does this enable?

e A To encrypt and decrypt protected messages
¢ B. To securely establish a console session
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¢ C. To facilitate device log reviews
e D. To utilize an SSO connection

Answer: B

Explanation:

SSH (Secure Shell)allows encrypted console sessions to access and administer remote servers.

FromQuentin Docter - Complete Study Guide:

"Secure Shell (SSH) provides an encrypted console session to manage Linux, UNIX, or network devices securely over TCP port
22",

NEW QUESTION # 37
The battery on a user's smartphone discharges quickly when the user travels. The smartphone was replaced two weeks ago. Which
of the following should a technician do first?

A. Provide an external battery to extend the usage time

B. Look for applications that are reporting the highest utilization
C. Replace the battery with a higher capacity option

D. Ensure that the charging port is working as expected

Answer: B

Explanation:
The technician should first look for applications reporting the highest utilization, as some apps or services may be consuming
excessive battery, especially when the user is traveling,

NEW QUESTION # 38

Users are reporting that an unsecured network is broadcasting with the same name as the normal wireless network. They are able to
access the internet but cannot connect to the file share servers.

Which of'the following best describes this issue?

A. Incorrect IP address

B. Rogue wireless access point

C. Unreachable DNS server

D. Virtual local area network misconfiguration

Answer: B

Explanation:

A rogue access point mimics the legitimate SSID, allowing clients to connect (often with internet access via its own uplink) but
isolating them from internal resources like file shares. This behavior matches the symptomns - users join what appears to be the
corporate WLAN but can't reach internal servers.

NEW QUESTION # 39
A technician verifies that a malware incident occurred on some computers in a small office. Which of the following should the
technician do next?

A. Educate the end users

B. Disable System Restore

C. Update the anti-malware and scan the computers
D. Quarantine the infected systems

Answer: D

Explanation:

Once a malware incident has been confirmed, the immediate next step is to contain the threat. Quarantining infected systerms
prevents the matware fiom spreading to other devices and isolates the malicious code for further analysis or remediation.
B). Educating end users is important but occurs later in the incident response process.



C). Disabling System Restore is part of cleanup, not containment.

D). Updating and scanning should occur after the system is quarantined to prevent further infection or spread.

Reference:

CompTIA A+ 220-1102 Objective 2.5: Given a scenario, detect, remove, and prevent malware using appropriate tools and
methods.

Study Guide Section: Malware removal best practices - Step 2: Quarantine the infected system

NEW QUESTION # 40

A technician is securing a newly deployed workstation that only assigned users can access.

‘Which of the following techniques should the technician do to prevent unauthorized users from accessing the workstation? (Choose
two.)

A. Enable screensaver locks
B. Apply the BIOS password
C. Defragment the hard drive
D. Enable the firewall

E. Enable SSH

F. Disable iCloud integration

Answer: A.B

Explanation:
Enabling screensaver locks ensures that only authorized users can access the workstation after periods of mactivity.
Applying a BIOS password prevents unauthorized users from changing boot options or accessing the workstation at startup.

NEW QUESTION # 41
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