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NEW QUESTION # 53
Refer to the exhibit.
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Routing table on FortiGate_A

FortiGate A # get router info routing-table all
Codes: K - kernel, C - connected, S - static, R - RIP, B - BGP
O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i -IS-1S, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
V - BGP VPNv4
* - candidate default

Routing table for VRF=0

S*  0.0.0.0/0 [10/0] via 10.1.0.254, port1, [1/0]

10.1.0.0/24 is directly connected, portl

10.1.4.0/24 is directly connected, port3

100.64.1.0/24 [200/0) via 10.1.0.254 (recursive is directly connectéd, portl), 00:39:45, [1/0]
172.16.1.252/30 [200/0] via 10.1.0.1 (recursive is directly cofinectedyport1), 00:42:48, [1/0]
172.16.100.0/24 is directly connected, port8
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Routing table on FortiGate_B

FortiGate_B # get router info routing-table all
Codes: K - kernel, C - connected, S = statie;R - RIP, B - BGP
O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA externaltype 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i - 1S-1S, L1 - 1S-1S level-1, L2 - IS-IS level-2, ia - IS-IS inter area
V - BGPWPNv4
* - candidate default

Routing table for VRF=0

S*  0.0.0.0/0[10/0] via 10.1.0.254, port1, [1/0]

4.2.2.2/32 [10/0] via 10.1.5.254, port4, [1/0]

10.1.0.0/24 is directly connected, port1

10.1.4.0/24 [200/0] via 10.1.0.100 (recursive is directly connected, portl), 00:41:02, [1/0]
10.1.5.0/24 is directly connected, port4

100.64.1.0/24 [200/0] via 10.1.0.254 (recursive is directly connected, port1), 00:38:14, [1/0]
172.16.1.248/30 is directly connected, CO

172.16.1.252/30 is directly connected, AD

172.16.100.0/24 is directly connected, port8
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The routing tables of FortiGate A and FortiGate B are shown. FortiGate A and FortiGate B are in the same autonomous system
The administrator wants to dynamically add only route 172.16.1.248/30 on FortiGate A.
‘What must the administrator configure?

A. A BGP route map out for 172.16.1.248/30 on FortiGate B

B. Enable Redistribute Connected in the BGP section on FortiGate B.

C. The prefix 172.16.1.248/30 in the BGP Networks section on FortiGate B
D. A BGP route map in for 172.16.1.248/30 on FortiGate A

Answer: A

Explanation:
FortiGate A and FortiGate B are in the same autonomous system (AS), and FortiGate A does not currently have route
172.16.1.248/30 in its routing table. However, FortiGate B has this route as a connected route.




To dynamically advertise only 172.16.1.248/30 from FortiGate B to FortiGate A, the admnistrator must configure a BGP route
map out on FortiGate B that specifically permits only this prefix.

A BGP route map out on FortiGate B controls which routes FortiGate B advertises to FortiGate A. If no filtering is applied,
FortiGate B might advertise all BGP-learned and connected routes, which is not what the administrator wants. The route map
should include a prefix-list that explicitly allows only 172.16.1.248/30 and denies everything else.

NEW QUESTION # 54
Refer to the exhibit, which shows the VDOM section of a FortiGate device.
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An administrator discovers that webfilter stopped working in Corel and Core2 after a maintenance window.
‘Which two reasons could explain why webfilter stopped working? (Choose two.)

A. The root VDOM does not have access to FortiManager in a closed network.

B. The root VDOM does not have a VDOM link to connect with the Corel and Core2 VDOMs.

C. The root VDOM does not have access to any valid public FDN.

D. The Corel and Core2 VDOMs nust also be enabled as Management VDOM s to receive FortiGuard updates

Answer: B,C

Explanation:

Since Corel and Core2 are not designated as management VDOM, they rely on the root VDOM for connectivity to external
resources such as FortiGuard updates. If the root VDOM lacks a VDOM link to these VDOMs or cannot reach FortiGuard
services, security features like web filtering will stop working,

NEW QUESTION # 55
Why does the ISDB block layers 3 and 4 of the OSI model when applying content filtering? (Choose two.)

A. FortiGate has a predefined list of all IPs and ports for specific applications downloaded from FortiGuard.
B. The ISDB blocks the IP addresses and ports of an application predefined by FortiGuard.

C. The ISDB Iimits access by URL and domain.

D. The ISDB works in proxy mode, allowing the analysis of packets in layers 3 and 4 of the OSI model

Answer: A,B



Explanation:

The Internet Service Database (ISDB) in FortiGate is used to enforce content filtering at Layer 3 (Network Layer) and Layer 4
(Transport Layer) of the OSI model by identifying applications based on their predefined IP addresses and ports.

FortiGate has a predefined list of all IPs and ports for specific applications downloaded from FortiGuard:

# FortiGate retrieves and updates a predefined list of IPs and ports for different internet services from FortiGuard.

# This allows FortiGate to block specific services at Layer 3 and Layer 4 without requiring deep packet inspection.

The ISDB blocks the IP addresses and ports of an application predefined by FortiGuard:

# ISDB works by matching traffic to known IP addresses and ports of categorized services.

# When an application or service is blocked, FortiGate prevents communication by denying traffic based on its destination [P and
port number.

NEW QUESTION # 56

An admmnistrator is setting up an ADVPN configuration and wants to ensure that peer IDs are not exposed during VPN
establishment.

‘Which protocol can the administrator use to enhance security?

A. Stick with IKEv1 main mode because it offers better performance.

B. Use IKEv2, which encrypts peer IDs and prevents exposure.

C. Choose IKEv1 aggressive mode because it simplifies peer identification.
D. Opt for SSL VPN web mode because it does not use peer IDs at all

Answer: B

Explanation:

In ADVPN (Auto-Discovery VPN) configurations, security concerns include protecting peer IDs during VPN establishiment. Peer
IDs are exchanged in the IKE (Internet Key Exchange) negotiation phase, and their exposure could lead to privacy risks or targeted
attacks.

# IKEv2 encrypts peer IDs, making it more secure compared to IKEv1, where peer IDs can be exposed in plaintext in aggressive
mode.

# IKEV2 also provides better performance and flexibility while supporting dynamic tunnel establishment in ADVPN.

NEW QUESTION # 57

An administrator applied a block-all IPS profile for client and server targets to secure the server, but the database team reported the
application stopped working immediately after.

How can an administrator apply IPS in a way that ensures it does not disrupt existing applications in the network?

A. Limit the TPS profile to server targets only to avoid blocking connections from the server to clients.
B. Set the IPS profile signature action to default to discard all possible false posttives.

C. Use an IPS profile with all signatures in monitor mode and verify patterns before blocking.

D. Select flow mode in the IPS profile to accurately analyze application patterns.

Answer: C

Explanation:

Applying an aggressive IPS profile without prior testing can disrupt legitimate applications by incorrectly identifying normal traffic as
malicious. To prevent disruptions while still monitoring for threats:

# Enable IPS in "Monitor Mode" first:

# This allows FortiGate to log and analyze potential threats without actively blocking traffic.

# Administrators can review logs and fine-tune IPS signatures to minimize false positives before switching to blocking mode.

# Verify and adjust signature patterns:

# Some signatures might trigger unnecessary blocks for legitimate application traffic.

# By analyzing logs, administrators can disable or modify specific rules causing false positives.

NEW QUESTION # 58
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