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FRE #154

Cassius, a security professional, works for the risk management team in an organization. The team is responsible for performing
various activities involved in the risk management process. In this process, Cassius was instructed to select and implement
appropriate controls on the identified risks in order to address the risks based on their severity level

Which of the following risk management phases was Cassius instructed to perform in the above scenario?
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A. Risk prioritization
B. Risk treatment

C. Risk analysis

D. Risk identification

EX: B
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Risk treatment is the risk management phase that Cassius was instructed to perform in the above scenario. Risk management is a
process that involves identifying, analyzing, evaluating, treating, monitoring, and reviewing risks that can affect an organization's
objectives, assets, or operations. Risk management phases can be summarized as follows: risk identification, risk analysis, risk
prioritization, risk treatment, and risk monitoring . Risk identification is the risk management phase that involves identifying and
documenting potential sources, causes, events, and impacts of risks. Risk analysis is the risk management phase that involves
assessing and quantifying the likelihood and consequences of risks. Risk prioritization is the risk management phase that involves
ranking risks based on their severity level and determining which risks need immediate attention or action. Risk treatment is the risk
management phase that involves selecting and implementing appropriate controls or strategies to address risks based on their
severity level . Risk treatment can include avoiding, transferring, reducing, or accepting risks. Risk monitoring is the risk management
phase that involves tracking and reviewing the performance and effectiveness of risk controls or strategies over time.
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Leilani, a network specialist at an organization, employed Wireshark for observing network traffic. Leilani navigated to the
Wireshark menu icon that contains items to manipulate, display and apply filters, enable, or disable the dissection of protocols, and
configure user-specified decodes.

Identify the Wireshark menu Leilani has navigated i the above scenario.

A. Statistics
B. Main toolbar
C. Analyze
D. Capture
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Capture is the Wireshark menu that Leilani has navigated in the above scenario. Wireshark is a network analysis tool that captures
and displays network traffic in real-time or from saved files. Wireshark has various menus that contain different items and options for
manipulating, displaying, and analyzing network data. Capture is the Wireshark menu that contains itens to start, stop, restart, or
save a live capture of network traffic. Capture also contains itens to configure capture filters, interfaces, options, and preferences .
Statistics is the Wireshark menu that contains itens to display various statistics and graphs of network traffic, such as packet lengths,
protocols, endpoints, conversations, etc. Main toolbar is the Wireshark toolbar that contains icons for quick access to common
functions, such as opening or saving files, starting or stopping a capture, applying display filters, etc. Analyze is the Wireshark menu
that contains items to manipulate, display and apply filters, enable or disable the dissection of protocols, and configure user-specified
decodes.

8 #156
Which security measure can help prevent SQL injection attacks? (Select all that apply)

A. Input validation
B. Code obfuscation
C. Using weak passwords

D. Cross-site scripting (XSS)
ZX: AB
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A renowned research institute with a high-security wireless network recently encountered an advanced cyber attack. The attack was
not detected by traditional security measures andresulted in significant data exfiltration.

The wireless network was equipped with WPA3 encryption, MAC address filtering, and had disabled SSID broadcasting,



Intriguingly. the attack occurred without any noticeable disruption or changes in network performance. After an exhaustive forensic
analysis, the cybersecurity team pinpointed the attack method.
Which of'the following wireless network-specific attacks was most likely used?

¢ A Bluesnarfing. exploiting Bluetooth connections to access network data

¢ B. Jamming Attack, disrupting network communications with interference signals

¢ C.KRACK (Key Reinstallation Attack), exploiting vulnerabilities in the WPA2 protocol

¢ D. Evil Twin Attack, where a rogue access point mimics a legitimate one to capture network traffic
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* Definition of Evil Twin Attack:

* An Evil Twin Attack involves setting up a rogue access point that mimics a legitimate Wi-Fi network. Unsuspecting users connect
to this rogue AP, allowing the attacker to intercept and capture network traffic.
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An organization's risk management team identified the risk of natural disasters in the organization's current location. Because natural
disasters cannot be prevented using security controls, the team suggested to build a new office in another location to eliminate the
identified risk. Identify the risk treatment option suggested by the risk management team in this scenario.

A. Risk retention

B. Risk modification
C. Risk avoidance
D. Risk sharing
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Risk avoidance is the risk treatment option suggested by the risk management team in this scenario. Risk avoidance is a risk
treatment option that involves eliminating the identified risk by changing the scope, requirements, or objectives of the project or
activity. Risk avoidance can be used when the risk cannot be prevented using security controls or when the risk outweighs the
benefits.
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