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Linux Foundation CCA Exam Syllabus Topics:

Section Weight Objectives
- eBPF maps
- eBPF basics and concepts
Topic 1: eBPF Fundamentals 20% - eBPF programtypes
- eBPF lifecycle and tooling
- eBPF in Kubernetes context

- Service discovery across clusters
Topic 2: Cluster Connectivity & Multi-Cluster 10% - Cross-cluster networking
- Cilium ClusterMesh
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- Cilium CLI basics
- Installation methods (Helm, operator)
Topic 3: Cilium Installation & Configuration 15% - Basic configuration options
- Cilium agent and operator
- Integration with Kubernetes
- Layer 7 policies (HTTP, Kafka, DNS)
- Policy enforcement modes
Topic 4: Network Policies & Security 20% - Layer 3 and Layer 4 policies
- CilumNetworkPolicy CRD
- Policy debugging and visibility
- Cilium vs traditional CNI plugins
- Cilium architecture components
Topic 5: Cilium Introduction & Fundamentals 20% - What is Cilium
- eBPF overview and relationship with Cilium
- Cillumuse cases and benefits
- Hubble CLI (hubble observe)
- Hubble Ul
Topic 6: Hubble for Observability 15% - Hubble overview and architecture
- Flow visualization
- Network flow logging
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HEE #54
Cluster Mesh enhances load balancing in a multi-cluster setup by:

A. Distributing incoming requests based on cluster health and workload distribution
B. Restricting cross-cluster communications to non-peak hours

C. Assigning all traffic to the cluster with the highest capacity

D. Balancing traffic based solely on geographical location
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HEE #55
In terms of external connectivity, what functionality does Cilium's native egress gateway provide?

o A It selectively directs traffic from specific pods to external destinations
¢ B. It routes all internal traffic through a single external [P

e C. It encrypts all data leaving the cluster

e D. It allows all external traffic to bypass Kubernetes services

HE: A

EE #56
What are the primary purposes of a layered architecture in system design?
Response:

¢ A To isolate system components
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B. Should have chosen
C. To reduce dependency between components

D. To increase system complexity
E. To enhance system scalability

: AGE

HEE #57
How can Hubble be accessed for monitoring network flows in a Cilium environment?

02
m

A. Through direct integration with Kubernetes dashboards
B. Using custom shell scripts

C. Via a command-line interface or the Hubble Ul

D. Through manual inspection of log files

: C

EHE #58
Which features are enabled by Hubble for Layer 7 protocol visibility?
(Choose Two)

A. Real-time monitoring of HTTP/HTTPS requests
B. Kubernetes node performance analytics

C. Visualization of gRPC method calls

D. Automatic scaling of resources based on traffic
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