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Nutanix NCP-NS Exam Syllabus Topics:

Topic Details

Topic 1
Deploy and Upgrade a Flow Environment: Covers preparing clusters for Flow Network Security and
Virtual Networking, managing upgrade paths and dependencies, configuring virtual switches and MTU,
and administering user roles and RBAC permissions.

Topic 2
Configure Flow Virtual Networking: Covers creating and managing VPCs, overlay networks, external
connectivity options, BGP peering, load balancing, and policy based routing within Nutanix Flow Virtual
Networking.

Topic 3
Troubleshoot Flow Virtual Networking: Covers diagnosing and resolving connectivity failures, BGP issues,
gateway health problems, and interpreting alerts and logs related to virtual networking components.

Topic 4
Troubleshoot Flow Network Security: Covers identifying policy-related traffic issues, analyzing security hit
logs and audit logs, and troubleshooting identity based policy failures tied to Active Directory group
mapping.

Topic 5
Configure Flow Network Security: Covers analyzing application traffic flows, creating and configuring
isolation, application, and identity based security policies, and managing policy lifecycle modes in Flow
Network Security.

Nutanix Certified Professional Network & Security v6.10 Sample Questions
(Q84-Q89):
NEW QUESTION # 84 
The alert details mention a specific external network. Attempts to assign new Floating IPs to VMs fail, but existing Floating IPs
continue to work.
What is the cause of this alert?

A. The VPC's connection to the external network is down.
B. A firewall is blocking communication between Prism Central and the VPC's virtual router.
C. There are no more available IP addresses in the address pool configured for Floating IPs in that external network.
D. A firewall is blocking communication between Prism Central and the VPC's virtual router.

Answer: C

NEW QUESTION # 85 
An administrator uses Nutanix Flow to secure a three-tier application (Web, App, and Database tiers).
After observing the traffic, they find that:
The Web tier communicates with the App tier over HTTP (port 80)
The App tier communicates with the Database tier over TCP port 1433
The Database tier does not initiate connections
The Web tier receives inbound HTTP traffic from the corporate DMZ on port 8080 No other traffic should be allowed What should
the administrator do to document and then securely apply these flows in Nutanix Flow?

A. Disable traffic-flow discovery and configure all policies manually.
B. Use Flow Network Visualization to capture observed flows and convert them into microsegmentation security policies.
C. Manually create isolation policies between all VMs in the environment.
D. Add all VMs to a single security policy to simplify communication.

Answer: B

NEW QUESTION # 86 
A customer wants to migrate VMs from a VLAN Basic Subnet to an Overlay Subnet with the same IP prefix.
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Which migration approach ensures minimal disruption?

A. Change IPAM mode to unmanaged to allow manual IP assignment.
B. Enable trunk mode on VLAN to allow multiple subnets on the same interface.
C. Create a Layer 2 connectivity between the subnets and perform live migration.
D. Perform cold migration, acknowledging that ingress/egress connections will not be preserved.

Answer: C

NEW QUESTION # 87 
An administrator wants to configure the subnet 10.1.1.0/24 to stretch across two VPCs over a Network Gateway in VXLAN
mode. The VMs on this subnet need to communicate with a traffic pattern of size 2000 Bytes.
What is the minimum MTU required in the underlay network to ensure communication happens without fragmentation or traffic
drops?

A. 2058 Bytes
B. 2116 Bytes
C. 9216 Bytes
D. 2108 Bytes

Answer: A

NEW QUESTION # 88 
An administrator creates an Isolation Policy in Prism Central to prevent communication between the Prod and Staging environments.
The policy is in Enforce mode... but VMs in the two environments can still communicate.
Which configuration issue most likely explains why the Isolation Policy is not blocking the traffic?

A. The Prod and Staging categories have not been assigned to the VMs, so the policy does not apply.
B. The Isolation Policy does not specify any services/ports, so no traffic is matched for enforcement.
C. An Application Policy allows traffic between the same categories, overriding this policy.
D. Isolation Policies restrict north-south communication when associated with a VPC gateway, not east-west traffic between
categories.

Answer: C

NEW QUESTION # 89
......
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