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CompTIA Cloud+ (2024) Sample Questions (Q169-Q174):
NEW QUESTION # 169 
An IT manager needs to deploy a cloud solution that meets the following requirements:
. Users must use two authentication methods to access resources.
* Each user must have 10GB of storage space by default.
Which of the following combinations should the manager use to provision these requirements?

A. MFA and storage quotas
B. OIDC and persistent storage
C. OAuth 2.0 and ephemeral storage
D. SSO and external storage
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Answer: A

Explanation:
The combination that should be used to provision the requirements of two authentication methods and 10GB of storage space by
default for each user is Multi-Factor Authentication (MFA) and storage quotas. MFA provides an additional layer of security
beyond just a username and password, and storage quotas can be used to allocate a specific amount of storage space for each user.
Reference: CompTIA Cloud+ Study Guide (Exam CV0-004) by Todd Montgomery and Stephen Olson

NEW QUESTION # 170 
Which of the following types of storage provides the greatest performance advantage for a traditional relational database?

A. Object
B. Block
C. Ephemeral
D. File

Answer: B

Explanation:
Block storage provides the greatest performance advantage for traditional relational databases due to its high performance and low-
latency characteristics. Block storage allows databases to rapidly manage data in fixed-sized blocks, which is ideal for databases
that require frequent read/write operations.

NEW QUESTION # 171 
A company's content management system (CMS) service runs on an laaS cluster on a public cloud. The CMS service is frequently
targeted by a malicious threat actor using DDoS. Which of the following should a cloud engineer monitor to identify attacks?

A. Network flow logs
B. Endpoint detection and response logs
C. Cloud provider event logs
D. Instance syslog

Answer: A

Explanation:
To identify DDoS attacks against a CMS service, a cloud engineer should monitor network flow logs. These logs provide data about
the IP traffic going to and from network interfaces in a public cloud, which is essential for detecting the increased traffic volumes
typically associated with DDoS attacks.

NEW QUESTION # 172 
A network administrator is budding a site-to-site VPN tunnel from the company's headquarters office 10 the company's public cloud
development network. The network administrator confirms the following:
The VPN tunnel is established on the headquarter office firewall.
While inside the office, developers report that they cannot connect to the development network resources.
While outside the office on a client VPN, developers report that they can connect to the development network resources.
The office and the client VPN have different IP subnet ranges.
The firewall flow logs show VPN traffic is reaching the development network from the office.
Which of the following is the next step the next network administrator should take to troubleshoot the VPN tunnel?

A. Restart the site-to-site VPN tunnel.
B. Review the development network routing table.
C. Check the ACLS on the development workloads
D. Change the ciphers on the site-to-site VPN.

Answer: B

Explanation:
The next step in troubleshooting the VPN tunnel issue is to review the development network routing table.



This action will help determine if the routing configurations are correctly directing traffic from the headquarters office through the
VPN tunnel to the development network resources. Proper routing ensures that data packets find their way to the correct destination
within the cloud environment, which is critical for establishing successful communication between different network segments.
CompTIA Cloud+ materials stress the importance of networking fundamentals in cloud environments, including VPN configurations
and routing, to ensure secure and efficient connectivity between on-premises infrastructure and cloud resources.

NEW QUESTION # 173 
An organization's web application experiences penodic bursts of traffic when a new video is launched. Users are reporting poor
performance in the middle of the month. Which of the following scaling approaches should the organization use to scale based on
forecasted traffic?

A. Manual
B. Event
C. Scheduled
D. Load

Answer: C

Explanation:
For periodic bursts of traffic that are predictable, such as when a new video is launched, a scheduled scaling approach is suitable.
This strategy involves scaling resources based on forecasted or known traffic patterns, ensuring that the infrastructure can handle the
load during expected peak times.References: The use of scheduled scaling to manage predictable traffic increases is discussed within
the Management and Technical Operations section of the CompTIA Cloud+ exam objectives.

NEW QUESTION # 174
......
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