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Palo Alto Networks Certified Network Security Engineer Exam Sample
Questions (Q57-Q62):
NEW QUESTION # 57 
Refer to the exhibit. A web server in the DMZ is being mapped to a public address through DNAT.

Which Security policy rule will allow traffic to flow to the web server?

A. Untrust (any) to Untrust (10.1.1.100), web browsing -Allow
B. Untrust (any) to DMZ (10.1.1.100), web browsing -Allow
C. Untrust (any) to Untrust (1.1.1.100), web browsing -Allow
D. Untrust (any) to DMZ (1.1.1.100), web browsing -Allow

Answer: D

Explanation:

Reference:
https://docs.paloaltonetworks.com/pan-os/10-1/pan-os-networking-admin/nat/nat-configuration- examples/ destination-nat-
exampleone-to-one-mapping.html#ide8f6a4b3-f875-4855-acb5-
5fd9ad918d04

NEW QUESTION # 58 
An administrator creates a custom application containing Layer 7 signatures. The latest application and threat dynamic update is
downloaded to the same firewall. The update contains an application that matches the same traffic signatures as the custom
application.
Which application will be used to identify traffic traversing the firewall?

A. Custom application
B. Incomplete application



C. Downloaded application
D. Unknown application

Answer: A

Explanation:
Explanation
https://docs.paloaltonetworks.com/pan-os/u-v/custom-app-id-and-threat-signatures/custom-application-and-threa

NEW QUESTION # 59 
Panorama provides which two SD-WAN functions? (Choose two.)

A. control plane
B. network monitoring
C. physical network links
D. data plane

Answer: A,D

Explanation:
Explanation/Reference:

NEW QUESTION # 60 
Which three external authentication services can the firewall use to authenticate admins into the Palo Alto Networks NGFW without
creating administrator account on the firewall? (Choose three.)

A. Kerberos
B. RADIUS
C. LDAP
D. TACACS+
E. SAML

Answer: B,D,E

Explanation:
Explanation
According to the Palo Alto Networks documentation1, the firewall can use three external authentication services to authenticate
admins into the Palo Alto Networks NGFW without creating administrator accounts on the firewall: RADIUS, TACACS+, and
SAML. These services allow the firewall to verify the credentials of admins against an external server and grant them access based
on their assigned roles and permissions.
Therefore, the correct answer is A, B, and E.
The other options are not external authentication services that the firewall can use to authenticate admins:
Kerberos: This option is not an external authentication service that the firewall can use to authenticate admins. Kerberos is a protocol
that allows users to access network resources using a single sign-on mechanism. The firewall can use Kerberos to authenticate users
for GlobalProtect VPN or Captive Portal, but not for admin access LDAP: This option is not an external authentication service that
the firewall can use to authenticate admins. LDAP is a protocol that allows querying and modifying directory services over a
network. The firewall can use LDAP to retrieve user and group information from an external server, but not to authenticate admins3.
References: 1:
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/authentication/authentication-types/external-authent
2:
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/authentication/authentication-types/kerberos-authen
3:
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-admin/user-id/map-ip-addresses-to-users/map-ip-addresses

NEW QUESTION # 61 
Which feature prevents the submission of corporate login information into website forms?

A. User-ID



B. Credential phishing prevention
C. File blocking
D. Data filtering

Answer: B

Explanation:
Reference:
https://www.paloaltonetworks.com/cyberpedia/how-the-next-generation-security-platform-contributes-to-gdpr-compliance
"Credential phishing prevention works by scanning username and password submissions to websites and comparing those
submissions against valid corporate credentials. You can choose what websites you want to either allow, alert on, or block
corporate credential submissions to based on the URL category of the website. Alternatively, you can present a page that warns
users against submitting credentials to sites classified in certain URL categories. This gives you the opportunity to educate users
against reusing corporate credentials, even on legitimate, non-phishing sites. In the event that corporate credentials are compromised,
this feature allows you to identify the user who submitted credentials so that you can remediate."

NEW QUESTION # 62
......
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