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CWNP CWNA-109 Exam Syllabus Topics:

Topic Details

¢ RF Validation and WLAN remediation: This topic covers RF mterference, WLAN performance, the basic
Topic 1 features of validation tools, and common wireless issues.



https://drive.google.com/open?id=1CnrQsX0aoAqehWCoemEXiPbxrBrZ-Ipu
https://www.practicevce.com/CWNP/CWNA-109-practice-exam-dumps.html
https://www.practicevce.com/CWNP/CWNA-109-practice-exam-dumps.html
https://www.testsdumps.com/CWNA-109_real-exam-dumps.html
https://www.examcollectionpass.com/CWNP/CWNA-109-latest-exam-dumps.html
https://www.easy4engine.com/CWNA-109-test-engine.html

¢ WLAN Regulations and Standards: The topic discusses the roles of WLAN and networking industry
organizations. It also addresses the concepts of various Physical Layer (PHY) solutions, spread spectrum

Topic 2
o technologies, and 802.11 WLAN functional concepts.

¢ Radio Frequency (RF) Technologies: This topic explains the basic features and behavior of RF. It also
discusses applying the basic concepts of RF mathematics and measurement. Lastly, the topic covers RF

Topic 3
ope signal characteristics and the functionality of RF antennas.

¢ WLAN Network Security: It addresses the concepts of weak security options, security mechanisims for
Topic 4 enterprise WLANS, and security options and tools used in wireless networks.

¢ WLAN Protocols and Devices: It focuses on terminology related to the 802.11 MAC and PHY, the
Topic 5 purpose of the three main 802.11 frame types, MAC frame format, and 802.11 channel access methods.

CWNP Wireless Network Administrator (CWNA) Sample Questions (Q61-
Q66):

NEW QUESTION # 61

ABC Company is planning to install a new 802.11ac WLAN, but wants to upgrade its wired infrastructure first to provide the best
user experience possible. ABC Company has hired you to performthe RF site survey.

During the interview with the network manager, you are told that the new Ethernet edge switches will support VoIP phones and
802.11 access points, both using 802.3 PoE.

After hearing this information, what immediate concerns do you note?

e A. The power budget in the edge switches must be carefully planned and monitored based on the number of supported PoE
devices.

e B. Ifthe switches are in optimal locations for VoIP phones, they are likely to be suboptimal locations for
802.11 APs

e (. VolIP phones and 802.11 access pomnts should not be powered by the same edge switch due to distortion.

e D. The edge Ethernet switches should support Ether-channel to get the best results out of the network.

Answer: A

Explanation:

An immediate concern that you note after hearing this information is that the power budget in the edge switches must be carefully
planned and monitored based on the number of supported PoE devices. PoE stands for Power over Ethernet and is a technology
that allows Ethernet switches to deliver power along with data to devices such as VoIP phones and 802.11 access points. PoE
devices are classified into different classes based on their power consumption and output. The edge switches have a limited power
budget that determines how many PoE devices they can support simultaneously. If the power budget is exceeded, some PoE
devices may not receive enough power or may shut down unexpectedly. Therefore, it is important to plan and monitor the power
budget in the edge switches based on the number and class of PoE devices connected to them Using Ether-channel, placing
switches in optimal locations, or avoiding distortion are not immediate concerns related to PoE devices. References: [CWNP
Certified Wireless Network Administrator Official Study Guide:

ExamCWNA-109], page 234; [CWNA: Certified Wireless Network Administrator Official Study Guide:

ExamCWNA-109], page 224.

NEW QUESTION # 62
‘What phrase defines Equivalent Isotropically Radiated Power (EIRP)?

A. The power output from the radio into the RF cable

B. Power supplied from the transmission line to the antenna input

C. The power output from the radio after cable losses

D. The highest RF signal strength that is transmitted from a given antenna

Answer: D

Explanation:



"Effective, or Equivalent Isotropically Radiated Power (EIRP) is the maximum amount of power that could be radiated from an
antenna, given its antenna gain and the transmitter power of the RF system." Also: "Effective Isotropic Radiated Power or Equivalent
Isotropic Radiated Power (EIRP) is the measured power radiated in a single direction by an ideal isotropic antenna. ... It is the
antenna's maximum power output in the direction with the highest antenna gain."

NEW QUESTION # 63
You are troubleshooting a controller-based AP that is unable to locate the controller. DHCP is not use and the controller is located
at 10.10.10.81/24 while the AP is on the 10.10.16.0/24 network. What should be inspected to verify proper configuration?

A. AP hosts file
B. NTP
C.DNS

D. BOOTH

Answer: C

Explanation:

‘What should be inspected to verify proper configuration is DNS. DNS stands for Domain Name System and is a service that
resolves hostnames to IP addresses. In a controller-based AP deployment, DNS can be used to help the AP locate the controller by
using a predefined hostname such as CISCO-CAPWAP-CONTROLLER or aruba-master. The AP sends a DNS query for this
hostname and receives an [P address of the controller as a response. Therefore, if DNS is not configured properly or if there is no
DNS entry for the controller hostname, the AP may not be able to locate the controller. NTP, BOOTP, and AP hosts file are not
relevant for this scenario. References: [CWNP Certified Wireless Network Administrator Official Study Guide:

ExamCWNA-109], page 374; [CWNA: Certified Wireless Network Administrator Official Study Guide:

ExamCWNA-109], page 364.

NEW QUESTION # 64

When using a spectrum to look for non Wi-Fi interference sources, you notice significant interference across the entire 2.4 GHz
band (not on a few select frequencies) within the desktop area of a users workspace, but the interference disappears quickly after
just 2 meters. What is the most likely cause of this interference?

A. Bluetooth devices in the user's work arca

B. Excess RF energy from a nearby AP

C. Unintentional radiation from the PC power supply
D. USB 3 devices in the user's work area

Answer: D

Explanation:

USB 3 devices in the user's work area are the most likely cause of this interference when using a spectrum analyzer to look for non-
Wi-Fiterference sources. A spectrum analyzer is a tool that measures and visualizes the radio frequency activity and interference in
the wireless environment. A spectrum analyzer can show the spectrum usage and energy levels on each frequency band or channel
and help identify and locate the sources of interference. Interference is any unwanted signal that disrupts or degrades the intended
signal on a wireless channel. Interference can be caused by various sources, such as other Wi-Fi devices, non- Wi-Fi devices, or
natural phenomena. Interference can aftect WLAN performance and quality by causing signal loss, noise, distortion, or errors. USB
3 devices are non- Wi-Fi devices that use USB 3.0 technology to transfer data at high speeds between computers and peripherals,
such as hard drives, flash drives, cameras, or printers. USB 3 devices can generate electromagnetic radiation that interferes with Wi-
Fi signals in the 2.4 GHz band, especially when they are close to Wi-Fi devices or antennas. USB 3 devices can cause significant
mterference across the entire 2.4 GHz band (not on a few select frequencies) within the desktop area of a user's workspace, but the
mterference disappears quickly after just 2 meters. This is because USB 3 devices emit broadband interference that affects all
channels in the 2.4 GHz band with a high intensity near the source but a low intensity at a distance due to attenuation. The other
options are not likely to cause this interference pattern when using a spectrum analyzer to look for non- Wi-Fi interference sources.
Bluetooth devices in the user's work area are non- Wi-Fi devices that use Bluetooth technology to communicate wirelessly between
computers and peripherals, such as keyboards, mice, headphones, or speakers. Bluetooth devices can cause interference with Wi-Fi
signals in the 2.4 GHz band, but they use frequency hopping spread spectrum (FHSS) technique that changes fiequencies rapidly
and randomly within a range of 79 channels. Therefore, Bluetooth devices do not cause significant interference across the entire 2.4
GHz band (not on a few select frequencies), but rather intermittent interference on some channels at different times. Excess RF
energy froma nearby AP is not a non-Wi-Fi interference source but rather a Wi-Fi interference source that occurs when an AP
transmits more power than necessary for its coverage area. Excess RF energy from a nearby AP can cause co-channel interference



(CCI) with other APs or client devices that use the same channel within range of each other. CCI reduces performance and capacity
because it causes contention and collisions on the wireless medium,

NEW QUESTION # 65
When a client station sends a broadcast probe request frame with a wildcard SSID, how do APs respond?

A. After waiting a SIFS, all APs reply at the same time with a probe response.

B. For each probe request frame, only one AP may reply with a probe response.

C. Each AP checks with the DHCP server to see if it can respond and then acts accordingly.
D. Each AP responds in turn after preparing a probe response and winning contention.

Answer: D

Explanation:

In the 802.11 wireless networking protocols, when a client station sends a broadcast probe request frame with a wildcard SSID
(Service Set Identifier), it is essentially asking for any nearby access points (APs) to identify themselves. The way APs respond to
such a probe request is governed by standard 802.11 behavior, which includes:

* Probe Request Handling: Upon receiving a broadcast probe request, each AP that can serve the client prepares a probe response.
The response includes information about the AP, such as its SSID, supported data rates, and other capabilities.

* Contention-Based Mechanism: Wireless networks use a contention-based mechanism (CSMA/CA - Carrier Sense Multiple
Access with Collision Avoidance) for medium access. Each AP must wait for a clear channel and win the contention process before
it can send its probe response.

* Independent Responses: Each AP operates independently in responding to the probe request. There is no coordination between
APs to decide which one responds first or at all, leading to multiple APs sending probe responses, each after winning the contention
for the medium

Option A accurately reflects this process, indicating that each AP prepares and sends a probe response in turn, contingent upon
winning the medium contention. The other options suggest mechanisms (such as coordination with a DHCP server or simultaneous
responses after a Short Interframe Space (SIFS)) that do not align with standard 802.11 procedures for handling broadcast probe
requests.

References:

* TEEE 802.11 Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY) Specifications.

* CWNA Certified Wireless Network Administrator Official Study Guide: Exam PWO0-105, by David D.

Coleman and David A. Westcott.

NEW QUESTION # 66
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