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Topic Details

Topic 1

Multi-Tenancy SOC Solution for MSSP: This section of the exam measures the skills of MSSP Architects
and SOC Engineers in designing and deploying multi-tenant Security Operations Center (SOC)
environments using FortiSIEM. It covers defining collectors and agents, deploying FortiSIEM in hybrid
setups, managing resource allocation, and installing
managing Windows and Linux agents for scalable event monitoring in multi-tenant architectures.
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Topic 2

FortiSIEM Rules and Analytics: This section evaluates the expertise of Security Analysts and Automation
Engineers in configuring FortiSIEM rules and analytics. It includes constructing security rules based on
event patterns, leveraging MITRE ATT&CK® frameworks, and configuring advanced nested queries and
lookup tables for complex threat detection and correlation.

Topic 3

FortiSIEM Baseline and UEBA: This section tests the knowledge of Compliance Officers and Threat
Analysts in implementing baseline profiles and User and Entity Behavior Analytics (UEBA). It covers
creating baseline reports, configuring UEBA agents, and analyzing log-based behavioral patterns to detect
anomalies and insider threats.

Topic 4

Conditions and Remediation: This section measures the skills of Incident Responders and SOAR
Specialists in remediating security incidents. It includes configuring manual and automated remediation
workflows, integrating FortiSOAR with FortiSIEM for streamlined incident resolution, and deploying
scripts to address threats while maintaining compliance

Fortinet FCSS—Advanced Analytics 6.7 Architect Sample Questions (Q28-
Q33):
NEW QUESTION # 28 
Refer to the exhibit.

Why was this incident auto cleared?

A. Within five minutes, the packet loss percentage dropped to a level where the reporting IP is same as the source IP
B. Within five minutes, the packet loss percentage dropped to a level where the host IP of the original rule matches the host
IP of the clear condition pattern
C. The original rule did not trigger within five minutes
D. Within five minutes the packet loss percentage dropped to a level where the reporting IP is the same as the host IP

Answer: B

NEW QUESTION # 29 
Manually remediating incidents in FortiSIEM is beneficial when:

A. An incident is unique or complex and requires human judgment?
B. There is no internet connection?
C. Incidents occur outside business hours?
D. The FortiSIEM software is due for an update?

Answer: A

NEW QUESTION # 30 
What three key metrics does a UEBA agent capture? (Choose three.)



A. Location
B. User
C. Process
D. Keystroke logging
E. Device

Answer: B,C,E

NEW QUESTION # 31 
When automating remediation in FortiSIEM, what should be carefully considered?

A. The frequency of software updates?
B. The number of users currently logged in?
C. The potential impact of the automated action on business operations?
D. The aesthetic layout of the FortiSIEM dashboard?

Answer: C

NEW QUESTION # 32 
Refer to the exhibit.

If the Z-score for this rule is greater than or equal to three, what does this mean?

A. The rate of firewall connection is above the current average value.
B. The rate firewall connection is above the historical average value.
C. The rate of firewall connection is optimum.
D. The rate of firewall connection is below historical average value.

Answer: B

Explanation:
The Z-score formula in the expression builder calculates how many standard deviations the current value is from the historical
average. The formula used is:

AVG(Firewall Session) represents the current firewall session rate.
STAT_AVG(AVG(Firewall Session);112) represents the historical average over a 112-time unit window.
STAT_STDDEV(AVG(Firewall Session);112) represents the historical standard deviation over the same period.
A Z-score ≥ 3 indicates that the current firewall session rate is significantly higher than the historical average (3 standard deviations
above the mean), signaling an anomaly.

NEW QUESTION # 33
......
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