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Microsoft SC-401 Exam Syllabus Topics:

Topic Details

Topic 1

Implement Information Protection: This section measures the skills of Information Security Analysts in
classifying and protecting data. It covers identifying and managing sensitive information, creating and
applying sensitivity labels, and implementing protection for Windows, file shares, and Exchange.
Candidates must also configure document fingerprinting, trainable classifiers, and encryption strategies using
Microsoft Purview.

Topic 2

Protect Data Used by AI Services: This section evaluates AI Governance Specialists on securing data in
AI-driven environments. It includes implementing controls for Microsoft Purview, configuring Data Security
Posture Management (DSPM) for AI, and monitoring AI-related security risks to ensure compliance and
protection.

Topic 3

Implement Data Loss Prevention and Retention: This section evaluates Data Protection Officers on
designing and managing data loss prevention (DLP) policies and retention strategies. It includes setting
policies for data security, configuring Endpoint DLP, and managing retention labels and policies.
Candidates must understand adaptive scopes, policy precedence, and data recovery within Microsoft 365.

Topic 4

Manage Risks, Alerts, and Activities: This section assesses Security Operations Analysts on insider risk
management, monitoring alerts, and investigating security activities. It covers configuring risk policies,
handling forensic evidence, and responding to alerts using Microsoft Purview and Defender tools.
Candidates must also analyze audit logs and manage security workflows.
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On the basis of the current social background and development prospect, the SC-401 certifications have gradually become
accepted prerequisites to stand out the most in the workplace. As far as we know, in the advanced development of electronic
technology, lifelong learning has become more accessible, which means everyone has opportunities to achieve their own value and
life dream. Our SC-401 Exam Materials are pleased to serve you as such an exam tool. You will have a better future with our SC-
401 study braindumps!

Microsoft Administering Information Security in Microsoft 365 Sample
Questions (Q87-Q92):
NEW QUESTION # 87 
You have a Microsoft 365 E5 tenant.
You have sensitivity labels as shown in the Sensitivity Labels exhibit. (Click the Sensitivity Labels tab.)

The Confidential/External sensitivity label is configured to encrypt files and emails when applied to content.
The sensitivity labels ate published as shown in the Published exhibit. (Click the Published tab.)

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Answer:

Explanation:

Explanation:

Step 1 - Review what's configured
Labels: Public, General, Confidential, Internal, External.
Also shown in policy: Confidential/Internal and Confidential/External.
Policy setting: Users must provide justification to remove a label or lower its classification.
Confidential/External # encrypts content when applied.
Step 2 - Analyze each statement
Statement 1: The Internal sensitivity label inherits all the settings from the Confidential label.
Sub-labels (e.g., Confidential/Internal, Confidential/External) do not inherit settings from the parent.
They are independent labels grouped under a parent for organization, but each sub-label must have its own protection settings
defined.
# Answer: No
Statement 2: Users must provide justification if they change the label of content from Confidential/Internal to Confidential/External.
The policy requires justification only when removing a label or downgrading classification (lowering).
Changing between two sub-labels of the same parent (Confidential/Internal # Confidential/External) is considered a lateral move (not
a downgrade).
# Answer: No
Statement 3: Content that has the Confidential/External label applied will retain the encryption settings if the sensitivity label is
removed from the label policy.
If a label is removed from a published policy, content already labeled retains its protection settings (such as encryption).
The label metadata stays applied to the file/email, even if unpublished.
# Answer: Yes
Reference: What happens when you delete or edit a sensitivity label

NEW QUESTION # 88 
You have a Microsoft 365 subscription. Auditing is enabled.



A user named User1 is a member of a dynamic security group named Group1.
You discover that User1 is no longer a member of Group1.
You need to search the audit log to identify why User1 was removed from Group1.
Which two activities should you use in the search? To answer, select the appropriate activities in the answer area.
NOTE: Each correct selection is worth one point.

Answer:

Explanation:

Explanation:

NEW QUESTION # 89 
You have a Microsoft 365 E5 subscription that contains a trainable classifier named Trainable1.
You plan to create the items shown in the following table.



Which items can use Trainable 1?

A. Label1 and Label2 only
B. Label1 and Policy1 only
C. Label2, Policy1, and DLP1 only
D. Label1, Label2, Policy1, and DLP1
E. Label2 only

Answer: C

Explanation:
A trainable classifier in Microsoft Purview is used to automatically identify and classify unstructured data based on content patterns.
The classifier can be used in:
1. Retention Labels (Label2) # Supported
# Trainable classifiers can be linked to retention labels to automatically classify and apply retention policies to documents.
2. Retention Label Policies (Policy1) # Supported
# Retention label policies define how and where retention labels are applied, including automatically using trainable classifiers.
3. Data Loss Prevention (DLP) Policies (DLP1) # Supported
# Trainable classifiers can be used in DLP policies to detect and protect sensitive content automatically.

NEW QUESTION # 90 
You have a Microsoft SharePoint Online site named Site! that contains the files shown in the following table.

You have a data loss prevention (DLP) policy named DLP1 that has the advanced DLP rules shown in the following table.

You apply DLP1 toSite1.
Which policy tips will appear for File2?

A. Tip1 and Tip2 only
B. Tip2 only
C. Tip3 only
D. Tip1 only

Answer: B

NEW QUESTION # 91 
You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Cloud Apps.
You plan to deploy a Defender for Cloud Apps file policy that will be triggered when the following conditions are met:
*A file is shared externally.
*A file is labeled as internal only.
Which filter should you use for each condition? To answer, drag the appropriate filters to the correct conditions. Each filter may be
used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.
NOTE: Each correct selection is worth one point.



Answer:

Explanation:

NEW QUESTION # 92
......

A good learning platform should not only have abundant learning resources, but the most intrinsic things are very important, and the
most intuitive things to users are also indispensable. Imagine, if you're using a SC-401 practice materials, always appear this or that
grammar, spelling errors, such as this will not only greatly affect your mood, but also restricted your learning efficiency. Therefore,
good typesetting is essential for a product, especially education products, and the SC-401 test material can avoid these risks very
well.
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