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Answer: B.L,H

Explanation:

According to ISO 27001:2022 clause 4.3, the organisation shall determine the scope of the information security management system
(ISMS) by considering the internal and external issues, the requirements of interested parties, and the interfaces and dependencies
with other organisations12 In this case, the ISMS scope covers an outsourced data center that hosts the artificial intelligence (Al)
cloud server for healthcare monitoring and analysis of the residents' data. Therefore, the audit evidence you need to find to verify the
scope of the ISMS should include:

* The auditee has identified the governmental authorities' needs and expectations on healthcare services and patient data handling,
This is an external issue and an interested party requirement that affects the ISMS scope, as the auditee has to comply with the
relevant laws and regulations regarding the quality, safety, and privacy of healthcare services and patient datal?2

* The auditee has identified the resident's needs and expectations on how they should protect the resident' s personal data. This is an
external issue and an interested party requirement that affects the ISMS scope, as the auditee has to ensure the confidentiality,
mtegrity, and availability of the resident's personal data that is collected, processed, and stored by the electronic wristband and the
Al cloud server12

* The IT service agreement with the data center where the artificial intelligence (Al) cloud server is located. This is an interface and
dependency with another organisation that affects the ISMS scope, as the auditee has to control the externally provided processes,
products, and services that are relevant to the ISMS, and to implement appropriate contractual requirements related to information
security]2 The following options are not relevant or sufficient for verifying the scope of the ISMS:

* The auditee has identified the resident's needs and expectations on the facility and environmental safety. This is an external issue
and an interested party requirement, but it does not affect the ISMS scope, as it is not related to information security12

* The auditee has ISO 9001 certification. This is an indication of the auditee's quality management system, but it does not verify the
scope of the ISMS, as it is not related to information securityl2

* The auditee has identified the resident's needs and expectations on the comfort facility, medical professional's competence, and
clean environment. These are external issues and interested party requirements, but they do not affect the ISMS scope, as they are
not related to information security12

* The auditee has identified the resident's needs and expectations on healthcare medical treatment services. These are external issues
and interested party requirements, but they do not verify the scope of the ISMS, as they are not specific to nformation security12

* The auditee is considering the purchase of a healthcare monitoring app from an external software company. This is a potential
change that may affect the ISMS scope in the future, but it does not verify the current scope of the ISMS, as 1t is not yet
implemented or controlled12 References:

1: ISO/IEC 27001:2022 Lead Auditor (Information Security Management Systens) Course by CQI and IRCA Certified Training 1
2:ISO/IEC 27001 Lead Auditor Traning Course by PECB 2
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Answer: C,F
Explanation:

A third-party virtual audit is an external audit conducted by an independent certification body using remote technology such as video



conferencing, screen sharing, and electronic document exchange. The purpose of a third-party virtual audit is to verify the conformity
and effectiveness of the information security management system (ISMS) and to issue a certificate of compliance12 Before you start
conducting the audit, you would need to inform the auditee about the following issues: 12 You will ask those being interviewed to
state their name and position beforehand, i.e., to confirm their identity and role in the ISMS. This is to ensure that you are
interviewing the relevant personnel and that they are authorized to provide information and evidence for the audit.

You will ask for a 360-degree view of the room where the audit is being carried out, i.e., to verify the physical and environmental
security of the audit location. This is to ensure that there are no unauthorized persons or devices in the vicinity that could compromise
the confidentiality, integrity, or availability of the information being audited.

The other issues are not relevant or appropriate for a third-party virtual audit, because:

You will ask to see the ID card of the person that is on the screen, i.e., to verify their identity. This is not necessary if you have
already asked them to state their name and position beforehand, and if you have access to the auditee's organizational chart or staff
directory. Asking to see the ID card could also be seen as intrusive or disrespectful by the auditee.

You will take photos of every person you interview, i.e., to document the audit process. This is not advisable as it could violate the
privacy or consent of the auditee and the interviewees. Taking photos could also be seen as unprofessional or suspicious by the
auditee. You should rely on the audit records and evidence provided by the auditee and the audit tool instead.

You will not record any part of the audit, unless permitted, i.e., to respect the auditee's preferences and rights. This is not a valid
issue to inform the auditee about, as you should always record the audit for quality assurance and verification purposes. Recording
the audit is also a requirement of the ISO/IEC 27001 standard and the certification body. You should inform the auditee that you will
record the audit and obtain their consent before the audit begins.

You expect the auditee to have assessed all risks associated with online activities, i.e., to ensure the security of the audit process.
This is not an issue to inform the auditee about, as it is part of the auditee's responsibility and obligation to have a risk assessment
and treatiment process for their ISMS. You should assess the auditee's risk management practices and controls during the audit, not
before it.

Reference:

1: ISO/IEC 27001:2022 Lead Auditor (Information Security Management Systems) Course by CQI and IRCA Certified Tramning 1
2:ISO/IEC 27001 Lead Auditor Training Course by PECB 2
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Answer: A

Explanation:

Comprehensive and Detailed In-Depth

Managerial controls (also called administrative controls) include policies, procedures, and processes to ensure effective security
governance. These controls include training, internal audits, security awareness programs, and management reviews. These align with
ISO/IEC 270012022 Annex A Control A.5.2 (Information Security Roles and Responsibilities) and A.5.3 (Segregation of Duties).
B . Organizational structure controls relate to segregation of duties and job rotations, making them structural controls rather than
purely managerial.
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Answer: A

Explanation:

The auditor should verify if the information required by the standard is documented, without necessarily focusing on the format, as
long as the content meets the requirements of the standard. ISO/IEC 27001 does not mandate a specific format for documentation,
only that necessary information is appropriately documented, maintained, and controlled.

References: ISO/IEC 2700122013, Clause 7.5 (Documented information)
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Answer: C

Explanation:

Yes, according to ISO/IEC 27001, the company needs to provide evidence of the implementation of procedures regarding the
logging of user activities. This requirement is essential to ensure that events are recorded and regularly reviewed, supporting the
detection and prevention of security incidents.

References: ISO/IEC 2700122013, Clause A.12.4 (Logging and monitoring)
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