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Answer: A

Explanation:

Lawsy's lack of specific procedures for the use of laptops outside the workplace, despite allowing such use, represents a
nonconformity. ISO/IEC 27001 requires that security controls and management processes be clearly defined, documented, and
mmplemented. Relying solely on employees' common knowledge does not fulfill the standard's requirements for managing information
security risks associated with mobile and teleworking.

NEW QUESTION # 101
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Answer: C

Explanation:

Integrity of data means accuracy and completeness of the data. Integrity is one of the three main objectives of information security,
along with confidentiality and availability. Integrity ensures that information and systens are not corrupted, modified, or deleted by
unauthorized actions or events. Data should be viewable at all times is not related to integrity, but to availability. Data should be
accessed by only the right people is not related to ntegrity, but to confidentiality. References: : CQI & IRCA ISO 2700122022 Lead
Auditor Course Handbook, page 24. : [ISO/IEC 27001 Brochures | PECB], page 4.

NEW QUESTION # 102
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Answer: D,F

Explanation:
A legal technical expert (LTE) is a person who provides specific knowledge or expertise related to the legal aspects of the
information security management system (ISMS) during a certification audit. The LTE is not an auditor, but a member of the audit



team who supports the auditors in collecting and evaluating the audit evidence. The LTE is not responsible for evaluating the
auditee's legal knowledge, criticising the organisation's legal compliance issues, or debating complex legal points with the auditee, as
these tasks may be beyond the scope of'the audit, or may compromise the objectivity and impartiality of the audit. The LTE is
responsible for advising on legal checkpoints for the audit team, such as the applicable legal, regulatory, and contractual
requirerments, the relevant sources of information, the methods of verification, and the criteria of evaluation. The LTE is also
responsible for verifying the legal status of the organisation, such as the registration, licensing, authorisation, or accreditation of the
organisation, and the compliance with the relevant laws and regulations. Reference:

What is the role of a technical expert in ISO audit?

Roles, Responsibilities & Authorities for ISO 27001 5.3

Guide to Become an ISO 27001 Lead Auditor

NEW QUESTION # 103
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Answer:

Explanation:

Explanation:

1. Anauditor using a copy of ISO/IEC 27001:2022 to check that its requirements are met:

Termed: Reviewing audit criteria.

Justification: The auditor is comparing the auditee's mformation security management system (ISMS) against the established criteria
outlined i the ISO/IEC 27001:2022 standard. This activity falls under the use of audit criteria to determine conformity or
nonconformity.

2. An auditor's note that the auditee is not adhering to its clear desk policy:

Termed: Identifying an audit finding.

Justification: The auditor has observed a deviation from the auditee's established policy on clear desks. This observation is
documented as a potential nonconformity, which requires firther investigation and evaluation.

3. An auditor making a decision regarding the auditee's conformity or otherwise to criteria:

Termed: Determining an audit conclusion.

Justification: Based on the collected audit evidence and evaluation against the established criteria, the auditor forms an opinion about
the overall compliance of the auditee's ISMS. This opinion is the audit conclusion and is a key element of the audit report.

4. An auditor examining verifiable records relevant to the audit process:

Termed: Collecting audit evidence.

Justification: The auditor is gathering objective and verifiable information to support their findings and conclusions. This information
comes from various sources, including documents, records, interviews, and observations.

NEW QUESTION # 104
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Answer: B



Explanation:

Comprehensive and Detailed In-Depth

Detection Risk (Correct Answer) - Detection risk occurs when control mechanisis fail to identify significant defects or errors. Cobt
identified that major defects were not detected or prevented by internal controls, making detection risk the correct answer.

Inherent Risk refers to the likelhood of a security event occurring without considering any controls. The scenario mentions control
failures, not natural risks, so this is incorrect.

Control Risk is the risk of controls failing to prevent a risk. However, the scenario specifically mentions that the defects were not
detected, making detection risk the more precise answer.

Relevant Standard Reference:

NEW QUESTION # 105
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