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PR #223
When defining Falcon Cloud Security Rules, which of the following is a key factor for ensuring that rules are effective and minimally
disruptive?

e A, Conduct regular testing of rules in an audit-only mode before enforcing them.

e B. Assign rules based on specific regions where cloud workloads are hosted.

e (. Use generic, broad rule conditions to apply policies universally across all workloads.
e D. Configure rules to override all existing cloud provider security configurations.
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Option A: Testing rules in an audit-only mode allows administrators to evaluate their impact on workloads and cloud resources
without disrupting operations. This approach ensures that the rules are correctly scoped and that they do not generate false positives
or block legitimate activities before they are enforced.

Option B: Falcon Cloud Security Rules are designed to complement, not override, cloud provider security configurations. Overriding
could lead to conflicts or weakened security postures.

Option C: While considering regions might be relevant in some scenarios, effective rules focus on workloads and actions rather than
Jjust geographic regions.

Option D: Broad rules can lead to unintended consequences, such as blocking legitimate activities or overwhelming administrators
with alerts. Granular and specific rules are critical for effective policy enforcement.

R RE #224

After manually scanning an image using the CrowdStrike Falcon command-line tool, how can you view the scan results?

A. Use the command falcon image-scan --results <image id> to fetch the scan results.
B. Run falconctl results --scan-id <scan_id> to retrieve scan results directly.

C. Scan results are automatically sent to your email associated with the Falcon account.
D. Check the "Tmage Scans" tab in the Falcon console for a detailed report.
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Option A: The falconctl tool is used for endpoint management, not for retrieving scan results.

Additionally, --scan-id is not a valid flag in this context.

Option B: CrowdStrike does not automatically send scan results via email. Results are viewed through the console or
programmatically retrieved using APIs.

Option C: The falcon image-scan command does not have a --results flag. Results must be viewed in the Falcon console or through
an API query.

Option D: The "Image Scans" tab in the Falcon console is the primary location for viewing detailed results of manual or automated
scans. This interface provides comprehensive information, including vulnerabilities and remediation steps.

PRI #225

A company is using Docker-based containerized applications in a multi-cloud deployment. The security team wants to evaluate
Docker configuration settings and ensure that they meet industry security benchmarks such as CIS Docker Benchmark.

Which of the following security measures should be prioritized to achieve compliance with the latest benchmarks?

A. Disable root user access and enforce least privilege permissions

B. Allow containers to run with privileged mode for performance optimization
C. Store Docker secrets in environment variables for easy retrieval

D. Use the --disable-content-trust=false flag when pulling container images
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Option A: Content trust ensures that images come from verified sources, and the flag should be set to true rather than false. Using --
disable-content-trust=false means that unverified, potentially malicious images could be pulled.

Option B: The CIS Docker Benchmark recommends running containers as non-root users and enforcing least privilege access to
reduce attack surface. Running containers with root privileges can lead to security vulnerabilities and conpliance violations.

Option C: Storing sensitive information in environment variables is a security risk because they can be accessed by any process
running in the container. Instead, secrets should be stored in secure vaults or Kubernetes Secrets.

Option D: Privileged mode grants containers full access to the host system, significantly increasing security risks. This violates
industry best practices and should only be used in highly controlled environments.

PR #226
After deploying the CrowdStrike Container Sensor in a Kubernetes environment, developers notice significant performance



degradation in pod startup times.
What is the most likely cause of this issue?

A. The Kubernetes nodes are running an unsupported operating system.

B. The sensor's configuration includes improper resource limits and requests.

C. The sensor is blocking all traffic to external endpoints by defauilt.

D. The sensor is overloading the Kubernetes API server with frequent requests.
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Option A: The sensor does not block traffic. Its purpose is to monitor and report, not enforce network traffic rules. Any network
issues would typically be related to cluster configuration or network policies, not the sensor.

Option B: If the Container Sensor's resource requests and limits are improperly configured, it can consume excessive CPU or
memory, potentially impacting the Kubernetes node and slowing down pod startup times. Ensuring the sensor’s resource
requirements align with the cluster's capacity is crucial to maintaining performance.

Option C: While running an unsupported OS could cause deployment failures, it is unlikely to cause performance degradation. The
sensor checks compatibility during deployment.

Option D: The Container Sensor does not directly interact with the Kubernetes API server in a manner that would overload it.
Admission-related requests are handled by the Admission Controller, which operates independently.

R #227
What is the best practice when configuring an assessment schedule in CrowdStrike's Cloud Security Posture Management (CSPM)
module?

A. Use default settings without reviewing scope and frequency, as they are pre-optimized by CrowdStrike.
B. Configure assessments at a frequency that aligns with compliance or business requirements.

C. Run assessments only during off-peak hours to avoid performance degradation in cloud resources.

D. Schedule assessments for each cloud account individually to avoid overlaps.
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Option A: Default settings may not always align with an organization's specific compliance needs or operational cadence. Reviewing
and customizing scope and frequency ensures the assessments are optimized for the specific environment.

Option B: Aligning assessment frequency with compliance or business requirements is the best practice. For example, compliance
frameworks like SOC 2 or ISO 27001 may mandate daily or weekly assessments, while more frequent scans may be needed in
dynamic environments.

Option C: Scheduling assessments individually for each cloud account can be unnecessarily complex and prone to errors.
CrowdStrike allows centralized scheduling for multiple accounts, simplifying management and ensuring comprehensive coverage.
Option D: While off-peak scheduling may reduce resource contention in certain cases, CSPM assessments are non-intrusive and
should prioritize security and compliance needs over resource availability. Waiting for off-peak hours may delay detection of
vulnerabilities.
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