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Questions (Q14-Q19):

NEW QUESTION # 14

You are migrating your users to Google Cloud. There are cookie replay attacks with Google web and Google Cloud CLI SDK
sessions on endpoint devices. You need to reduce the risk of these threats.

‘What should you do? (Choose two.)

A. Enforce Security Key Authentication with 2SV.

B. Set an organizational policy for OAuth 2.0 access token with a shorter duration.
C. Configure Google session control to a shorter duration.

D. Set a reauthentication policy for Google Cloud services to a shorter duration.

E. Configure a third-party identity provider with session management.

Answer: A,C

Explanation:

Configuring Google session control to a shorter duration reduces the time window in which an attacker can use a replayed cookie to
gain unauthorized access, thereby enhancing security.

Enforcing Security Key Authentication with 2-Step Verification (2SV) adds an additional layer of security by requiring users to verify
their identity using a physical security key, making it more difficult for attackers to gain unauthorized access even if they have a
replayed cookie.

NEW QUESTION # 15

A large e-retailer is moving to Google Cloud Platform with its ecommerce website. The company wants to ensure payment
mformation is encrypted between the customer's browser and GCP when the customers checkout online.

What should they do?

A. Configure an SSL Certificate on a Network TCP Load Balancer and require encryption.

B. Configure the firewall to allow inbound traffic on port 443, and block all other inbound traffic.

C. Configure the firewall to allow outbound traffic on port 443, and block all other outbound traffic.
D. Configure an SSL Certificate on an L7 Load Balancer and require encryption.

Answer: D

Explanation:

The type of traffic that you need your load balancer to handle is another factor in determining which load balancer to use:
For HTTP and HTTPS traffic, use:

External HTTP(S) Load Balancing

https//cloud.google.convload-balancing/docs/load-balancing-

overview#external versus_internal load balancing

NEW QUESTION # 16

An organization is starting to move its infrastructure from its on-premises environment to Google Cloud Platform (GCP). The first
step the organization wants to take is to migrate its current data backup and disaster recovery solutions to GCP for later analysis.
The organization's production environment will remain on- premises for an indefinite time. The organization wants a scalable and
cost-eflicient solution.

‘Which GCP solution should the organization use?


https://www.pass4test.com/Professional-Cloud-Security-Engineer-exam-questions.html

A. Cloud Datastore using regularly scheduled batch upload jobs
B. BigQuery using a data pipeline job with continuous updates
C. Cloud Storage using a scheduled task and gsutil

D. Compute Engine Virtual Machines using Persistent Disk

Answer: C

Explanation:

To migrate the current data backup and disaster recovery solutions to GCP while keeping the production environment on-premises,
the most scalable and cost-efficient solution is using Google Cloud Storage with scheduled tasks and the gsutil command.
* Setup Cloud Storage: Create a Cloud Storage bucket to store the backups.

* Go to the Cloud Console and navigate to Cloud Storage.

* Click "Create bucket" and follow the prompts to configure the storage bucket.

* Install gsutil: Ensure gsutil is installed on the on-premises servers.

* osutil is a command-line tool for interacting with Cloud Storage.

* Follow the installation guide here.

* Create Backup Script: Write a script to upload data to Cloud Storage using gsutil.

#!/binvbash gsutil -mcp -r /path/to/local/backup gs://your-bucket-name

* Schedule Backup Task: Use a scheduling tool like cron on Linux to run the backup script at regular intervals.

* Edit the crontab file with crontab -e and add an entry like:

Cloud Storage Documentation

gsutil Documentation

NEW QUESTION # 17
You want to prevent users from accidentally deleting a Shared VPC host project. Which organization-level policy constraint should
you enable?

A. compute.restrictSharedVpcHostProjects
B. compute.sharedReservationsOwnerProjects
C. compute.restrictXpnProjectLienRemoval
D. compute.restrictShared VpcSubnetworks

Answer: C

Explanation:

* Enable the compute.restrictXpnProjectLienRemoval organization-level policy constraint:

* This constraint prevents users from removing liens from Shared VPC host projects.

* By enabling this constraint, you ensure that the Shared VPC host project cannot be accidentally deleted, as liens prevent deletion
without proper authorization.

* Apply this constraint via the Google Cloud Console or using the gcloud command-line tool.

References:

* Organization Policy Constraints

* Shared VPC

NEW QUESTION # 18

A conpany's application is deployed with a user-managed Service Account key. You want to use Google- recommended practices
to rotate the key.

What should you do?

e A. Open Cloud Shell and run gcloud iam service-accounts enable-auto-rotate --iam- account=IAM_ACCOUNT.

e B. Open Cloud Shell and run geloud iam service-accounts keys rotate --iam+ account=IAM_ACCOUNT
--key=NEW_KEY.

e C. Create a new key, and use the new key in the application. Delete the old key from the Service Account.

e D. Create a new key, and use the new key in the application. Store the old key on the system as a backup key.

Answer: C

Explanation:
Explanation



You can rotate a key by creating a new key, updating applications to use the new key, and deleting the old key.
Use the serviceAccount.keys.create() method and serviceAccount.keys.delete() method together to autorate the rotation.

NEW QUESTION # 19
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