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CrowdStrike Falcon Administrator 5% CCFA-200b & 5 & (Q156-
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M #156
What are the required components to manually install Falcon Sensor on MacOS?

¢ A. Falcon package, system extension, Full Disk Access, network filter extension
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¢ B. System extension, Full Disk Access, network filter extension
¢ (. Falcon package, Full Disk Access, network filter extension
¢ D. Falcon package, system extension, Full Disk Access

EfE: A

HA #157
When a host is placed in Network Containment, which of the following is TRUE?

e A The host machine is unable to send or receive network traffic outside of the local network

¢ B. The host machine is unable to send or receive any network traffic

¢ (. The host machine is unable to send or receive network traffic except to/from the Falcon Cloud and any resources
allowlisted in the Containment Policy

¢ D. The host machine is unable to send or receive network traffic except to/from the Falcon Cloud and traffic allowed in the
Firewall Policy

EfE: C

R -

When a host is placed in Network Containment, the host machine is unable to send or receive network traffic except to/from the
Falcon Cloud and any resources allowlisted in the Containment Policy. This allows users to isolate a host from the network, while
still allowing it to commumicate with the Falcon Cloud and other essential services. The other options are either incorrect or not true
of Network Containment.

ER #158
Excluding mobile devices, what kind of hosts can be contained in Falcon?

A. Windows and Linux hosts running the Falcon sensor

B. Windows, Linux, and container hosts running the Falcon sensor
C. Windows, Linux, or MacOS hosts running the Falcon sensor
D. Windows and MacOS hosts running the falcon sensor

EfE: A

R #159
Where can you find your company's Customer ID (CID)?

A. The CID is located at Hosts setup and management > Deploy > Sensor Downloads and is listed along with the checksum
B. The CID is only available by calling support

C. The CID is located at Hosts > Host Management

D. The CID is a secret key used for Falcon communication and is never shared with the customer

IEf#: A

BRI«

The CID (Customer ID) is located at Hosts setup and management > Deploy > Sensor Downloads and is listed along with the
checksum The CID is a unique identifier for your organization that is required for authenticating your sensor installation and
communication with the Falcon cloud. The checksumis a value that verifies the integrity of the sensor download file.

You can find your CID and checksum at the top of the Sensor Downloads page.

Z M #160
‘When deploying the Falcon Sensor alongside an existing security solution, you enable the Quarantine prevention setting in Falcon.

What is the recommended configuration for both solutions?

¢ A Disable or remove the other AV solution and configure NGAV Sensor Machine Learning prevention in Falcon to Cautious
¢ B. Disable or remove the other AV solution and configure NGAV Sensor Machine Learning prevention in Falcon to



Moderate or higher

¢ C. Disable or remove the other AV solution and configure ODS Cloud Anti-Malware prevention in Falcon to Moderate or
higher

¢ D. Disable or remove the other AV solution and configure NGAV Cloud Machine Learning prevention in Falcon to Extra-
Aggressive

IEf%: B
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