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R #68

As part of an e-discovery process, an employee needs to identify all documents that contain a specific phrase.

Which type of discovery method should the employee use to identify these documents?

o A. Content-based
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e B. Metadata-based
e C. Location-based
e D. Label-based
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Content-based discoveryinvolves searching within the actual text or binary content of docurments to find matches for keywords,
phrases, or patterns. In e-discovery, when the requirement is to locate documents containing a specific phrase, searching based on
content is the most direct and reliable method.

Other approaches, such as metadata-based discovery, only examine properties like creation date or author, which do not reveal the
presence of specific text. Label-based discovery relies on pre-applied classification labels, which may not always be accurate.
Location-based discovery limits searches to folders or storage locations but does not guarantee relevance.

Content-based discovery provides completeness in legal and regulatory investigations. It ensures that no relevant documents are
overlooked simply because of inconsistent labeling or metadata, thus supporting compliance and defensibility in court proceedings.

i /8 #69
Which category of cloud service provides on-demand, self-service access to basic building blocks, such as virtualized servers, block

storage, and networking capacity, that can be used to create custom IT solutions?

A. Software as a service (SaaS)
B. Networking as a service (NaaS)
C. Infrastructure as a service (IaaS)
D. Platformas a service (PaaS)
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Infrastructure as a Service (IaaS) delivers fimdamental computing resources over the cloud. These include virtual machines, block
storage, networking, and load balancers. Customers use these resources to build and manage custom IT solutions, while the
provider manages the underlying hardware.

PaaS abstracts infrastructure further, providing a development environment for applications without requiring infrastructure
management. SaaS delivers fully fimctional applications over the internet. NaaS is a narrower category focusing on network delivery.
[aaS s the correct answer because it gives maximum flexibility and control compared to the other models, allowing organizations to
build tailored environments. It also requires customers to manage operating systems, middleware, and runtime security, making
shared responsibility an essential part of the model

R #70
Which platform component includes containers and storage?

A. Security
B. Networking

C. Monitoring
D. Compute
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Thecomputecomponent of a cloud platform encompasses resources used to run workloads, including containers, virtual machines,
and storage tied directly to those workloads. Compute services are the foundation of cloud infrastructure, enabling execution of
applications and management of data.

Security, monitoring, and networking are supporting components but do not include execution environments.

Compute resources scale elastically, allowing organizations to match demand and optimize cost.

By combining containers and storage within compute, cloud platforms allow rapid deployment, portability, and isolation of
applications. This component underpins modern architectures like Kubernetes and serverless computing, providing agility and
efficiency.

FIE #71



Which component allows customers to transfer data into and out of a cloud computing vendor's environment?

e A. Network
¢ B. Virtual display
e C. Load balancer
e D. Firewall
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Thenetworkis the component that enables customers to transfer data into and out ofa cloud environment. It provides the
connectivity through which data is uploaded, downloaded, and exchanged between customer systems and cloud infrastructure.
Firewalls protect the network by filtering traffic, load balancers distribute requests across resources, and virtual displays present
mterfaces, but none directly facilitate the transfer of data.

In cloud models, secure networking is critical. Protocols like TLS encrypt traffic, while VPNs and private links provide additional
isolation. Reliable networking ensures availability, while strong controls safeguard confidentiality and integrity. Customers must
ensure that the cloud provider offers secure, high-performance network services to support business needs.

PR #72

An organization is reviewing a contract firoma cloud service provider and wants to ensure that all aspects of the contract are
adhered to by the cloud service provider. Which control will allow the organization to verify that the cloud provider is meeting its
obligations?

e A. Continuous monitoring
¢ B. Confidential computing
¢ C. Incident management
e D. Regulatory oversight
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Continuous monitoring is the control that allows organizations to actively verify that a cloud provider is fulfilling contractual and
compliance obligations. This nvolves automated collection and analysis of operational, security, and performance data. It enables
organizations to ensure that service-level agreements (SLAs) are being honored and that compliance requirements are being met in
real time.

While regulatory oversight is provided by external authorities and incident management is reactive in nature, continuous monitoring is
a proactive approach. It allows customers to maintain visibility into provider operations. Confidential computing focuses on data
protection but does not verify contract adherence.

By employing continuous monitoring, organizations establish transparency and accountability. It also supports audit processes by
providing evidence that controls remain effective over time. This reduces risk associated with outsourcing critical fnctions to a cloud
provider and ensures resilience against potential provider-side failures.
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