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¢ Sensor Deployment: This domain focuses on verifying installation prerequisites, applying default policies
FEY 2 1 and best practices, uninstalling sensors, and troubleshooting sensor issues across supported operating
systemns.

e Rules Configuration: This domain involves creating custom IOA rules, configuring exclusions to resolve
bEY 72 false positives, managing IOC settings for threat detection, and configuring CID-wide General Settings.

¢ Host Management and Setup: This domain addresses filtering and organizing hosts, disabling detections
. and understanding their effects, managing Reduced Functionality Mode situations, locating inactive sensors
FEY 73 ) . .
and their retention, and utilizing relevant management reports.

¢ Group Creation: This domain covers assigning endpoints to appropriate groups for policy application and

ey 74 following best practices for managing host group structures.
¢ User Management: This domain covers determining appropriate roles for console access, creating and
hEY 75 assigning roles with specific permissions, and managing API keys for platform access.
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B #93
Where can you find the history of the successes and failures for any Fusion SOAR workflows?

A. Workflow Audit log

B. Custom Alert History

C. Workflow Execution log
D. Falcon Ul Audit Trail

EfE: C

AR :

The correct location is the Workflow Execution log. Fusion SOAR separates configuration change history from workflow run
history. The Workflow Audit log is used to review changes made to workflows, such as edits, versions, or modifications by users.
The Execution log is the operational record of workflow activity. It shows every time workflows are triggered, along with execution
date, execution status, trigger, action, and workflow name. It also allows administrators to inspect execution details, including
whether the workflow completed successfully, failed, or is still in progress. The course guide states that administrators should go to
Fusion workflows > Execution log to review each workflow execution and examine where a workflow may have failed. This makes
it the correct source for success and failure history. Falcon UI Audit Trail is broader administrative auditing, and Custom Alert
History is not the Fusion SOAR execution history location. The correct CCFA topic alignment is Workflows, specifically Fusion
SOAR monitoring and execution review.

HR #94

What are the components that must be allowed to manually install Falcon Sensor on macOS?

A. Network filter extension and Full Disk Access only

B. Full Disk Access and System extension only

C. System extension, Full Disk Access, and Network filter extension
D. Network filter extension and System extension only

IEfE: C

A -

Manual macOS sensor installation requires approval for the Falcon system extension , Full Disk Access , and the network filter
extension on supported macOS versions. Apple's security model requires explicit authorization before endpoint security extensions
and network content filtering components can load. Full Disk Access is required for the sensor to inspect protected filesystem
locations and operate correctly.

Omitting any one of these approvals can leave the sensor partially installed, unable to provide expected visibility, or unable to load
required components. The course guide's macOS deployment section identifies system extension approval and network filter
authorization as required for Big Sur and later, and also states Full Disk Access must be granted for proper operation.

HM #95
In order to prevent duplicate Agent IDs, what install parameter should be used on VM to be used as persistent clones?

A. VDI=true
B. ProvNoWait=1
C. VM=True
D. NO_START=1

EfE: A

A :

The correct parameter is VDI=true. In virtual desktop or cloned virtual machine scenarios, Falcon must avoid duplicate Agent IDs
across clones. Persistent clone workflows require sensor installation to be performed with the correct VDI parameter so that each
cloned endpoint registers properly and receives a unique identity.

ProvNoWait=1 is used for provisioning-timeout behavior and does not address duplicate Agent IDs.

NO_START=1 is used in some deployment contexts to delay sensor start but is not the VDI identity control.



VM=True is not the documented Falcon parameter. CCFA sensor deployment guidance treats VDI and golden-image preparation
as a distinct deployment pattern because cloning a sensor incorrectly can duplicate identity and corrupt host tracking, policy
assignment, and detection attribution.

B #96
‘What kind of hosts can be contained in Falcon?

A. Only Windows and MacOS hosts running the Falcon sensor
B. Only Windows hosts running the Falcon sensor

C. Any host running the Falcon sensor

D. Only Windows and Linux hosts running the Falcon sensor

Ef#: C

B #97
Even though you are a Falcon Administrator, you discover you are unable to use the "Connect to Host" feature to gather additional
information which is only available on the host. Which role do you need added to your user account to have this capability?

¢ A. Remediation Manager
¢ B. Falcon Investigator
¢ C. Endpoint Manager
¢ D. Real Time Responder

Ef#: D

fEEL:
The Real Time Responder role allows users to use the "Connect to Host" feature to gather additional information from the host, such
as running processes, registry keys, files, etc. The other roles do not have this capability.
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