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A2 #19
Identify the missing words in the following sentence.
The organization shall establish, , maintain, and continually improve an information security management system.

A. monitor
B. implement
C. exploit

D. administer

HY. B
ME:
Clause 4.4 of ISO/IEC 27001:2022 requires the organization to establish, implement, maintain, and continually improve an

mformation security management system This is one of the core statements of the standard and defines the lifecycle expectation for
the ISMS. Therefore, the missing word is implement, making option A correct.

EE #20
‘What does ISO/IEC 27001:2022 require for information security risk treatment?

e A, Performing an information security risk treatment process to select appropriate risk treatment options, taking into account
the results of the risk assessment

B. A consultancy to accurately perform information security risk treatment

e (. Acquiring a set of mformation security tools to automate risk treatment

D. A person designated by top management with expertise to perform information security risk treatment

He: A

Y.

ISO/IEC 27001:2022 requires the organization to define and apply an information security risk treatment process. This process must
select appropriate information security risk treatment options, determine the controls necessary to implement the chosen options,
compare the selected controls with Annex A, produce a Statement of Applicability, and formulate a risk treatment plan. The

standard does not require a consultant, a specific tool, or a single appointed individual as the basis for compliance. Therefore, option
B is correct.

AE#21
Which of'the following must be included in the ISMS policy?

A. The certificate from previous audits

B. A commitment to continual improvement of the ISMS
C. The result of a gap analysis

D. The deadline for ISMS implementation

HeE: B

MY

ISO/IEC 27001:2022 requires the information security policy to be appropriate to the purpose of the organization, nclude
information security objectives or provide a framework for setting them, include a commitment to satisfy applicable requirements,

and include a commitment to continual improvement of the ISMS. The other options are not mandatory contents of the policy.
Therefore, option D is correct.



EE#22
Which statement describes a critical success factor for an Information Security Management System ISMS?

A. Hiring a certified ISMS implementation consultant with at least five successful cases

B. Implementing an effective information security awareness, education, and training program
C. Hiring a consulting firm that is also the same firm that will perform the third-party audit

D. Purchasing a good antivirus system

H¥eE: B

Y.

A successful ISMS depends heavily on awareness, competence, and engagement across the organization. ISO

/IEC 27001:2022 emphasizes competence, awareness, communication, leadership, and operational discipline.

An effective awareness, education, and training program helps ensure that people understand their information security

responsibilities and contribute to the effectiveness of the ISMS. Hiring consultants or buying specific tools may help in some cases,
but they are not critical success factors defined by the standard itself. Therefore, option B is the correct answer.

EE #23
According to ISO/IEC 27001:2022, is it necessary to ensure that the Information Security Management System can achieve its
mtended results?

A. None of the above

B. It is a requirement to be fulfilled

C. It is only an observation to keep in mind when auditing the management system
D. It is a recommendation, but not a requirement

He: B
MH.
ISO/IEC 27001:2022 requires the organization to plan actions to address risks and opportunities so that the ISMS can achieve its

intended outcomes, prevent or reduce undesired effects, and achieve continual improvement. This is a direct requirement of the
standard and not optional guidance. Therefore, option B is the correct answer.
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