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H R #66
Which of the following Watch settings could you use to get Dependabot alert notifications? (Each answer presents part of the

solution. Choose two.)
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A. The Ignore setting

B. The Custom setting

C. The All Activity setting

D. The Participating and (@mentions setting

Ef#: B. C

fiR .-

Comprehensive and Detailed Explanation:

To receive Dependabot alert notifications for a repository, you can utilize the following Watch settings:

Custom setting: Allows you to tailor your notifications, enabling you to subscribe specifically to security alerts, including those from
Dependabot.

All Activity setting: Subscribes you to all notifications for the repository, encompassing issues, pull requests, and security alerts like
those from Dependabot.

The Participating and @mentions setting limits notifications to conversations you're directly involved in or mentioned, which may not
nclude security alerts. The Ignore setting unsubscribes you from all notifications, including critical security alerts.
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B #67
As a developer, you need to configure a code scanning workflow for a repository where GitHub Advanced Security is enabled.
‘What minimum repository permission do you need?

A. Read
B. Write
C. Admin
D. None

IEf#: B

R -

To create or modify acode scanning workflow file(typically under .github/workflows/codeql-analysis.yml), you must
haveWriteaccess to the repository.

Write permission allows you to commit the workflow file, which is required to run or configure code scanning using GitHub Actions.

M #68
‘Which of'the following features helps to prioritize secret scanning alerts that present an immediate risk?

A. Custom pattern dry runs
B. Secret validation

C. Push protection

D. Non-provider patterns

Ef#: B

R -

Secret validationchecks whether a secret found in your repository is still valid and active with the issuing provider (e.g., AWS,
GitHub, Stripe). Ifa secret is confirmed to be active, the alert ismarked as verified, which means it's considered ahigh-priority
issuebecause it presents an immediate security risk.

This helps teams respond faster tovalid, exploitablesecrets rather than wasting time on expired or fake tokens.

B #69
When using the advanced CodeQL code scanning setup, what is the name of the workflow file?

e A codeql-workflow.yml



¢ B. codeql-analysis.yml
¢ C. codegl-scan.yml
¢ D. codeql-config.yml

IEf#: B

R -

Comprehensive and Detailed Explanation:

In the advanced setup for CodeQL code scanning, GitHub generates a workflow file named codeql-analysis.

yml. This file is located in the .github/workflows directory of your repository. It defines the configuration for the CodeQL analysis,
including the languages to analyze, the events that trigger the analysis, and the steps to perform during the workflow.

HMA #70
Which of the following options would close a Dependabot alert?

A. Viewing the dependency graph

B. Creating a pull request to resolve the vulnerability that will be approved and merged
C. Leaving the repository in its current state

D. Viewing the Dependabot alert on the Dependabot alerts tab of your repository

Ef#: B

AR -

ADependabot alertis only marked asresolvedwhen the related vulnerability is no longer present in your code

- specifically after youmerge a pull requestthat updates the vulnerable dependency.

Simply viewing alerts or graphs doesnotaffect their status. Ignoring the alert by leaving the repo unchanged keeps the vulnerability
active and unresolved.
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