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Fortinet FCSS - Enterprise Firewall 7.6 Administrator Sample Questions
(Q13-Q18):
NEW QUESTION # 13 
Refer to the exhibits. The exhibits show a network topology, a firewall policy, and an SSL/SSH inspection profile configuration.
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Why is FortiGate unable to detect HTTPS attacks on firewall policy ID 3 targeting the Linux server?

A. The administrator must set the policy to inspection mode to analyze the HTTPS packets as expected.
B. The administrator must enable cipher suites in the SSL/SSH inspection profile to decrypt the message.
C. The administrator must enable HTTPS in the protocol port mapping of the deep- inspection SSL/SSH inspection profile.
D. The administrator must enable SSL inspection of the SSL server and upload the certificate of the Linux server website to
the SSL/SSH inspection profile.

Answer: D

Explanation:
The FortiGate SSL/SSH inspection profile is configured for Full SSL Inspection, which is necessary to analyze encrypted HTTPS
traffic. However, the firewall policy is protecting an SSL server (the Linux server hosting the website), and currently, the SSL/SSH
profile only applies to client-side SSL inspection.
To detect HTTPS-based attacks targeting the Linux server:
# FortiGate must act as an SSL intermediary to inspect encrypted traffic destined for the web server.
# The administrator must upload the SSL certificate of the Linux web server to FortiGate so that the server-side SSL inspection can



decrypt incoming HTTPS traffic before analyzing it.

NEW QUESTION # 14 
Refer to the exhibit, which shows a network diagram.

An administrator would like to modify the MED value advertised from FortiGate_1 to a BGP neighbor in the autonomous system
30.
What must the administrator configure on FortiGate_1 to implement this?

A. prefix-list-out
B. distribute-list-out
C. route-map-out
D. network-import-check

Answer: C

Explanation:
The Multi-Exit Discriminator (MED) is a BGP attribute used to influence the preferred path for incoming traffic from an external
autonomous system (AS). The diagram shows that FortiGate_1 advertises MED 200, while FortiGate_2 advertises MED 300,
meaning the ISP will prefer the route through FortiGate_1 because a lower MED is preferred in BGP.
To modify the MED value on FortiGate_1 for routes advertised to AS 30, the administrator must configure a route-map-out. A
route map can match specific routes and set the MED value before sending them to the BGP neighbor.

NEW QUESTION # 15 
Why does the ISDB block layers 3 and 4 of the OSI model when applying content filtering? (Choose two.)

A. FortiGate has a predefined list of all IPs and ports for specific applications downloaded from FortiGuard.
B. The ISDB limits access by URL and domain.
C. The ISDB works in proxy mode, allowing the analysis of packets in layers 3 and 4 of the OSI model.
D. The ISDB blocks the IP addresses and ports of an application predefined by FortiGuard.

Answer: A,D

Explanation:
The Internet Service Database (ISDB) in FortiGate is used to enforce content filtering at Layer 3 (Network Layer) and Layer 4
(Transport Layer) of the OSI model by identifying applications based on their predefined IP addresses and ports.
FortiGate has a predefined list of all IPs and ports for specific applications downloaded from FortiGuard:
# FortiGate retrieves and updates a predefined list of IPs and ports for different internet services from FortiGuard.
# This allows FortiGate to block specific services at Layer 3 and Layer 4 without requiring deep packet inspection.
The ISDB blocks the IP addresses and ports of an application predefined by FortiGuard:
# ISDB works by matching traffic to known IP addresses and ports of categorized services.
# When an application or service is blocked, FortiGate prevents communication by denying traffic based on its destination IP and
port number.



NEW QUESTION # 16 
Refer to the exhibit, which shows a partial troubleshooting command output.

An administrator is extensively using IPsec on FortiGate. Many tunnels show information similar to the output shown in the exhibit.
What can the administrator conclude?

A. The two IPsec SAs, inbound and outbound, are copied to the NPU.
B. IPsec SAs cannot be offloaded.
C. Only the inbound IPsec SA is copied to the NPU.
D. Only the outbound IPsec SA is copied to the NPU.

Answer: A

Explanation:
The diagnose vpn tunnel list name Hub2Spoke1 command output provides key information about the offloading status of an IPsec
VPN tunnel to the Network Processing Unit (NPU).
# npu_flag=20:
# This flag indicates that both inbound and outbound IPsec Security Associations (SAs) have been offloaded to the NPU, meaning
the VPN traffic is processed in hardware instead of the CPU.
# npu_rgwy=10.10.2.2 and npu_lgwy=10.10.1.1:
# These IPs represent the remote gateway (rgwy) and local gateway (lgwy), confirming that the tunnel is successfully offloaded.
# npu_selid=1:
# This value means the session selector for the NPU offloaded SA is active.
Since both inbound and outbound SAs are offloaded, the administrator can conclude that the FortiGate NPU is handling IPsec
encryption and decryption efficiently, reducing CPU load and improving VPN performance.

NEW QUESTION # 17 
Refer to the exhibit, which shows the VDOM section of a FortiGate device.



An administrator discovers that webfilter stopped working in Core1 and Core2 after a maintenance window.
Which two reasons could explain why webfilter stopped working? (Choose two.)

A. The Core1 and Core2 VDOMs must also be enabled as Management VDOMs to receive FortiGuard updates
B. The root VDOM does not have a VDOM link to connect with the Corel and Core2 VDOMs.
C. The root VDOM does not have access to FortiManager in a closed network.
D. The root VDOM does not have access to any valid public FDN.

Answer: B,D

Explanation:
Since Core1 and Core2 are not designated as management VDOMs, they rely on the root VDOM for connectivity to external
resources such as FortiGuard updates. If the root VDOM lacks a VDOM link to these VDOMs or cannot reach FortiGuard
services, security features like web filtering will stop working.

NEW QUESTION # 18
......
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