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CompTIA A+ Certification Exam: Core 2 Sample Questions (Q132-Q137):
NEW QUESTION # 132 
An administrator is investigating a zero-day vulnerability. If left unpatched, it could severely impact business.
The patch requires downtime. What should the administrator do?

A. Create a standard change request.
B. Implement an emergency change.
C. Continue operations until the next change interval.
D. Immediately freeze all changes.

Answer: B

Explanation:
Azero-day vulnerabilitydemands an emergency change to quickly secure the system, even if downtime is needed.
FromMike Meyers' Lab Manual:
"Emergency changes bypass standard scheduling to quickly address critical vulnerabilities that pose immediate risks." .

NEW QUESTION # 133 
Which of the following is used to apply corporate restrictions on an Apple device?

A. VPN configuration
B. Management profile
C. Apple ID
D. App Store

Answer: B

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
A management profile is used to enforce corporate policies on Apple devices. These profiles are installed via an MDM (Mobile
Device Management) solution and control access, restrictions,Wi-Fi settings, app installations, and more. They're critical for
managing devices in a business environment.
A: The App Store allows software downloads but doesn't control policies.
B: VPN configuration is used for secure remote connections, not enforcement of restrictions.
C: Apple ID is for personal account access to Apple services, not corporate device management.
Reference:
CompTIA A+ 220-1102 Objective 2.2: Compare and contrast security tools and MDM features.
Study Guide Section: Mobile device management and configuration profiles (Apple/iOS)

NEW QUESTION # 134 
A small office reported a phishing attack that resulted in a malware infection. A technician is investigating the incident and has verified
the following:
# All endpoints are updated and have the newest EDR signatures.
# Logs confirm that the malware was quarantined by EDR on one system.
# The potentially infected machine was reimaged.
Which of the following actions should the technician take next?

A. Discuss the cause of the issue and educate the end user about security hygiene
B. Install network security tools to prevent downloading infected files from the internet
C. Suggest alternate preventative controls that would include more advanced security software
D. Flash the firmware of the router to ensure the integrity of network traffic

Answer: A

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
After containment and remediation, one of the final steps in incident response is user education. Since the root cause was a phishing
attack, it is essential to educate users about identifying phishing attempts, safe browsing practices, and how to handle suspicious



communications. This improves overall security posture and helps prevent future incidents.
A: Installing additional tools may be helpful but is a long-term step.
C: Flashing router firmware is not warranted unless the network hardware is known to be compromised.
D: Suggesting more advanced tools might be excessive given that the EDR successfully contained the incident.
Reference:
CompTIA A+ 220-1102 Objective 2.5: Given a scenario, detect, remove, and prevent malware using appropriate tools and
methods.
Study Guide Section: Incident response and user education after a security event

NEW QUESTION # 135 
A technician is troubleshooting an issue in which a service runs momentarily and stops at certain points in the process. The technician
needs to determine the root cause of this issue. Which of the following tools should the technician use?

A. Event Viewer
B. Internet Options
C. Process Explorer
D. Task Manager

Answer: A

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
Event Viewer is the best tool to analyze the root cause of service failures in Windows. It provides detailed logs from system
processes, including errors, warnings, and crash reports related to services and applications.
When a service starts and stops unexpectedly, Event Viewer will often record the cause, such as dependency failures or access
violations.
B: Task Manager shows active processes but doesn't retain logs or causes of failure.
C: Internet Options is used for configuring browser settings, not troubleshooting services.
D: Process Explorer is powerful but more suited for live monitoring and detailed process trees, not post- failure log analysis.
Reference:
CompTIA A+ 220-1102 Objective 3.1: Given a scenario, troubleshoot common Windows OS problems.
Study Guide Section: Log file analysis using Event Viewer

NEW QUESTION # 136 
An organization sees unauthorized apps installed and licensing prompts. What should the security team do?

A. Enable stricter UAC settings on Windows.
B. Implement stronger controls to block suspicious websites.
C. Remove users from the local admin group.
D. Deploy an internal PKI to filter encrypted web traffic.

Answer: C

Explanation:
Removing users from thelocal admin groupprevents them from installing unauthorized software.
FromQuentin Docter - Complete Study Guide:
"Local admin privileges allow users to install unauthorized apps. Removing them from this group restricts installations and helps
prevent malware." .

NEW QUESTION # 137
......
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