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¢ Reporting and Commumication: This topic focuses on explaining the importance of vulnerability
bEY 71 management and incident response reporting and communication.

o Security Operations: It focuses on analyzing indicators of potentially malicious activity, using tools and
NEy 22 techniques to determine malicious activity, comparing threat intelligence and threat hunting concepts, and
explaining the importance of efficiency and process improvement in security operations.

¢ Incident Response and Management: It is centered around attack methodology frameworks, performing
bEY 73 incident response activities, and explaining preparation and post-incident phases of the life cycle.
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¢ Vulnerability Management: This topic discusses involving implementing vulnerability scanning methods,
NEw 24 analyzing vulnerability assessment tool output, analyzing data to prioritize vulnerabilities, and recommending
controls to mitigate issues. The topic also focuses on vulnerability response, handling, and management.
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CompTIA Cybersecurity Analyst (CySA+) Certification Exam 585 CS0-003
A B E (Q516-Q521):

M #516
A cybersecurity analyst has recovered a recently compromised server to its previous state. Which of the following should the analyst
perform next?

A. Eradication
B. Forensic analysis
C. Isolation

D. Reporting

iFf#: B

fE R

After recovering a compromised server to its previous state, the analyst should perform forensic analysis to determine the root cause,

impact, and scope of the incident, as well as to identify any indicators of compromise, evidence, or artifacts that can be used for
further nvestigation or prosecution.

HR #517
The analyst reviews the following endpoint log entry:
invoke-command -ComputerName clientcomputerl -Credential xyzcompany¥adminisSxagor -ScriptBlodk [{HDSKr¥ames

clientcomputerl

invoke-command -ComputerName clientcomputerl -Craderibaml”X¢¥zcompany\administrator criptBlock {net user /add inveke ul

The command completed successfully.

Which of'the following has occurred?

A. Rename computer

B. New account introduced
C. Registry change

D. Privilege escalation

IFf#: B

AR -

The endpoint log entry shows that a new account named "admin" has been created on a Windows system with a local group
membership of "Administrators”. This indicates that a new account has been introduced on the system with administrative privileges.
This could be a sign of malicious activity, such as privilege escalation or backdoor creation, by an attacker who has compromised
the system.
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M #518

A security analyst is reviewing the following Internet usage trend report:

Username Week #10 Week #9 Week #8 Week #7
User 1 58Gb 51Gb 59Gb 55Gb
User 2 185Gb 97Gb 87Gb 92Gb
User 3 173Gb 157G T97Gba, 182Gb
User 4 38Gb k@bm&(su‘\ 41Gb

Which of the following usernames should the security analyst investigate firther?

A. User 2
B. User 4
C. User 1
D. User 3

Ef#: A
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A healthcare organization must develop an action plan based on the findings from a risk assessment. The action plan must consist of:
Risk categorization

Risk prioritization

. Implementation of controls

INSTRUCTIONS

Click on the audit report, risk matrix, and SLA expectations documents to review their contents.

On the Risk categorization tab, determine the order in which the findings must be prioritized for remediation according to the risk
rating score. Then, assign a categorization to each risk.

On the Controls tab, select the appropriate control(s) to implement for each risk finding,

Findings may have more than one control implemented. Some controls may be used more than once or not at all.

Ifat any time you would like to bring back the mnitial state of the simulation, please click the Reset All button.

Risk categorization lh; Controls

Risk
R Risk finding ' Risk categorization

Select v Improperly configured third-party websites pose security risks to internal assets. Select v
Select v A large volume of ICMP traffic is detected from an external source to %;yerz.l‘;
P L W Y
Select v A large number of potentially malicious EMEC' sEared*ailboxs. Select v
' ad] ~. &d

| v | Alist of patien iption i nﬁ%”l i ipient. I v
Select ist of patient presmptlo? é@r%@? ; ’%ﬁ? ar% to the incorrect recipient Select
Select v The internet-facing @ se ‘ allows access to data without requiring credentials. Select v
Select v PHI data was found within the development and test environments. Select v
Select v Sensitive materials were found on a fax machine in a common area. Select v
Select v Unauthorized software was discovered on technician workstations. Select v



1
2
3
44
5
6
7
8

Risk categorization

Low (0-4)
Medium (5-9)

Risk categoriza

Risk finding Control(s) to implement

Improperly configured third-party websim pose security risks to internal assets. Select control el Select control v | Select control N
A large volume of ICMP traffic is detected from an external source to Server2. Select control ~ | Select control v | Select control ~
A large number of potentially malicious emails is reaching end-user and shared mall:ons . Selectoontrol v | Select control v | Select control v
A list of patient prescription information was emailed to the incorrect recipient. Select control v | Select control ~ | Select control v
The internet-facing web server allows access to dala without requlrlng credentials. Select control v | Select control v | Select control v
PHI data was found within the development and test environments. Select control v | Select control v | Select control v
':;etmsrtive materials were found on a fax machine in a common area. Select control ~ | Select control v | Select control v
Unauthorized software was dismv@@m.l | A Select control v | Select control v 1 Select control v




Select control v I Select ©

Select control

Require two-factor authentication
Acceptance

Implement web content filter
Require data deidentification

Implement DLP ’
Filter echo request r XQ

Implement email tion
Implement F a&’l‘DB and file serve

ImplemeptGyatl filters
lmpleg?mwl program

Imple t IDS/IPS

Implement file integrity méHiEGrng"

Implement approved software listing
Implement MDM solution
Implement PIN to print

Relocate devices to secured location
Imblement SPF

IEf#:

fi# AL
See the solution below in Explanation.

Risk categorization | Controls

Medium (5-9)

Medium (5-9)

Medium (5-9)
A list of patient prescription information was emailed to the incorrect recipient. High (10-25)
The internet-facing web sérver allows access to data without requiring credentials. High (10-25)

PHI data was found within the development and test environments. High (10-25)
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During sampling, ten successful connections to websites with expired or invalid

Improperly configured third-party security certificates were found. Sites found during assessment include: Likelihood of
websites pose security risks to internal WWW.cnn.com occurrence: 2
assets. wwwi.localbank.com Severity of impact: 1
www.shopping.com
A large number of potentially malicious A heavy volume of phishing and/or sparm messages are reaching end user and Likelihood of
emails is reaching end-user and shared shared mailboxes increasing the risk of malicious attachments being opened or links occurrence; 5
mailboxes. being clicked. Severity of impact: 5
Unauthorized software was found on a station used by technicians in patient-facing
les. Sof founc: ikelihood of
Unauthorized software was discovered on roles. Soflyie g thel 2
et e worketatiors Weather Toolbar occurrence: 2
ICl -
Shopping Helper Severity of impact: 2
Newsfeed Live
RORAY et Cm&Ma 1n Iace ip prév&'tt sensitive production data from being used inthe  Likelihood of
PHI data was found within the : :
R ervirorheaia Q7] levie <rorijw t, Ie&iln'gmﬂqe potential of unauthorized access to and occurrence: 3
5 ey éxf atlb‘rtpf“Sensm e datd. E Severity of impact: 3

The internet-facing web server allows Data on the server was found to be accessible via the intefnetwithout.reguiri Likeli
access to data without requiring login credentials. The marketing material stored on enler is réquired to
credentials, i i of impact: 1

publically available.

B, 5 Documents containing patient information were found unattended on a printer/fax Likelihood of

Sensitive materials were found on a fax s : i 7 =

S TRE T S GO ares machine located in a common area and was poténtially accessible by patients and occurrence: 3
el ¥ other non-staff. Severity of impact: 2

+ £ £t 1] . A list containing the PHI of 15 patients, including prescription information, was Likelihood of
::St 0f:;?$ g:zcnmlrrl:jm?ah:n emailed tothe incorrect recipient outside of the organization. There was a BPA with occurrence: 3

s emai nc ent.

B the'recipient and notification to the patients was deemed unnecessary. Severity of impact: 5
’ 3 - Likelihood of
A large volume of ICMP traffic is detected =~ Review of logs show that a large volume of ICMP traffic has been consistently RS
from an external source to Server2. directed at Server2 for an extended period. A H
Z R #520

A security analyst is performing an investigation involving multiple targeted Windows malware binaries. The analyst wants to gather
ntelligence without disclosing information to the attackers. Which of the following actions would allow the analyst to achieve the
objective?

e A Send the binaries to the antivirus vendor

¢ B. Upload the binary to an air gapped sandbox for analysis

¢ C. Query the file hashes using VirusTotal

¢ D. Execute the binaries on an environment with internet connectivity

E&: B
W
Explanation

The best action that would allow the analyst to gather intelligence without disclosing information to the attackers is to upload the
binary to an air gapped sandbox for analysis. An air gapped sandbox is an isolated environment that has no connection to any
external network or system. Uploading the binary to an air gapped sandbox can prevent any comnunication or interaction between
the binary and the attackers, as well as any potential harm or infection to other systers or networks. An air gapped sandbox can
also allow the analyst to safely analyze and observe the behavior, finctionality, or characteristics of the binary.

B #521
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