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FH 1

User Management and Security: The User Management and Security section focuses on controlling user
access and securing the Splunk environment. It covers how to set up roles and permissions to manage
access to Splunk features and data. This includes user authentication methods, such as integrating with
external systems and managing user accounts. The section also discusses security best practices to protect
against unauthorized access and ensure data confidentiality and integrity.

FH 2

Troubleshooting and Maintenance: The Troubleshooting and Maintenance section focuses on diagnosing
and resolving issues within a Splunk deployment. This involves using diagnostic tools and logs to
troubleshoot common problemns such as data ingestion issues, search performance, and system errors.

=M 3

Splunk Architecture and Deployment: The Sphunk Architecture and Deployment section offers a detailed
understanding of Splunk’s structure and deployment methods. It covers the core components of Splunk
Enterprise, such as the Indexer, Search Head, and Forwarder. This section involves examining the design
of Splunk deployments, including how these components interact and their specific roles.

=M 4

Installation and Configuration: In the Installation and Configuration section, the focus is on the procedures
for installing and setting up Splunk Enterprise. This includes the installation process across different
operating systems and the configuration of necessary components to ensure proper functionality. Key
topics include installing the Splunk software, setting up the Deployment Server, and configuring Data Inputs
for data collection and indexing.

FH 5

Data Management and Indexing; The Data Management and Indexing section explores how Splunk
processes data ingestion and indexing, It details the data pipeline, covering the stages of data collection,
parsing, and indexing, This section also includes configuring data inputs and indexing settings, as well as
managing indexing performance and data retention policies.
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‘Which of'the following roles is commonly responsible for selecting and designing the infrastructure and tools that a security analyst
utilizes to effectively complete their job duties?
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EHE #56

A. Security Architect
B. Threat Intelligence Analyst
C. SOC Manager

D. Security Engineer

The following list contains examples of Tactics, Techniques, and Procedures (TTPs):
1. Exploiting a remote service

2. Lateral movement

3. Use EternalBlue to exploit a remote SMB server
In which order are they listed below?

A. Tactic, Procedure, Technique
B. Technique, Tactic, Procedure
C. Tactic, Technique, Procedure
D. Procedure, Technique, Tactic
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HAE #57
A Cyber Threat Intelligence (CTI) team produces a report detailing a specific threat actor's typical behaviors and intent. This would
be an example of what type of intelligence?

e A Executive
¢ B. Operational
e C. Strategic

e D. Tactical

HE: D

EHE #58

While testing the dynamic removal of credit card numbers, an analyst lands on using the rex command. What mode needs to be set
to in order to replace the defined values with X?

| makeresults

| eval ccnumber="511388720478619733"

| rex field=ccnumber mode=?7?? "s/(\d {4} - ) {3 )/ XXXX-XXXX-XXXX-/g"

Please assume that the above rex command is correctly written.

A. substitute
B. mask

C. sed

D. replace

od
m
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HE#59
Which of'the following SPL searches is likely to return results the fastest?

e A src_port=2938 AND protocol=top | stats count by src_ip | search src_ip=1.2.3.4
¢ B. index-network src_port=2938 protocol=top | stats count by src_ip | search src_ip=1.2.3.4
e C.src ip=1.2.3.4 src_port=2938 protocol=top | stats count
¢ D. index-network sourcetype=netflow src_ip=1.2.3.4 src_port=2938 protocol=top | stats count
qY: D
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