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GIAC Certified Incident Handler Sample Questions (Q301-Q306):

NEW QUESTION # 301
In which of the following methods does an hacker use packet sniffing to read network traffic between two parties to steal the session
cookies?

A. Cross-site scripting
B. Session fixation

C. Session sidejacking
D. Physical accessing

Answer: C

NEW QUESTION # 302
‘Which of the following techniques is used when a system performs the penetration testing with the objective of
accessing unauthorized information residing inside a computer?

A. Port scanning
B. Phreaking

C. Bionetrician
D. Van Eck Phreaking

Answer: A

NEW QUESTION # 303

Ryan, a malicious hacker submits Cross-Site Scripting (XSS) exploit code to the Website of Internet forum for online discussion.
When a user visits the infected Web page, code gets automatically executed and Ryan can easily perform acts like account hijacking,
history theft etc. Which of'the following types of Cross-Site Scripting attack Ryan intends to do?

A. Document Object Model (DOM)
B. Non persistent

C. Persistent

D. SAX

Answer: C

Explanation:
Section: Volume A

NEW QUESTION # 304
In which of the following attacks does an attacker create the IP packets with a forged (spoofed) source IP address with the purpose
of concealing the identity of the sender or impersonating another computing system?

A. Rainbow attack

B. IP address spoofing

C. Cross-site request forgery

D. Polymorphic shell code attack

Answer: B

NEW QUESTION # 305
‘Which of the following attacks come under the category of layer 2 Denial-of-Service attacks?
Each correct answer represents a complete solution. Choose all that apply.

e A. RF jamming attack
e B. Password cracking



¢ C. Spoofing attack
e D. SYN flood attack

Answer: C,D

Explanation:
Section: Volume A
Explanation/Reference:

NEW QUESTION # 306

For your satisfaction, GuideTorrent provides you the facility of free GCIH brain dumps demo. You can easily download them from
our website and examine their quality and usefulness. Compare them with GCIH brain dumps and others available with you. You will
find these amazing GCIH test dumps highly compatible with your needs as well as quite in line with the Real GCIH Exam Questions.
GuideTorrent GCIH exam dumps promise you an outstanding exam success with an assurance of 100% money refund, ifits dumps
fail to help you pass the exam with flying colors.
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