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CompTIA A+ Certification Exam: Core 2 Sample Questions (Q169-Q174):

NEW QUESTION # 169
A customrer asks a help desk technician for help in selecting new computers. The customer would like to avoid expensive licensing
fees but would like all files to be kept locally. Which of the following operating systems should the technician recommend?

A. Linux

B. Windows
C. Chrome OS
D. macOS

Answer: A

Explanation:
Linux provides a full-featured OS without expensive licensing fees and allows all files to be stored locally, meeting the customer's
requirements.

NEW QUESTION # 170
Which of the following security measures addresses the issue of information exfiltration?

A. SAML
B. IAM
C. MDM
D. DLP

Answer: D

Explanation:

The correct answer is A. DLP (Data Loss Prevention), because DLP solutions are specifically designed to detect, monitor, and
prevent unauthorized transmission of sensitive data outside an organization.

Information exfiltration occurs when confidential data is improperly transferred, leaked, or stolen, either intentionally or accidentally.
According to the Quentin Docter - CompTIA A+ Complete Study Guide, DLP technologies enforce policies that restrict how data
can be shared via emnail, cloud services, removable media, or network transfers.

DLP systens can block, quarantine, or alert admmnistrators when sensitive data patterns-such as credit card numbers or personal
identifiers-are detected leaving the organization.

The Travis Everett & Andrew Hutz - All-in-One Exam Guide explains that DLP focuses on data protection, not user authentication
or device management. While IAM controls access to resources and MDM manages mobile devices, neither directly prevents data
from being exfiltrated once access is granted.

The Mike Meyers / Mark Soper Lab Manual reinforces that SAML is an authentication framework and does not monitor data
movement.

Because the question specifically addresses mformation exfiltration, the security control designed to prevent it is Data Loss
Prevention, making A the correct answer.

NEW QUESTION # 171
A technician is working on a user's computer. The technician wants to log in to the intranet on the computer without logging the
current user out. Which of'the following should the technician do?

A. Enable the pop-up blocker on the browser.
B. Configure the proxy server.

C. Clear the browser cache.

D. Use private browsing,

Answer: D

Explanation:
Private browsing allows the technician to log in to the intranet without affecting the current user's session, cookies, or logins.



NEW QUESTION # 172

A user's application only works with a legacy version of the OS. The OS is reaching its end-of-life date. For security reasons, the
company is migrating to the current version of the OS. Which of the following is the most efficient way to complete the migration
while maintaining accessibility to the application?

A. Multiboot

B. Virtualization

C. Bare-metal server
D. Terminal server

Answer: B

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

Virtualizationallows the legacy OS to be run in a virtual machine (VM) on top of the newer OS. This method provides backward
compatibility without requiring outdated operating systems on physical hardware.

FromQuentin Docter - CompTIA A+ Conplete Study Guide:

"Using virtualization is a preferred method when legacy applications are needed after migrating to newer operating systens. It allows
legacy environments to exist securely within a modern OS framework."

NEW QUESTION # 173
A technician follows proper malware removal procedures but cannot remove all matware. They decide to reload the OS. What
should they select?

A. Version upgrade
B. OS repair

C. Clean mstall

D. Systemrestore

Answer: C

Explanation:

Aclean mstallensures all malware is elimmnated by completely wiping and reinstalling the OS. System restore or repair may leave
traces.

FromQUENTIN DOCTER - COMPTIA A+ COMPLETE study GUIDE:

"If malware cannot be completely removed, performa clean installation of the operating system. This ensures no remnants remain on
the machine."”

NEW QUESTION # 174
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