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to design, implement and manage complex Maestro environments in a highly secure and efficient manner.
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CheckPoint Check Point Certified Maestro Expert - R§1 (CCME) Sample
Questions (Q66-Q71):

NEW QUESTION # 66
The command will allow users to update the specified file on all SGMs.

A g al

B. g cat

C.sed

D. g update conf file

Answer: D
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Explanation:

The g update conf file command is a global command that allows users to update the specified file on all Security Group Members
of the current Security Group. The command takes the file name and the parameter- value pair as arguments and updates the file
accordingly. For example, g update conf file fiwkern.conf fwha enable arp=1 will add or modify the fwha enable arp parameter
i the fwkemn.conf file on all SGMs.

References

*Check Point Certified Maestro Expert (CCME) R81.X Courseware, Module 4: Using the Command Line Interface and WebUI,
Lesson 4.3: Global Commands, page 4-12

*Check Point R81 Maestro Administration Guide, Chapter 4: Using the Command Line Interface and WebUI, Section: Global
Commands, page 4-10

*Maestro Commands for Security Groups - Check Point CheckMates

NEW QUESTION # 67
‘Which command should be used to restart Orchestrator service only?

A. cpstop; cpstart

B. reboot

C. service orchestrator restart
D. orchd restart

Answer: D

Explanation:

Page 313 from the training manual:

- Restart the service:

orchd restart

- Restart the service without confirmation
service orchd restart

NEW QUESTION # 68
There are two 10Gbps dual-port NIC installed on a 6800 appliance. Which nterfaces should be connected to Orchestrator 1 for
downlinks' intra-orchestrator redundancy when using two Orchestrators?

A. Port 1 in Slot 2 and Port 2 in Slot 1
B. Any pair of available ports

C. Port 1 in Slot 1 and Port 2 in Slot 1
D. Port 1 in Slot 1 and Port 1 in Slot 2

Answer: D

Explanation:

Explanation

The correct interfaces to connect to Orchestrator 1 for downlinks' intra-orchestrator redundancy when using two Orchestrators are
Port 1 in Slot 1 and Port 1 in Slot 2. This is because each slot represents a different NIC, and each port represents a different
physical link. By connecting two ports from different slots, the appliance can have redundant connections to the same orchestrator,
and avoid a single point of failure in case of'a NIC or link failure.
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*Check Point 156-835 Certification Flashcards | Quizlet1

*Maestro Expert (CCME) Course - Check Point Software, page 182

*Maestro Technical Training, Module 2: Maestro Security Groups and the Single Management Object, slide
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NEW QUESTION # 69
What does the lidpctl command do?

e A. Show all devices discovered by LLDP protocol on downlink ports
e B. Show all devices discovered by LLDP protocol on uplink ports



e C. Discover orchestrators
¢ D. Show all devices discovered by LLDP protocol on all ports

Answer: D

Explanation:

Explanation

The lidpctl command is a tool to display information about the devices discovered by the Link Layer Discovery Protocol (LLDP) on
all ports of the Maestro Orchestrator and the Security Group Members. LLDP is a protocol that enables devices to exchange
information about their identity, capabilities, and configuration.

LLDP can help to discover the topology and connectivity of the Maestro environment.

References

*Check Point Certified Maestro Expert (CCME) R81.X Courseware, Module 4: Using the Command Line Interface and WebUI,
Lesson4.2: LLDP, page 4-9

*Check Point R81 Maestro Administration Guide, Chapter 3: Working with Security Group Modules, Section:

LLDP, page 3-9

NEW QUESTION # 70
HealthCheck Point

e A canbe used to let you visualize the Firewall topology for the SG and view live statistics, which includes throughput,
problemnotes, and CPU utilization.

¢ B. is a selffupdatable suite of tools for SGMs with the capability to assess the health of the system, visualize the Firewall
topology, provide a timeline of critical and informative events that might have occurred in a production system.

e (. is a self-updatable suite of tools for MHOs with the capability to assess the health of the system and provide a timeline of
critical and informative events that might have occurred in a production system

e D. perforns a system health check and is meant to replace both a CPInfo and the health check script.

Answer: B

Explanation:

Explanation

HealthCheck Point (HCP) is a tool that can perform various tests and checks on the system components of the Security Group
Modules (SGMs), such as hardware, software, network, clock,ARP, and more. It can also display the performance statistics of the
SGMs, such as throughput, packet rate, CPU utilization, memory usage, and more. Additionally, HCP can provide a graphical
representation of the Firewall topology for the Security Group, showing the connections and statuses of the SGMs and the
Orchestrators. Furthermore, HCP can generate a report of the critical and informative events that occurred on the system, such as
configuration changes, errors, warnings, and alerts. HCP can help identify and troubleshoot any issues or errors that may affect the
system functionality or performance.

References =

*HealthCheck Point (HCP) Release Updates - Check Point Software 1

*Professional Services Healthcheck - Check Point Software 2

*HealthCheck Point - Check Point CheckMates 3
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