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CWNP Certified Wireless Analysis Professional Sample Questions (Q105-
Q110):
NEW QUESTION # 105 
Which one of the these is the most important in the WLAN troubleshooting methodology among those listed?

A. Obtain detailed -knowledge of the wireless vendors debug and logging options
B. Talk to the end users about their experiences
C. Observe the problem
D. Interview the network manager about the issues being experienced

Answer: C

Explanation:
Observing the problem is the most important step in the WLAN troubleshooting methodology among those listed. This step involves
capturing and analyzing the relevant data from the wireless network, such as packets, frames, spectrum, and performance metrics.
Observing the problem helps to verify the existence and scope of the issue, identify the root cause and possible solutions, and
validate the results of any actions taken. The other steps are also important, but they are not as critical as observing the problem12
References:
* CWAP-405Study Guide, Chapter 1: Troubleshooting Methodology, page 15
* CWAP-405Objectives, Section 1.2: Observe the problem

NEW QUESTION # 106 
You are analyzing a packet decode of a Probe Request and notice the SSID element has a length of zero. What do you conclude
about the transmitting STA?

A. The STA's WLAN adaptor is disabled
B. The STA is discovering a list of available BSSs
C. The WLAN adaptor is configured in promiscuous mode
D. The STA is operating in Ad-Hoc mode

Answer: B

Explanation:
An SSID element with a length of zero in a Probe Request indicates a broadcast probe. This is used by a station to solicit Probe
Responses from any nearby access point, allowing it to discover which BSSs are available without targeting a specific SSID.

NEW QUESTION # 107 
As a wireless network consultant you have been called in to troubleshoot a high-priority issue for one of your customers. The
customer's office is based on two floors within a multi-tenant office block. On one of these floors (floor 5) users cannot connect to
the wireless network. During their own testing the customer has discovered that users can connect on floor 6 but not when they
move to the floor 5. This issue is affecting all users on floor 5 and having a negative effect on productivity.
To troubleshoot this issue, you perform both Spectrum and Protocol Analysis. The Spectrum Analysis shows the presence of
Bluetooth signals which you have identified as coming from wireless mice. In the protocol analyzer you see the top frame on the
network is Deauthentication frames. On closer investigation you see that the Deauthentication frames' source addresses match the
BSSIDs of your customers APs and the destination address is FF:FF:FF:FF:FF:FF:FF.
What do you conclude from this troubleshooting exercise?

A. The users on floor 5 are being subjected to a denial of service attack, as this is happening across the entire floor it is likely
to be a misconfigured WIPS solution belonging to the tenants on the floor below
B. The customer should replace all their Bluetooth wireless mice as they are stopping the users on floor 5 from connecting to
the wireless network
C. The CCI from the APs on the floor 4 is the problem and you need to ask the tenant below to turn down their APs Tx
power



D. The customers APs are misbehaving and a technical support case should be open with the vendor

Answer: A

Explanation:
The users on floor 5 are being subjected to a denial of service attack, as this is happening across the entire floor it is likely to be a
misconfigured WIPS solution belonging to the tenants on the floor below. This is because the Deauthentication frames have a source
address that matches the BSSIDs of the customer's APs and a destination address that is a broadcast address
(FF:FF:FF:FF:FF:FF). This indicates that someone is sending spoofed Deauthentication frames to all STAs associated with the
customer's APs, causing them to disconnect from the wireless network. This is a common type of DoS attack on wireless networks,
and it could be caused by a rogue device or a WIPS solution that is configured to protect the wireless network of another tenant on
the floor below12. References: CWAP-405Certified Wireless Analysis Professional Study and Reference Guide, Chapter 13:
Troubleshooting Common Wi-Fi Issues, page 4961; CWAP-405Certified Wireless Analysis Professional Study and Reference
Guide, Chapter 14: Troubleshooting Tools, page 5272.

NEW QUESTION # 108 
Which Spectrum Analyzer plot would show the percentage of time a signal is measured at a particular frequency?

A. Waterfall
B. Duty Cycle
C. Real-Time FFT
D. Swept Spectrogram

Answer: C

Explanation:
A Real-Time FFT plot shows the percentage of time a signal is present at specific frequencies.
This allows you to see how often energy appears at a given frequency, making it useful for identifying intermittent or periodic
transmissions.

NEW QUESTION # 109 
A manufacturing facility has installed a new automation system which incorporates an 802.11 wireless network. The automation
system is controlled from tablet computers connected via the WLAN. However, the automation system has not gone live due to
problem with the tablets connecting to the WLAN. The WLAN vendor has been onsite to perform a survey and confirmed good
primary and secondary coverage across the facility. As a CWAP you are called in to perform Spectrum Analysis to identify any
interference sources.
From the spectrum analysis, you did not identify any interference sources but were able to correctly identify the issue. Which of the
following issues did you identify from the spectrum analysis?

A. The tablets are entering power save mode and failing to wake up to receive the access points transmissions
B. The tablets are connecting to the wrong SSID
C. A high noise floor has resulted in a SNR of less than 20dB
D. There is a power mismatch between the APs and the clients

Answer: D

Explanation:
The most likely issue that can be identified from the spectrum analysis is a power mismatch between the APs and the clients. A
power mismatch occurs when the APs transmit at a higher power level than the clients, or vice versa. This can cause asymmetric
communication, where one side can hear the other, but not vice versa.
This can result in poor performance, disconnections, or packet loss. A spectrum analysis can reveal a power mismatch by showing
different signal amplitudes or RSSI values for the APs and the clients on the same channel or frequency. The other options are not
correct, as they cannot be identified from the spectrum analysis alone. The tablets' SSID, power save mode, and noise floor can be
determined by using other tools or methods, such as protocol analysis, site survey, or device configuration. References: [Wireless
Analysis Professional Study Guide CWAP-405], Chapter 3: Spectrum Analysis, page 79-80
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