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R #78
Refer to the exhibit.

What is occurring within the exhibit?

A. Source 10.1.21.101 is commumicating with 209.141.51.196 over an encrypted channel.
B. Host 209.141.51.196 redirects the client request from/Lk9tdZ to /files/1.bin.

C. Host 209.141.51.196 redirects the client request to port 49723.

D. Source 10.1.21.101 sends HTTP requests with the size of 302 kb.

EX: B

it RE S B -

The Wireshark capture shows a series of HTTP requests and responses:

* The client (10.1.21.101) sends a GET request for/Lk9tdZ.

* The server (209.141.51.196) responds withHTTP/1.1 302 Found, which is a standard HTTP status code indicating a redirection.
* The subsequent GET request from the client is for/files/1.bin, which indicates it followed the redirect.

This behavior confirns that the server is issuing an HTTP 302 redirect from the initial request path/Lk9tdZto

/files/1.bin. This is often observed in malware command-and-control behavior or file download staging,

* Option A is incorrect: 302 is a status code, not a data size.

* Option C is incorrect: port 49723 is a source/destination ephemeral port, not a redirect target.

* Option D is incorrect: communication is over HTTP, not HTTPS (which would indicate encryption).

Reference:CyberOps Technologies (CBRFIR) 300-215 study guide, Chapter on Network Traffic Analysis and HTTP Status Code
Interpretation.

=8 #79

An attacker embedded a macro within a word processing file opened by a user in an organization's legal department. The attacker
used this technique to gain access to confidential financial dat a. Which two recommendations should a security expert make to
mitigate this type of attack? (Choose two.)

A. firewall rules creation

B. controlled folder access

C. removable device restrictions
D. signed macro requirements
E. network access control

Z%: BD
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Drag and drop the steps from the left into the order to perform forensics analysis of infrastructure networks on the right.

ER:
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Reference: https/subscription.packtpub.com/book/networking and servers/9781789344523/1/ chO11vl1sec12
/metwork-forensics-mvestigation-methodology

PR #81

Refer to the exhibit.

A conpany that uses only the Unix platform implemented an intrusion detection system. After the initial configuration, the number of
alerts is overwhelming, and an engineer needs to analyze and classify the alerts.

The highest number of alerts were generated from the signature shown in the exhibit. Which classification should the engineer assign
to this event?

A. False Positive alert
B. True Positive alert
C. True Negative alert
D. False Negative alert



ER: A

e

The alert shown is based on aSnort rulefor aUnicode directory traversal attack agamnst IIS web servers (Microsoft platform). The
key detail here is the payload content"../..%c0%af../"which is a classic TIS-specific exploit related toCVE-2000-0884.

Since the company only usesUnix systens, they arenot vulnerableto this IIS-specific attack. Therefore, these alerts are triggered by
irrelevant traffic or misapplied signatures, resulting inFalse Posttives.

As defined in the Cisco CyberOps guide:

"False Positive: an alert is generated for traffic that is not actually malicious or relevant to the protected environment".

PR #82

A. Analyze the activity paths in Cisco Secure Malware Analytics.
B. Evaluate the artifacts in Cisco Secure Malware Analytics.

C. Analyze the registry activity section in Cisco Umbrella.

D. Evaluate the file activity in Cisco Umbrella.

£%: B
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The correct next step in analyzing the malicious nature of the email is toevaluate the artifactsmCisco Secure Malware
Analytics(formerly Threat Grid). This tool provides a comprehensive sandbox environment where behavioral indicators like file
execution, registry access, and domain connections are logged and scored.

The exhibit shows:

* Remote PowerShell execution

* Executable download from a flagged domain

* SHA256 hash linked to malware

All these artifacts, as labeled in the Secure Malware Analytics output, arekey indicators of compromise, and analyzing them further
can confirm whether the email was part of a malicious campaign.

Thus, the best action is:

A). Evaluate the artifacts in Cisco Secure Malware Analytics.
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