SC-40150E A 858 T IR, 18 68 B 55 sl A

Microsoft Administering Information Security in
Microsoft 365

SC-401: Administering Information
Security in Microsoft 365 Exam
Study Guide

T

Sc_40 1 Your Ultimate

Administering Information Guide to Exam
Security in Microsoft 365 EXCE' |ence|

Study Guide

Easily Pass Your Microsoft SC-401
Exam (Latest Questions With Detailed
Explanations End References)

Georgio Daccache

€ Google Driver 4 # T # &% 1 1) Testpdf SC-401 PDFh % 3@ J& :  https:/drive. google.comyopen?
id=10pgI37E54Q7EKHNZFSuput8iJ13Q 11

Testpd A RIF B ERARBE o a1 SRR B Testpdff 2 i, TestpdbiE 2 /R4 43 R24/NRs AR B2 5 IR AR fit

—EHN R EERRE, KRFEMBEERNEABMRE S AR EM . BT DLERRIE B /D B R A
BT CUBBI TR SR . 1842 Testpdfi 2 & B BIR K 58 — X 2 I B Microsoft SC-401 B H AR MR RIF K .

Microsoft SC-401 3% 8 K4 -

E LD



https://drive.google.com/open?id=1OpgJ37Et54Q7EKHNZF8uput8jJ13Q1lu
https://tw.fast2test.com/SC-401-practice-test.html

e Manage Risks, Alerts, and Activities: This section assesses Security Operations Analysts on insider risk

management, monitoring alerts, and investigating security activities. It covers configuring risk policies,
FE 1 handling forensic evidence, and responding to alerts using Microsoft Purview and Defender tools.
Candidates must also analyze audit logs and manage security workflows.

¢ Inplement Information Protection: This section measures the skills of Information Security Analysts in
classifying and protecting data. It covers identifying and managing sensitive information, creating and

EN D) applying sensitivity labels, and implementing protection for Windows, file shares, and Exchange.

Candidates must also configure document fingerprinting, trainable classifiers, and encryption strategies using]

Microsoft Purview.

¢ Protect Data Used by Al Services: This section evaluates Al Governance Specialists on securing data in

Al-driven environments. It includes implementing controls for Microsoft Purview, configuring Data Security
F&E3 Posture Management (DSPM) for Al, and monitoring Al-related security risks to ensure compliance and
protection.

o Inplement Data Loss Prevention and Retention: This section evaluates Data Protection Officers on
designing and managing data loss prevention (DLP) policies and retention strategies. It includes setting

FE 4 policies for data security, configuring Endpoint DLP, and managing retention labels and policies.

Candidates must understand adaptive scopes, policy precedence, and data recovery within Microsoft 365.
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FIRE #63
You are creating a custom trainable classifier to Identify organizational product codes referenced in Microsoft
36S content. You identify 300 files to use as seed content When? should you store the seed content?

A. an Azure file share

B. a Microsoft SharePoint Online folder

C. a Microsoft Exchange Online shared mailbox
D. a Microsoft OneDrive folder
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For creating a custom trainable classifier, seed content must be stored in a Microsoft 365 content location that Purview can crawl for
training-SharePoint Online (or Exchange mailboxes). OneDrive, Azure Files, or other locations are not supported for training seed
sets.

Reference: Microsoft Learn - Tramnable classifiers in Microsoft Purview # seed content is uploaded to SharePoint Online or
Exchange Online.

https7//learn.microsoft.comymicrosoft-365/compliance/classifier- get-started-with

Topic 1, Contoso, Ltd Case Study 1

Instructions

This is a case study. Case studies are not timed separately from other exam sections. You can use as much exam time as you would
like to complete each case study. However, there might be additional case studies or other exam sections. Manage your time to
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ensure that you can complete all the exam sections in the time provided. Pay attention to the Exam Progress at the top of the screen
so you have sufficient time to complete any exam sections that follow this case study.

To answer the case study questions, you will need to reference information that is provided in the case. Case studies and associated
questions might contain exhibits or other resources that provide more information about the scenario described in the case.
Information provided in an individual question does not apply to the other questions in the case study.

A Review Screen will appear at the end of'this case study. From the Review Screen, you can review and change your answers
before you move to the next exam section. After you leave this case study, you will NOT be able to return to it.

To start the case study

To display the first question in this case study, select the "Next" button. To the left of the question, a menu provides links to
information such as business requirements, the existing environment, and problem statements. Please read through all this information
before answering any questions. When you are ready to answer a question, select the "Question" button to return to the question.
Overview

Contoso, Ltd. is a consulting company that has a main office in Montreal and three branch offices in Seattle, Boston, and

Johannesburg.
Existing Environment
Microsoft 365 Environment
Contoso has a Microsoft 365 E5 tenant. The tenant contains the administrative user accounts shown in the following table.
Name Role
Adminl Global Reader
Admin2 Compliange Data Administrator
Admind | Compliancé Administrator
Admind | Security Operator
Admins Security Administrator

Users store data in the following locations:

# SharePoint sites

# OneDrive accounts

# Exchange email

# Exchange public folders

# Teams chats

# Teams channel messages

When users in the research department create documents, they must add a 10-digit project code to each document. Project codes
that start with the digits 999 are confidential.

SharePoint Online Environment

Contoso has four Microsoft SharePomnt Online sites named Site1, Site2, Site3, and Site4.
Site? contains the files shown in the following table.

Name Number of SWIFT codes in the file
File1.docx

File2.bmp

File3 txt
Filed . xlsx

Two users named User] and User2 are assigned roles for Site2 as shown in the following table.

User | Role
Userl Site owner

User2 Site visitor

Site3 stores documents related to the conpany's projects. The documents are organized in a folder hierarchy based on the project.
Site4 has the following two retention policies applied:

# Name: Site4RetentionPolicyl

# Locations to apply the policy: Site4

# Delete itens older than: 2 years

# Delete content based on: When iterns were created

# Name: Site4RetentionPolicy?2

# Locations to apply the policy: Site4

# Retain itemrs for a specific period: 4 years

# Start the retention period based on: When iterms were created

# At the end of the retention period: Do nothing

Problem Statements

Management at Contoso is concerned about data leaks. On several occasions, confidential research department documents were



leaked.

Requirements

Planned Changes

Contoso plans to create the following data loss prevention (DLP) policy:

# Name: DLPpolicyl

# Locations to apply the policy: Site2

# Conditions:

# Content contains any of these sensitive info types: SWIFT Code

# Instance count: 2 to any

# Actions: Restrict access to the content

Technical Requirements

Contoso must meet the following technical requirements:

# All admnistrative users must be able to review DLP reports.

# Whenever possible, the principle of least privilege must be used.

# For all users, all Microsoft 365 data must be retained for at least one year.

# Confidential documents must be detected and protected by using Microsoft 365.
# Site] documents that include credit card numbers must be labeled automatically.
# All admmistrative users must be able to create Microsoft 365 sensitivity labels.

# After a project is complete, the documents in Site3 that relate to the project must be retained for 10 years.

R #64

You have a Microsoft 365 E5 subscription that contains a Microsoft Teans channel named Channell. Channell contains research
and development documents.

Youplan to implement Microsoft 365 Copilot for the subscription.

Youneed to prevent the contents of files stored in Channell from being included in answers generated by Copilot and shown to
unauthorized users.

‘What should you use?

A. Microsoft Purview insider risk management
B. data loss prevention (DLP)

C. Microsoft Purview Information Barriers

D. sensitivity labels
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To prevent the contents of files stored in Channell from being included in Microsoft 365 Copilot responses and ensure unauthorized
users cannot access them, you should use Microsoft Purview Sensitivity Labels.

Sensitivity labels allow you to classify, protect, and restrict access to sensitive files. You can configure label-based encryption and
access control policies to ensure that only authorized users can access or interact with the files in Channell. Microsoft 365 Copilot
respects sensitivity labels, meaning if a file is labeled with restricted permissions, Copilot will not use it in generated responses for
unauthorized users.

PRI #65

You have a Microsoft 365 tenant that is opt-in for trainable classifiers.

You need to ensure that a user named Userl can create custom trainable classifiers. The solution must use the principle of least
privilege.

‘Which role should you assign to User1?

A. Security Operator

B. Global Admunistrator

C. Security Administrator

D. Compliance Administrator
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To create custom trainable classifiers in Microsoft Purview, the user must have rights in the compliance portal. The Compliance
Administrator role provides the necessary permissions to create and manage trainable classifiers. Security roles focus on threat



management, and Global Administrator is excessive (not least privilege).
Reference: Tramnable classifiers in Microsoft Purview
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You have a Microsoft 36S subscription that contains the sensitive information types (SITs) shown in the following exhibit.

Classifiers

Trainable classifiers  Sensitive info types  EDM classifiers

The semsitive ndo types heve are availsble 10 use in yowr security and compliance poliogs. These inchude a large collection of
types we provade, spanning regions around the globe. as well a3 any custom types you Bilve created
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Use the drop-down menus To select the answer choice that completes each statement based on the information presented in the

graphic.
NOTE: Each correct flection is worth one point.
Answer Area

To create a new SIT, you can copy [answer choice] b
ABA Routing Number and Adatum numbers only
‘ ABA Routing Number, Adatum numbers, and All Full Names only
| Adatum ddcument patteimsiand Adatum numbers only
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You can edit [answer choice] dicec W'W'ﬂuul \ lo*)g‘ copy Tirst |
ABA Rogng Number and Adatum numbers only

ABA Routing Number, Adatum numbers, and All Full Names only
Adatum document patterns and Adatum numbers only

. | Adatum numbers only

- IVI iCrOSOft |all of the SiTs
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Answer Area
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ABA Routing Number and Adatum numbers only

r:‘\im Routing Number, Adatum numbers, and All Full Names only |
L

Adatum a'.)(umen: patterngidnd Adatum numbers only
| Adatum numbers only

all of the SiTs
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You can edit [answer choice] directly witholif fre8ling &copy first. | *
ABA M&nq Number and Adatum numbers only
ABA Routing Number, Adatum numbers, and All Full Names only
Adatum document pattemns and Adatum numbers only
r&.»'ldelum numbersonly |
________
all of the SiTs
Explanation:
Answer Area ,-”| ~"roOSO F"]
HerUou
reate a new SIT, you can copy [answerchoicll.  ABA Rouling Number, Adatum numbers, and All Full Names only b
1 can edit janswer chowce]igectipiilhouliersating a copy first.  Adatum numbers only -

Step 1 - Understanding the scenario

The screenshot shows multiple Sensitive Information Types (SITs) in Microsoft Purview, including;

ABA Routing Number (Microsoft-built)

ASP.NET Machine Key (Microsoft-built)

Adatum document patterns (custom, Fingerprint type)
Adatum numbers (custom, Entity type)

Bundled SITs (like All Credential Types, All Full Names)
The question is asking:

Which SITs can you copy to create a new SIT?

Which SITs can you edit directly without copying?

Step 2 - Microsoft rules for SITs

Built-in SITs (published by Microsoft Corporation):

These cannot be edited directly. To modify them, you must create a copy first.

Custom SITs (created in your tenant, e.g,, Contoso):
These can be edited directly without making a copy.
Reference: Create a custom sensitive information type
Step 3 - Apply to the exhibit

"Adatum numbers" is published by Contoso (the organization), so it is a custom SIT. This means it can be edited directly.

Al SITs, whether built-in or custom, can be copied to forma new SIT.

& #67
You have a Microsoft 36S ES subscription

You plan to create an met data match (EDM) classifier named EDMI.

Youneed to grant permissions to hash and upload the sensitive
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