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Cisco Designing Cisco Data Center Infrastructure Sample Questions (Q62-
Q67):
NEW QUESTION # 62 
An engineer is building a data center network with VXLAN EVPN. The requirement is to use multicast for the broadcast, unknown
unicast, and multicast replication.
Which two VNI to multicast group mapping methods must be used to meet these requirements? (Choose two.)

A. many VNI to many multicast groups
B. many NVE to one multicast group
C. one NVE to many multicast groups
D. one VNI to one multicast group
E. many VNI to one multicast group

Answer: C,E

NEW QUESTION # 63 
What is the disadvantage of asynchronous storage replication as compared to synchronous storage replication in a disaster recovery
design?

A. specific backup requirements
B. reduction in application performance
C. distance limitations
D. potential data loss

Answer: D

Explanation:
Section: Storage Network Design
Explanation/Reference:
Reference: https://www.evidian.com/products/high-availability-software-for-application-clustering/synchronous- replication-vs-
asynchronous-replication/

NEW QUESTION # 64 
Refer to the exhibit. Server 1 fails to connect to the storage array over the Storage Area Network (SAN) of the Cisco NDS 9000
Series Switch.

The requirements are to redesign the storage network and keep these considerations in mind:
The traffic from each of the server must be redundant and isolated.
The design must tolerate hardware and software failures and upgrades of SAN fabric devices.



Which action must be taken to meet these requirements?

A. Place an additional Fibre Channel switch to create two physically independent storage fabrics.
B. Create a SAN port channel that faces the storage device to sustain a link failure.
C. Add an additional supervisor to the Fibre Channel switch to support nondisruptive upgrades.
D. Enable NPV and F-Port-channel on ports that face Server 1 on the Fibre Channel switch to create redundant paths.

Answer: D

NEW QUESTION # 65 
Refer to the exhibit.

The security team created a new security policy that requires certain types of traffic to be subject to deep packet inspection The
traffic types are
* internet traffic to application servers
* internet traffic to corporate users
* partner network traffic to application servers
* partner network traffic to corporate users
Where must the next-generation firewalls be inserted to implement the new policy?

A. inline insertion between the edge router duster and the core switch duster
B. one-armed insertion from the core switch cluster
C. inline insertion between the user network switch cluster and the core cluster
D. one-armed insertion from the ACl border leaf duster



Answer: D

NEW QUESTION # 66 
Refer to the exhibit. A Cisco engineer is implementing a customer data center design and must configure Cisco MDS 9000 Series
Switches. The configuration has the required IP addresses on each SAN. The requirement is that each FCIP is a separate E (ISL),
and the FCIP links must connect to different switches across the two SAN islands. Also, the Fibre Channel traffic is to be load-
balanced across the FCIP link. After the engineer configures the FCIP profiles and interfaces, they want to enable QoS for the link.
Which types of values are needed for the DSCP to mark the IP packets?

A. E (ISL) and GE peer ports speed
B. retransmit and keepalive timeout
C. control and data connection
D. port channel and F-ports

Answer: C

NEW QUESTION # 67
......
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