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Secure Network Visibility, Access, and Enforcement — 15%

Explaining the device compliance & application control benefits;

Configuring and verifying the finction of network access device, such as 802.1X, WebAuth, and MAB;

Explaining the capacity, benefits, and components of the security products & solutions, such as Cisco Stealthwatch, Cisco
Unbrella Investigate, Cisco Stealthwatch Cloud, Cisco pxGrid, and others.

Explaining identity management & secure network access concepts, such as profiling, posture assessment, guest services, as
well as BYOD;

Exam Topics

The candidates for the Cisco 350-701 Exam are required to develop a good comprehension of the topics covered in its
content before attempting the test. The detailed outline of knowledge and skills measured in the exam can be
downloaded from the official website. A brief description of the domains of the 350-701 certification test is provided
below:
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¢ Describing the function of the endpoint in the protection of humans from phishing & social engineering attacks;

¢ Comparing the most often security vulnerabilities, such as weak and hardcoded passwords, software bugs, SQL injection,
path traversal, buffer overflow, missing encryption, and cross-site scripting/forgery;

¢ Comparing the site-to-site VPN as well as remote access VPN deployment kinds, including IPsec, sVTI, Cryptomap,
FLEXVPN, DMVPN, etc;

¢ Describing the functionality of the cryptography elements, such as encryption, hashing, NAT-T IPv4 for [Psec, SSL, PKI,
IPsec, pre-shared key & certificate-based authorization,

¢ Describing North Bound & South Bound APIs within the SDN architecture;

¢ Interpreting the elementary Python scripts that are utilized to call Cisco Security appliances APIs.

¢ Explaining security intelligence consumption, sharing, and authoring;

Cisco Implementing and Operating Cisco Security Core Technologies Sample
Questions (Q544-Q549):

NEW QUESTION # 544
Refer to the exhibit,

*Jul 1 15:33:50.027: ISAKMP: (0):Enqueued KEY_MGR_SESSION_CLOSED for Tunnel0 deletion

*Jul 1 15:33:50.027: ISAKMP: (0):Deleting peer node by peer_reap for 2.2.2.2: D1250B0

*Jul 1 15:33:50.029: ISAKMP: (1001):peer does not do paranoid keepalives.

*Jul 115:33:54.781: ISAKMP-PAK: (0):received packet from 2.2:2.2 dport 500 sport 500 Global (N) NEW SA
“Jul 1 15:33:54.781: ISAKMP: (0):Created a peer struct for 2.2.2.2, peer port 500

“Jul 1 15:33:54.781: ISAKMP: (0):New peer created peér = 0x11026528 peer_handle = 0x80000004

*Jul 115:33:54.781: ISAKMP: (0):Locking peer struct 0x11026528, refcount 1 for crypto_isakmp_process_block
*Jul 1 15:33:54.782: ISAKMP: (0):local port 500, remote port 500

*Jul 115:33:54.782: ISAKMP: (0):Find a dup sain'the avl tree during calling isadb_insert sa = 104E3C68
*Jul 1 15:33:54.782: ISAKMP: (0):Input = IKE-MESG_FROM _‘PEER,'IKE_MM_EXCH

*Jul 115:33:54.782: ISAKMP: (0):0ld State= IKE_READY New-State = IKE_R_MM1

which command results in these messages when attempting to troubleshoot an iPsec VPN connection?

A. debug crypto ipsec endpoint

B. debug crypto isakmp

C. debug crypto Ipsec

D. debug crypto isakmp connection

Answer: B

Explanation:

The command that results in these messages when attempting to troubleshoot an iPsec VPN connection is debug crypto isakmp.
This command displays debug information about the Internet Key Exchange (IKE) protocol, which is used to establish security
associations (SAs) for IPsec VPNs. The messages in the exhibit show various steps and statuses of the IKE negotiation process,
such as creating and deleting peer structures, receiving and sending packets, and checking the compatibility of the security policies
and proposals. The other commands are either invalid (debug crypto ipsec endpoint and debug crypto isakmp connection) or
display different information (debug crypto ipsec shows the details of the [Psec encryption and decryption operations). References:
httpsy//www.cisco.conmyc/en/us/training-events/training- certifications/training/training-services/courses
/implementing-and-operating-cisco-security-core-technologies-scor. html

httpsy//www.cisco.comy/c/en/us/support/docs/security- vpn/ipsec-negotiation-ike-protocols/5409-ipsec-debug-

00.html

NEW QUESTION # 545
Drag and drop the capabilities of Cisco Firepower versus Cisco AMP from the left into the appropriate category on the right.



provides detection, blocking, tracking, analysis and remediation |  [C5€0 Firepawer

to protect against targeted persistent malware attacks

provides superior threat prevention and mitigation for known
and unknown threats

provides outbreak control through custom detections

provides the root cause of a threat based on thﬂsou
of compromise seen
355
P
provides the ability to perform rﬁrw

Answer:
Explanation:
provides detecﬁon,_hiockhg, trad-‘.ing, analysis and remediation (Cisco Firepower
to protect against targeted persistent malware attacks provides detection, blocking, tracking, analysis and remediation

to protect against targeted persistent malware attacks

provides superior threat prevention and mitigation for known
and unknown threats provides the ability to perform network discovery

|
provides outbreak control through custom detections provides Superibr threat Bevelitio fand i itightion for K
and unknown threats

provides the root cause of a threat based on the indicators [Cisco aMP
of compromise seen

provides outbreak control through custom detections

provides the ability to perform network discovery|

provides the root cause of a threat based on the indicators

of compromise seen
provides intrusion prevention before malware comprises
the host provides intrusion prevention before malware comprises
the host

NEW QUESTION # 546
What two mechanisis are used to redirect users to a web portal to authenticate to ISE for guest services?
(Choose two.)

A. single sign-on

B. local web auth

C. TACACS+

D. central web auth
E. mutltiple factor auth

Answer: B,D

NEW QUESTION # 547
In an TaaS cloud services model, which security fimction is the provider responsible for managing?

e A firewalling virtual machines
e B. Internet proxy



¢ C. hypervisor OS hardening
e D.CASB

Answer: C

Explanation:

Infrastructure as a Service (IaaS) in cloud computing is one of the most significant and fastest growing field. In this service model,
cloud providers offer resources to users/machines that include computers as virtual machines, raw (block) storage, firewalls, load
balancers, and network devices.

NEW QUESTION # 548
‘What does endpoint isolation in Cisco AMP for Endpoints security protect from?

A. an infection spreading across the network E

B. an infection spreading across the LDAP or Active Directory domain from a user account
C. a malware spreading across the user device

D. a malware spreading across the LDAP or Active Directory domain from a user account

Answer: B

Explanation:
https7/commumity.cisco.comvtS/endpoint-security/amp-endpoint-isolation/td-p/40866 74#~ text=Isolating’620an

NEW QUESTION # 549
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