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NEW QUESTION # 68
What is Phishing?
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e A ltis a technique used to capture network traffic in order to obtain passwords in plain text.
¢ B. It is the method to brute force passwords in web pages.
e C.Itis a type of cyber-attack in which attackers try to trick people to obtain confidential information, such as usernames.

Answer: C

Explanation:

Phishing is a widespread form of social engineering where an attacker sends deceptive communications that appear to come froma
reputable source, such as a bank, a popular web service, or even an internal IT department. The primary goal is to trick the recipient
into revealing sensitive personal or corporate information, such as usernames, passwords, credit card numbers, or proprietary data.
A typical phishing attack often involves an email or text message that creates a sense of urgency-for example, claiming there has
been "unauthorized activity" on an account and providing a link to "verify your identity". This link leads to a fraudulent website that
looks identical to the legitimate one. When the victim enters their credentials, they are directly handed over to the attacker.

Phishing has evolved into several specialized categories:

* Spear Phishing: Targeted attacks aimed at a specific individual or organization, often using personalized information to increase the
appearance of legitimacy.

* Whaling: A form of spear phishing directed at high-level executives (CEOs, CFOs) to steal high-value information or authorize
large wire transfers.

* Vishing and Smishing: Phishing conducted via voice calls (Vishing) or SMS text messages (Smishing).

From an ethical hacking perspective, phishing simulations are a critical part of a security assessment because they test the "human
firewall." Even the most advanced technical defenses can be bypassed if an employee is manipulated into providing their login token
or clicking a malicious attachment. Protecting against phishing requires a combination of technical controls (email filters, MFA) and
constant user awareness training,

NEW QUESTION # 69
What is a vulnerability scan?

e A Itis the process of mapping the network and nodes in a building for better distribution.
e B. Itis the process of identifying and exploiting gaps no matter what.
e C. It is the process of identifying, quantifying and prioritizing vulnerabilities in computer systems.

Answer: C

Explanation:

Vulnerability scanning is a fimdamental, automated cybersecurity practice designed to systematically identify and evaluate security
weaknesses within an organization's [T infrastructure. Unlike penetration testing, which actively attempts to exploit flaws to gauge the
depth of a potential breach, vulnerability scanning is generally a non-intrusive "reconnaissance-level” check. It uses specialized
software tools-vulnerability scanners-to probe network devices, servers, and applications to compare discovered services against
databases of known security flaws (Common Vulnerabilities and Exposures, or CVEs).

The process typically unfolds in several stages:

* System Discovery: Identifying all physical and virtual assets on the network, such as routers, physical hosts, and cloud endpoints.

* Vulnerability Detection: Probing open ports and services using techniques like "banner grabbing” or

"fingerprinting” to identify software versions and configurations.

* Prioritization and Reporting: Assigning severity scores (often using the CVSS framework) to identified flaws based on factors like
ease of exploitation and potential impact.

Vulnerability scans are essential for maintaining a strong security posture because they can be run continuously and automatically at a
lower cost than manual testing. They help organizations stay ahead of

"zero-day" and emerging threats by flagging missing patches, weak passwords, and insecure default configurations. While highly
effective at identifying broad classes of vulnerabilities-such as SQL mjection or outdated encryption-scanners can produce "false
positives," requiring security teans to validate findings before proceeding with remediation. Ultimately, vulnerability scanning serves
as the critical first step in a broader vulnerability management lifecycle.

NEW QUESTION # 70
‘What tool would you use to scan ports?

e A Nmap
e B. Metasploit
e C. Shodan



Answer: A

Explanation:

Nmap is the primary tool used forport scanning, making option B the correct answer. Port scanning is a core activity during the
reconnaissance and scanning phases of penetration testing, where the goal is to identify open, closed, or filtered ports on target
systems.

Nmap allows ethical hackers to discover which services are running, their versions, and potential misconfigurations. It supports
multiple scan types, including TCP SYN scans, UDP scans, and service detection scans, making it highly versatile and efficient.
Option A is incorrect because Metasploit is primarily an exploitation framework, not a dedicated port scanner.

Option C is incorrect because Shodan is an internet-wide search engine, not a direct scanning tool used against specific targets.
Understanding port scanning is essential for identifying attack surfaces. Open ports often expose services that may contain
vulnerabilities or misconfigurations. Ethical hackers use Nmap responsibly to map networks and guide firther testing,

Froma defensive perspective, regular port scanning helps organizations identify unnecessary services and enforce least-exposure
principles. Nmap remains one of the most fundamental tools in ethical hacking and network security.

NEW QUESTION # 71
Can all computers be hacked?

e A. Yes, all are hackable.
¢ B. No, only those that are not updated by security patches, both operating system and programs and exposed ports.
e C. Yes, all computer equipment can be hacked without any complications.

Answer: A

Explanation:

A common misconception in cybersecurity is that every single computer system is inherently vulnerable to a breach at any given
moment. However, from an ethical hacking and defensive standpoint, a computer is only

"hackable" if it presents an exploitable vulnerability. A system that is fully patched, correctly configured, and isolated from
unnecessary network exposure is significantly harder to compromise, often to the point where an attack is no longer viable for a
standard threat actor.

Vulnerabilities typically arise from three main areas: unpatched software, misconfigurations, and human error. Security patches are
updates issued by vendors to fix known vulnerabilities in the operating system or applications. If an administrator applies these
patches promptly, they close the "windows of opportunity” that hackers use to gain entry. Furthermore, "exposed ports" refer to
network entry points that are left open and listening for connections. A secure system follows the principle of "Least Functionality,"
meaning only essential ports and services are active, thereby reducing the "attack surface." The statement that all computers are
hackable "without any complications" is incorrect because security is a layered discipline. While a persistent and highly funded state-
sponsored actor might eventually find a "Zero- Day" vulnerability (a flaw unknown to the vendor), the vast majority of systems
remain secure as long as they adhere to rigorous maintenance schedules. Defensive strategies focus on "Hardening," which involves
removing unnecessary software, disabling unused services, and implementing strong authentication.

Therefore, a computer that is meticulously updated and shielded by firewalls and intrusion prevention systenms does not provide the
necessary "foothold" for an attacker to exploit, effectively making it unhackable through known standard vectors. This highlights the
importance of proactive management in mitigating attack vectors rather than assuming inevitable defeat.

NEW QUESTION # 72
Are brute force attacks extremely fast and effective?

e A. YES, no matter what specifications your computer has.
e B. NO, this type of attack take a long time and there is a probability that it will not work.
e C. YES, since the dictionaries on the Internet are very complete.

Answer: B

Explanation:

A brute force attack is a trial-and-error method used to decode encrypted data such as passwords or Data Encryption Standard
(DES) keys through exhaustive effort rather than intellectual strategies. The fundamental premise is that the attacker (or their
software) attempts every possible combination of characters until the correct one is found. While it is technically "effective" in that it
will eventually work given infinite time and resources, in practical application, it is often neither fast nor guaranteed to succeed.

The primary limitation of brute force attacks is time. As password complexity increases (the addition of uppercase letters, numbers,
and special symbols), the number of possible combinations grows exponentially.



For a high-entropy password, a standard brute force attack might take years or even centuries to complete, making it practically
useless for an immediate breach. Furthermore, modern security systems implement

"lockout" policies-such as freezing an account after three failed attempts-which effectively shuts down automated brute force
attempts.

Ethical hackers distinguish between "pure" brute force and "dictionary attacks". A dictionary attack uses a pre- compiled list of
common words and previously leaked passwords, which is significantly faster than trying every character combination but only
works if the victim uses a common or weak password. To mitigate brute force risks, organizations use "salting” (adding random data
to passwords before hashing) and muilti-factor authentication (MFA). Therefore, while brute force remains a valid threat vector that
must be tested, it is generally considered a "last resort" for an attacker due to its high time cost and high probability of detection or
failure.

NEW QUESTION # 73
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