MEHHICIPP-USHEE X AMH I ZHEAHTI D S

CIPP/US

STUDY GUIDE
2024—-2025

i ——— 300+ PRACTICE
OUESTIDNS

All in One CIPP Exam Prep for the Certified Information
Privacy Professional Certification. With Exam Review, 300+
Practice Test Questions.

2|1 Tteertkr CIPP-US Al EX & Q| A HEE ERE MHELWMORECEE £+ J&LICH
https//drive.google.com/open?id=10kNvLu748b38 TvgTBVSk3SFEabUSNimC

IAPP CIPP-US HEF ONH &= 0] 24 B HHIARE FFOlE HE 2 C|0|EHTA S , IAPP CIPP-USA|
HESHA HIHE HHEE ERCIE WSR2 u# § XMsle FUHEE FO{EK] ’QHSP MHIAE N2
Sl = Z/LICH IAPP CIPP-US HZ & Q7| = ol X227 K| B =& FOfstE EEAMHE A 22 ol & id&LCt

IAPP CIPP-US (Certified Information Privacy Professional/United States) A2 G O|E| Z2tO|tHA| & ok2| T Z7toi|AH| oH
—?— E@dts 2B Lt o] 21E2 I VIR HE EE METJ (APP)7L #=0idt =0, ol= 7HR HE 22 HME 7L

et 7tE 21 7t E EZuE 22 # 3| QI IAPP (International Association of Privacy Professionals)7¢ 4= 04 & L|C}.
CIPP—US AE2 o=Fo el HE Ee U 7ol cigt #EXo| x|A0 ZEM QA HE ES Z2 IS
FHEstn #elste sHE HAES TS MAE &L

CIPP-USAIAZ AEH2 DS AL A F VI HE B2 HE, 778 W A zld ol ¥ So| Ot FHME CHF
I A&LICH Ol R ASE ZPJI"* HE7IES S AM #3e HMS T ClolE E2 HMES Essied B &£
HIZH A&LICH E8t 282 RHdlo| 2okollM MEJIZ QIEor B3 7|3|& £ & A&LICH

deauch el e

TAPP CIPP-US AI&|2 O|E| Zatolui Al Eokol M st ZE ARFEOIH B4Rl 7
2ol NEMT 2T NS

x|
EE AMdHE HEAE=E R IS HE 25 B 30|, CIPP-US Rt H &2 T
YA 7R U HAS YL

>> CIPP-USHE|E Al Hx 3 H <<

AlEciH| cIPP-USHEIE 2|l HxZR Hu o


https://drive.google.com/open?id=1OkNvLu748b38TvgTBVSk3SFEabUSNimC
https://www.dumptop.com/free/CIPP-US-dump.html
https://www.itcertkr.com/CIPP-US_exam.html

Ttcertkr@| IAPP CIPP-US EHZ 2 A& & & H|SHIAPP CIPP-USAIHIHAE of Bt Zd0 ZrgLiCh 718 212 EXE
IAPP CIPP-USAIRHENE HIZ 22 BHEO{T MEE 2|1 HE 2 M 7HEHE AIFmA = o Hol ot H
I pdfit A 22tAMHIA R E|lo{JUEC] pdHE 2 £2{7t 55t 1 22t AHE2 FOEAME SIS E L
ch.

Z| &l Certified Information Privacy Professional CIPP-US S 2 EZEE A
(Q106-Q111):

EAE #106

SCENARIO

Please use the following to answer the next QUESTION:

You are the chief privacy officer at HealthCo, a major hospital in a large U.S. city in state A.

HealthCo is a HIPAA-covered entity that provides healthcare services to more than 100,000 patients. A third-party cloud
computing service provider, CloudHealth, stores and manages the electronic protected health information (ePHI) of these individuals
on behalf of HealthCo. CloudHealth stores the data in state B.

As part of HealthCo's business associate agreement (BAA) with CloudHealth, HealthCo requires CloudHealth to implement security
measures, including industry standard encryption practices, to adequately protect the data. However, HealthCo did not perform due
diligence on CloudHealth before entering the contract, and has not conducted audits of CloudHealth's security measures.

A CloudHealth employee has recently become the victim of a phishing attack. When the employee unintentionally clicked on a link
froma suspicious email, the PHI of more than 10,000 HealthCo patients was compromised. It has since been published online. The
HealthCo cybersecurity team quickly identifies the perpetrator as a known hacker who has launched similar attacks on other
hospitals - ones that exposed the PHI of public figures including celebrities and politicians.

During the course of its investigation, HealthCo discovers that CloudHealth has not encrypted the PHI in accordance with the terns
of its contract. In addition, CloudHealth has not provided privacy or security training to its employees. Law enforcement has
requested that HealthCo provide its investigative report of the breach and a copy of the PHI of the individuals affected.

A patient affected by the breach then sues HealthCo, claiming that the company did not adequately protect the individual's ePHI,
and that he has suffered substantial harm as a result of the exposed data. The patient's attorney has submitted a discovery request for
the ePHI exposed in the breach.

Of the safeguards required by the HIPAA Security Rule, which of the following is NOT at issue due to HealthCo's actions?

A. Administrative Safeguards
B. Technical Safeguards

C. Physical Safeguards

D. Security Safeguards
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EE #107
Under state breach notification laws, which is NOT typically included in the definition of personal information?

A. Social Security number

B. State identification number
C. First and last name

D. Medical Information
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Under state breach notification laws, personal information is typically defined as an individual's first name or first initial and last name
plus one or more other data elements, such as Social Security number, state identification number, account number, medical
mformation, etc. However, first and last name alone are not usually considered personal information, unless they are combined with
other data elements that could identify the individual or compromise their security or privacy. Therefore, option B is the correct
answer, as 1t is not typically included in the definition of personal information under state breach notification laws. References:
https://www.ncsl.org/technology-and-communication/security-breach-notification-lawshttps://
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SCENARIO
Please use the following to answer the next question:
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You are the chief privacy officer at HealthCo, a major hospital in a large U.S. city in state A. HealthCo is a HIPAA-covered entity
that provides healthcare services to more than 100,000 patients. A third-party cloud computing service provider, CloudHealth,
stores and manages the electronic protected health information (ePHI) of these individuals on behalf of HealthCo. CloudHealth
stores the data in state B. As part of HealthCo's business associate agreement (BAA) with CloudHealth, HealthCo requires
CloudHealth to implement security measures, including industry standard encryption practices, to adequately protect the data.
However, HealthCo did not perform due diligence on CloudHealth before entering the contract, and has not conducted audits of
CloudHealth's security measures.

A CloudHealth employee has recently become the victim of a phishing attack. When the employee unintentionally clicked on a Iink
froma suspicious email, the PHI of more than 10,000 HealthCo patients was compromised. It has since been published online. The
HealthCo cybersecurity team quickly identifies the perpetrator as a known hacker who has launched similar attacks on other
hospitals - ones that exposed the PHI of public figures including celebrities and politicians.

During the course of its investigation, HealthCo discovers that CloudHealth has not encrypted the PHI in accordance with the terms
of its contract. In addition, CloudHealth has not provided privacy or security training to its employees. Law enforcement has
requested that HealthCo provide its investigative report of the breach and a copy of the PHI of the individuals affected.

A patient affected by the breach then sues HealthCo, claiming that the company did not adequately protect the individual's ePHI,
and that he has suffered substantial harm as a result of the exposed data. The patient's attorney has submitted a discovery request for
the ePHI exposed in the breach.

What is the most significant reason that the U.S. Department of Health and Human Services (HHS) might impose a penalty on
HealthCo?

¢ A. Because HealthCo did not conduct due diligence to verify or monitor CloudHealth's security measures

¢ B. Because CloudHealth violated its contract with HealthCo by not encrypting the ePHI

e C. Because HealthCo did not require CloudHealth to implement appropriate physical and administrative measures to
safeguard the ePHI

¢ D. Because HIPAA requires the imposition of a fine if a data breach of this magnitude has occurred
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EE #109
Which act violates the Family Educational Rights and Privacy Act of 1974 (FERPA)?

A. A university posts a public student directory that includes names, hometowns, e-mail addresses, and najors

B. University police provide an arrest report to a student's hometown police, who suspect him of a similar crime

C. A newspaper prints the names, grade levels, and hometowns of students who made the quarterly honor roll

D. A K-12 assessment vendor obtains a student's signed essay about her hometown from her school to use as an exemplar
for public release
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Which of the following best describes how federal anti-discrimination laws protect the privacy of private- sector employees in the
United States?

A. They limit the amount of time a potential employee can be interviewed.

B. They promote a workforce of employees with diverse skills and interests.

C. They prescribe working environments that are safe and comfortable.

D. They limit the types of information that employers can collect about employees.
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Federal anti-discrimination laws, such as Title VII of the Civil Rights Act of 1964, the Equal Pay Act of 1963, the Age
Discrimination in Employment Act of 1967, and the Americans with Disabilities Act of 1990, prohibit employers from discrimnating
against employees or applicants based on certain protected characteristics, such as race, color, religion, sex, national origin, age,
disability, and genetic information.

These laws also limit the types of information that employers can collect, use, disclose, or retain about employees or applicants, in
order to prevent discrimination or nvasion of privacy. For example, employers cannot ask about an applicant's medical history,
disability status, genetic information, or religious beliefs, unless they are relevant to the job or a bona fide occupational qualification.
Enployers also cannot use such information to make adverse employment decisions, such as hiring, firing, promotion, or



compensation, unless they are justified by a legitimate business necessity or a reasonable accommodation. Employers must also
safeguard the confidentiality of such information and dispose of it properly when it is no longer needed. References:

* Federal Laws Prohibiting Job Discrimination Questions And Answers

* Laws Enforced by EEOC

* Employment and Anti- Discrimination Laws in the Workplace

* Protections Against Discrimmnation and Other Prohibited Practices

* 3. Who is protected from employment discrimination?
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