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An XYZ organization hired Mr. Andrews, a threat analyst. In order to identify the threats and mitigate the effect of such threats, Mr.
Andrews was asked to perform threat modeling. During the process of threat modeling, he collected important information about the
treat actor and characterized the analytic behavior of the adversary that includes technological details, goals, and motives that can be
useful in building a strong countermeasure.

What stage of the threat modeling is Mr. Andrews currently in?

A. System modeling

B. Threat profiling and attribution

C. Threat determination and identification
D. Threat ranking

ZX: B
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Daniel is a professional hacker whose aim s to attack a systemto steal data and money for profit. He performs hacking to obtain
confidential data such as social security numbers, personally identifiable information (PII) of an employee, and credit card
mformation. After obtaining confidential data, he firther sells the mformation on the black market to make money.

Daniel comes under which of the following types of threat actor.

A. Organized hackers

B. Industrial spies

C. Insider threat

D. State-sponsored hackers

ER: A
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Daniel's activities align with those typically associated with organized hackers. Organized hackers or cybercrimnals work in groups
with the primary goal of financial gain through illegal activities such as stealing and selling data. These groups often target large
amounts of data, including personal and financial information, which they can monetize by selling on the black market or dark web.
Unlike industrial spies who focuson corporate espionage or state-sponsored hackers who are backed by nation-states for political
or military objectives, organized hackers are motivated by profit. Insider threats, on the other hand, come from within the
organization and might not always be motivated by financial gain. The actions described in the scenario-targeting personal and
financial information for sale-best fit the modus operandi of organized cybercriminal groups.References:

* ENISA (European Union Agency for Cybersecurity) Threat Landscape Report

* Verizon Data Breach Investigations Report

PR #61
Which of the following characteristics of APT refers to numerous attempts done by the attacker to gain entry to the target's
network?

e A. Timeliness

e B. Multiphased

e (. Attack origination points
e D. Risk tolerance

£%: B
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Advanced Persistent Threats (APTs) are characterized by their 'Multiphased' nature, referring to the various stages or phases the
attacker undertakes to breach a network, remain undetected, and achieve their objectives.

This characteristic includes numerous attempts to gain entry to the target's network, often starting with reconnaissance, followed by
initial compromise, and progressing through stages such as establishment of a backdoor, expansion, data exfiltration, and maintaining
persistence. This multiphased approach allows attackers to adapt and pursue their objectives despite potential disruptions or initial
failures in their campaign. References:

* "Understanding Advanced Persistent Threats and Complex Malware," by FireEye

* MITRE ATT&CK Framework, detailing the multiphased nature of adversary tactics and techniques
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A threat analyst obtains an intelligence related to a threat, where the data is sent in the form of a connection request froma remote
host to the server. From this data, he obtains only the [P address of the source and destination but no contextual information. While
processing this data, he obtains contextual information stating that multiple connection requests from different geo-locations are
received by the server within a short time span, and as a result, the server is stressed and gradually its performance has reduced. He
further performed analysis on the information based on the past and present experience and concludes the attack experienced by the
client organization.

Which of the following attacks is performed on the client organization?

A. DHCP attacks

B. Bandwidth attack

C. MAC spoofing attack

D. Distributed Denial-of-Service (DDoS) attack
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John, a professional hacker, is trying to perform APT attack on the target organization network. He gains access to a single system
of a target organization and tries to obtain administrative login credentials to gain further access to the systems in the network using
various techniques.

What phase of the advanced persistent threat lifecycle is John currently in?

A. Expansion

B. Initial intrusion

C. Persistence

D. Search and exfiltration

BEE: A
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The phase described where John, after gaining initial access, is attempting to obtain administrative credentials to further access
systems within the network, is known as the 'Expansion’ phase of an Advanced Persistent Threat (APT) lifecycle. This phase
mvolves the attacker expanding their foothold within the target's environment, often by escalating privileges, compromising additional
systems, and moving laterally through the network. The goal is to increase control over the network and maintain persistence for
ongoing access.

This phase follows the mitial intrusion and sets the stage for establishing long-term presence and eventual data exfiltration or other
malicious objectives.References:

* MITRE ATT&CK Framework, specifically the tactics related to Credential Access and Lateral Movement

* "APT Lifecycle: Detecting the Undetected," a whitepaper by CyberArk
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