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CheckPoint Check Point Certified Security Expert R81 Sample Questions
(Q108-Q113):

NEW QUESTION # 108
True or False: In R81, more than one administrator can login to the Security Management Server with write permission at the same
tirme.

A. True, every administrator works on a different database that is independent of the other administrators.
B. False, only one administrator can login with write permission.

C. True, every administrator works in a session that is independent of the other administrators.

D. False, this feature has to be enabled in the Global Properties.

Answer: C

Explanation:

In R81, more than one administrator can login to the Security Management Server with write permission at the same time. This
feature is enabled by default and allows concurrent administration of the security policy.

Every administrator works in a session that is independent of the other administrators. Changes made by one administrator are not
visible to others until they are published. Administrators can also lock objects to prevent others from editing them until they are
unlocked. References: R81 Security Management Admnistration Guide, page 43.

NEW QUESTION # 109
To add a file to the Threat Prevention Whitelist, what two items are needed?

A. TP address of Management Server and Gateway
B. Object Name and MDS signature

C. MDS5 signature and Gateway

D. File name and Gateway

Answer: B

Explanation:

Explanation

To add a file to the Threat Prevention Whitelist, you need two items:

B: Object Name and MD5 signature

You need the Object Name to identify the file or object you want to whitelist, and the MDS5 signature to specify the unique hash
value of'that file. The MD5 signature ensures that the specific file you want to whitelist is identified accurately.

References: Check Point Certified Security Expert R81 Study Guide, Threat Prevention Administration Guide.

NEW QUESTION # 110
After having saved the Clish Configuration with the "save configuration config,txt" command, where can you find the config txt file?

e A. Youhave to launch the WebUI and go to "Config" -> "Export Config File" and specifiy the destination directory of your
local file system

e B. Youcan locate the file via SmartConsole > Command Line.

e C. Youwil find it in the home directory of your user account (e.g. /home/admir/)

¢ D. You cannot locate the file in the file system since Clish does not have any access to the bash file system

Answer: C

Explanation:

You will find the config.txt file in the home directory of your user account (e.g. /home/admin/)1. The save configuration config.txt
command is a Clish command that saves the current Gaia configuration to a text file2. The file is stored in the home directory of the
user who executed the command, and it can be accessed by using the cat or less commands in expert model. The file can also be
transferred to another machine by using the scp or sfip commands1. The config.txt file contains the Clish commands that are needed
to restore the Gaia configuration to the same state as when the file was saved2. The file can be used for backup, migration, or
troubleshooting purposes2.



References: How to backup and restore Gaia configuration - Check Point Software, Gaia R81.20 Administration Guide - Check
Point Software

NEW QUESTION # 111
Why would an administrator see the message below?

&3 (theck FoINnt

CHNOpGfiey:= | L.I ALPHA_GWO1_Policy x

I!I Access Control Total Sessions:1  (by admin)

Total Changes:

SmartConsole

o You selected to install 3 poligy®h QW01 that is different from
the currently installed pelicy,hich will be overwritten.
Selected policy: AEPHATGWO1_Policy
Installed pelicys Standard

Areyigu sdrelyou want to continue?

;i _ Yes No
Don't show the message again

Install M ode

@ Install on each selected gateway independently
«J| For Gateway Clusters install on all the membars, if fails do not install at all

Install on all selected gateways, if it fails do not install on gateway of the same version

A. A new Policy Package created on the Management is going to be installed to the existing Gateway.

B. A new Policy Package created on the Gateway is going to be installed on the existing Management.

C. A new Policy Package created on the Gateway and transferred to the Management will be overwritten by the Policy
Package currently on the Gateway but can be restored froma periodic backup on the Gateway.

D. A new Policy Package created on both the Management and Gateway will be deleted and must be backed up first before
proceeding,

Answer: A

NEW QUESTION # 112
You are investigating issues with to gateway cluster members are not able to establish the first initial cluster synchronization. What
service is used by the FWD daemon to do a Full Synchronization?

A. UDP port 8116
B. TCP port 443
C. TCP port 256
D. TCP port 257

Answer: C

NEW QUESTION # 113
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