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HH #198
Security controls protecting against fire, floods, and earthquakes are:

A. Technical controls

B. Administrative controls
C. Physical controls

D. Logical controls

EfE: C
fEE RN -

Physical controls such as fire suppression systens, flood barriers, and seismic bracing protect facilities and equipment from
environmental threats.

H #199
Faking the sender address of a transmission to gain illegal entry is called:

¢ A. Spoofing
¢ B. Phishing
e C.ARP

e D Al

Ef: A

R
Spoofing involves falsifying identity information (IP, MAC, email headers) to appear as a trusted source and bypass controls.
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A #200
A measure conmbining impact and likelihood is known as:

o A Threat vector
e B. Threat

e C. Impact
¢ D. Risk

IEf#: D

TR
Risk is calculated by evaluating the likelihood of a threat exploiting a vulnerability and the resulting impact.

HA #201
What doescriticalityrepresent?

A. The importance of data or systens to mission success
B. All of the above

C. Consultation needs

D. Availability requirements

Ef: A

A -
Criticality reflects how essential an asset is to business operations or mission success. It influences prioritization, recovery planning,
and protection strategies.

E R #202
What is the primary goal of Identity and Access Management (IAM) in cybersecurity?

e A. To eliminate the need for user authentication

¢ B. To ensure 100% security against all threats

e C. To provide secure and controlled access to resources

e D. To monitor network traffic for performance optimization

EfE: C

fiR .-

The primary goal of Identity and Access Management (IAM) is to ensuresecure and controlled accessto organizational resources.
IAM systems manage user identities, authenticate users, and authorize access based on roles, policies, and least privilege principles.
TAM does not guarantee complete protection against all threats, as no system can provide 100% security. It also does not elimnate
authentication or focus on network performance monitoring, Instead, IAM ensures that theright usershave theright accessto theright
resourcesat theright time.

Core IAM capabilities include identity provisioning, authentication, authorization, access reviews, and auditing. IAM is foundational
to zero trust architectures and is emphasized by NIST, ISO/IEC 27001, and CIS as a critical security control for preventing
unauthorized access and reducing insider threat risk.
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