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M #209
Which standard is recognized as part of the NIST CSF Informative References?

A. PCIDSS
B. ISO 9001
C. ISA/IEC 62443
D. COBIT 5

M
R

: C
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ISA/TEC 62443 is listed as an "Informative Reference" in the NIST Cybersecurity Framework (CSF). The NIST CSF provides
cross-references to a number of standards and guidelines, including ISO/IEC 27001, NIST SP 800-53, and ISA/IEC 62443, to
help organizations implement cybersecurity controls using globally recognized frameworks tailored for industrial and critical
mffastructure environments.

Reference: NIST Cybersecurity Framework v1.1, Appendix A (Informative References Table); NIST CSF online informative
references mapping tool.

I #210
Which part of the ISA/IEC 62443 series describes a methodology to develop quantitative metrics?

A. Part 3-2
B. Part 1-2
C. Part 2-1
D. Part 1-3

Ef#: D

A -

ISA/IEC 62443-1-3 is specifically titled "System Security Conformance Metrics" and introduces a methodology to develop
quantitative metrics for assessing how well a system conforns to the ISA/IEC 62443 requirements.

"Part 1-3 defines a set of metrics to quantitatively measure the conformance of systenms and components to the ISA/IEC 62443
series. It supports repeatable assessment and benchmarking,"

- ISA/IEC 62443-1-3:2013, Scope and Clause 5

This allows organizations to establish measurable KPIs and drive continuous improvement in IACS cybersecurity prograns.
References:

ISA/IEC 62443-1-3:2013 - Scope and Methodology Section

ISA/TEC 62443-1-1 - Relationship to other parts

HM #2011
At Layer 4 of the Open Systens Interconnection (OSI) model, what identifies the application that will handle a packet mside a host?
Available Choices (select all choices that are correct)

A. A TCP/UDP host ID

B. ATCP/UDP registry number
C. ATCP/UDP application ID
D. ATCP/UDP port number

IEfE: D

R :

At layer 4 of the OSI model, also known as the transport layer, the application that will handle a packet inside a host is identified by
a TCP/UDP port number. A port number is a 16-bit integer that is assigned to a specific application or service that runs on a host.
Port numbers are used to multiplex and demultiplex the data streams that are exchanged between hosts and end systens.
Multiplexing is the process of combining multiple data streams into one, while demultiplexing is the process of separating one data
stream into mutltiple ones. Port numbers are part of the header of the transport layer protocol data unit (PDU), which is called a
segment for TCP and a datagram for UDP. The header contains the source port number and the destination port number, which
ndicate the applications that are involved in the communication. For example, if a host sends a packet to another host using the
HTTP protocol, which runs on port 80 by default, the source port number would be a random number chosen by the sender, and
the destination port number would be 80. The receiver would then use the destination port number to demultiplex the packet and
deliver it to the HTTP application.

Port numbers are divided into three ranges: well-known ports (0-1023), registered ports (1024-49151), and dynamic or private
ports (49152-65535). Well-known ports are reserved for common and standardized applications and services, such as HTTP (80),
FTP (21), and SSH (22). Registered ports are assigned by the Internet Assigned Numbers Authority (IANA) to specific
applications and services that request them, such as Skype (49175) and Minecraft (25565). Dynamic or private ports are not
assigned by any authority and can be used by any application or service that needs them, such as ephemeral ports that are used for
temporary connections.

The other options are not valid identifiers for the application that will handle a packet inside a host at layer 4 of the OSI model. A
TCP/UDP application ID is not a term that is used in the OSI model or the TCP/IP model. A TCP/UDP host ID is not a term that is



used in the OSI model or the TCP/IP model, and it would be more appropriate for layer 3, which is the network layer, where the
host is identified by an IP address. A TCP

/UDP registry number is not a term that is used in the OSI model or the TCP/IP model, and it would be more appropriate for layer
5, which is the session layer, where the registry number is used to identify a session between two hosts.

References:

Transport Layer | Layer 4 | The OSI-Modell

OSI model - Wikipedia2

What is Layer 4 of the OSI Model? | Glossary | A10 Networks3

What Are the 7 Layers of the OSI Model? | Webopedia4

HH #212
According to ISA/IEC TR 62443-1-5, which documents can be referenced when creating a security profile?

e A Only ISA/IEC 62443-1-1 and 1-2

e B.ISA/IEC 62443-2-1, 2-4, 3-3, 4-1, and 4-2

¢ C. Any cybersecurity standard outside the ISA/IEC 62443 series
e D. Only ISA/IEC 62443-3-3 and 4-1

Ef#: B
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ISA/IEC TR 62443-1-5 provides formal guidance on the creation and structure of cybersecurity profiles within the ISA/IEC 62443
framework. A security profile is intended to tailor existing requirenments to a specific industry sector, application, or use case without
altering the mtegrity of the base standard.

Step 1: Purpose of a security profile

The technical report clarifies that profiles are selections and combinations of existing requireiments, not a mechanism to nvent new
controls. Profiles ensure consistent application of ISA/IEC 62443 while addressing sector-specific risk, regulatory, or operational
needs.

Step 2: Authorized source documents

TR 62443-1-5 explicitly states that security profiles may reference requirements from:

* ISA/IEC 62443-2-1 (asset owner security program requirements)

* ISA/IEC 62443-2-4 (service provider requirements)

* ISA/IEC 62443-3-3 (system security requirements)

* ISA/IEC 62443-4-1 (secure product development lifecycle)

* ISA/IEC 62443-4-2 (technical component requirements)

These documents collectively cover organizational, system, and component security.

Step 3: Why other options are incorrect

* Limiting profiles to only Parts 3-3 and 4-1 excludes governance and lifecycle requirements.

* Parts 1-1 and 1-2 are foundational and definitional, not requirement sources.

* Referencing standards outside the 62443 family violates the intent of maintaining internal consistency.

Step 4: Standard integrity

By restricting profiles to these documents, ISA ensures profiles remain interoperable, auditable, and certifiable.

Thus, Option C is the only correct answer.

B #213
After receiving an approved patch fiom the JACS vendor, what is BEST practice for the asset owner to follow?

A. If a high priority, apply the patch at the first unscheduled outage.

B. Ifno problems are experienced with the current IACS, 1t is not necessary to apply the patch.
C. Ifa low priority, there is no need to apply the patch.

D. Ifa medium priority, schedule the nstallation within three months after receipt.

EfE: A

A -

According to the ISA/IEC 62443 Cybersecurity Fundamentals Specialist resources, patches are software updates that fix bugs,
vulnerabilities, or improve performance of a system Patches are classified into three categories based on their urgency and impact:
low, medium, and high. Low priority patches are those that have minimal or no impact on the system functionality or security, and
can be applied at the next scheduled maintenance. Medium priority patches are those that have moderate impact on the system



functionality or security, and should be applied within a reasonable time frame, such as three months. High priority patches are those
that have significant or critical impact on the system finctionality or security, and should be applied as soon as possile, preferably at
the first unscheduled outage. Applying patches in a timely manner is a best practice for maintaining the security and reliability of an
industrial automation and control system (IACS). References:

ISA/TEC 62443 Cybersecurity Fundamentals Specialist Study Guide, Section 4.3.2, Patch Management ISA/IEC 62443-2-1:2009,
Security for industrial automation and control systens - Part 2-1: Establishing an industrial autormation and control systes security
program, Clause 5.3.2.2, Patch management ISA/IEC 62443-3-3:2013, Security for industrial autormation and control systemns -
Part 3-3: System security requirements and security levels, Clause 4.3.3.6.2, Patch management
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