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B #77
A company is developing a new service product offering that will involve the storage of personal health information. The Chief

Information Security Officer (CISO) is researching the relevant compliance regulations. Which of the following best describes the
CISO's action?

e A. Data classification

¢ B. Due diligence

e (. Reference framework
e D. Data retention
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Comprehensive and Detailed Step by Step Explanation:

Due diligenceinvolves researching and understanding regulatory requirements (e.g., HIPAA) to ensure compliance for handling
sensitive data like personal health information.

Data retentionrefers to how long data is stored, not compliance research.

Data classificationorganizes data by sensitivity but is not specific to compliance research.

Reference frameworksprovide guidelines for implementation but are not directly about research.

References:

CompTIA CASP+ Exam Objective 1.1: Analyze business and compliance requirements.

CASP+ Study Guide, Sth Edition, Chapter 2, Legal and Regulatory Compliance.

B #78

A company processes sensitive cardholder information that is stored in an internal production database and accessed by internet-
facing web servers. The company's Chief Information Security Officer (CISO) is concerned with the risks related to sensitive data
exposure and wants to implement tokenization of sensitive information at the record level. The company implements a one-to-many
mapping of primary credit card numbers to temporary credit card numbers.

Which of the following should the CISO consider in a tokenization system?

A. Single-use translation
B. Data field watermarking
C. Salted hashing

D. Field tagging

Ef: A

B #79

A pharmaceutical company was recently compromised by ransomware. Given the following EDR output fiom the process
investigation:

On which of the following devices and processes did the ransomware originate?

A. cpt-ws002, NO-AV.exe
B. cpt-ws026, DearCry.exe
C. cpt-ws026, NO-AV.exe
D. cpt-ws018, powershell.exe
E. cpt-ws002, DearCry.exe
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The EDR output shows the process tree of the ransonware infection. The root node is NO-AV.exe, which is a malicious executable
that disables antivirus software and downloads the DearCry ransomware. The NO-AV.

exe process was launched on cpt-ws026 by a user named John. The DearCry.exe process was then launched on cpt-ws026 by
NO-AV.exe and propagated to other devices via SMB. Therefore, the ransomware originated from cpt-ws026 and NO-AV.exe.
Verified References:

httpss//www.microsoft.comvsecurity/blog/2021/03/12/analyzing-dearcry-ransomware- the-first-attack-to- exploit-exchange-server-
vulnerabilities/

https//www.crowdstrike.com/blog/dearcry-ransonware-analysis/

HR #80

A conpany plans to build an entirely remote workforce that utilizes a cloud-based infrastructure.

The Chief Information Security Officer asks the security engineer to design connectivity to meet the following requirements:
- Only users with corporate-owned devices can directly access servers hosted by the cloud provider.

- The company can control what SaaS applications each individual user can access.

- User browser activity can be monitored.

Which of the following solutions would BEST meet these requirements?

e A SSL tunnel, DLP, and host-based firewall
e B. VPN, CASB, and secure web gateway



e (. API gateway, UEM, and forward proxy
¢ D. IAM gateway, MDM, and reverse proxy

IEf#: B
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A VPN would ensure that only corporate-owned devices can directly access the cloud-based infrastructure.

A Cloud Access Security Broker (CASB) can control the access of individual users to SaaS applications, fulfilling the second
requirerment.

A secure web gateway can monitor user browser activity, satisfying the final requirement. The secure web gateway acts as a security
layer between the users and the internet, allowing for the monitoring and controlling of web traffic and ensuring that only authorized
web resources are accessible.

HM #81
A security administrator has been provided with three separate certificates and is trying to organize them into a single chain of trust to
deploy on a website. Given the following certificate properties:

Which of'the following are true about the PKT hierarchy? (Select two).

A. BudgetCert is the top-level CA

B. BudgetCert is an mtermediate CA.

C. www.budgetcert.comis the top-level CA.

D. SuperTrust RSA 2018 is an intermediate CA.
E. SuperTrust RSA 2018 is the top-level CA.

F. www.budgetcert.com is an intermediate CA.

Ef#: A E
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Based on the given certificate properties:

SuperTrust RSA 2018 is an intermediate certificate authority (CA) because 1t is issued by BudgetCert Global Root CA, which is the
top-level certificate authority.

BudgetCert is the top-level CA (root CA) in this public key infrastructure (PKT) hierarchy, as it issues certificates to SuperTrust
RSA 2018 and has no issuer of its own.

Therefore, SuperTrust RSA 2018 is the mtermediate CA, and BudgetCert is the top-level (toot) CA in this PKI chain of trust. The
www.budgetcert.com certificate is the leaf or end-entity certificate, which is used for the webstte itself.

Reference:

CASP+ CAS-004 Exam Objectives: Domain 3.0 - Enterprise Security Architecture (PKI and Certificate Chains of Trust)
CompTIA CASP+ Study Guide: PKI Hierarchy and Certificate Trust Models
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