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The overall competence of the12:

* The audit scope and criteria: The audit scope defines the extent and boundaries of the audit, such as the locations, processes,
functions, and time period to be audited. The audit criteria are the set of policies, procedures, standards, or requirements used as a
reference against which the audit evidence is compared. The audit scope and criteria determine the complexity and extent of the
audit, and thus mnfluence the number and expertise of the auditors needed to cover all the relevant aspects of the audit.

* The overall competence of the audit team needed to achieve audit objectives: The audit team should have the appropriate
knowledge, skills, and experience to conduct the audit effectively and efficiently, and to provide credible and reliable audit results.
The audit team competence should include the following elements12:

* Generic competence: The ability to apply the principles and methods of auditing, such as planning, conducting, reporting, and
following up the audit, as well as the personal behaviour and attributes of the auditors, such as ethical conduct, fair presentation,
professional care, independence, and impartiality.

* Discipline and sector-specific competence: The ability to understand and apply the audit criteria and the relevant technical or
industry aspects of the audited organization, such as the information security management system (ISMS) requirements, the
information security risks and controls, the legal and regulatory obligations, the organizational context and culture, the processes and
activities, the products and services, etc.

* Audit team leader competence: The ability to manage the audit team and the audit process, such as coordinating the audit activities,
commumnicating with the audit programme manager and the auditee, resolving any audit-related problens, ensuring the quality and
consistency of the audit work and the audit report, etc.

The person responsible for managing the audit programme should not consider the following factors when deciding the size and
composition of the audit team for a specific audit, as they are either irrelevant or inappropriate for the audit process12:

* Customrer relationships: The audit team should not be influenced by any personal or professional relationships with the auditee or
other interested parties, as this may compromise the objectivity and impartiality of the audit. The audit team should avoid any
conflicts of interest or self-interest that may affect the audit results or the audit decisions.

* Seniority of the audit team leader: The audit team leader should be selected based on their competence and experience, not on
their seniority or rank within the organization or the audit programme. The audit team leader should have the authority and
responsibility to manage the audit team and the audit process, regardless of their seniority or position.

* The cost of the audit: The cost of the audit should not be the primary factor for determining the size and composition of the audit
team, as this may compromise the quality and effectiveness of the audit. The audit team should have sufficient resources and time to
conduct the audit in accordance with the audit objectives, scope, and criteria, and to provide accurate and reliable audit results and
recommendations.

* The duration preferred by the auditee: The duration of the audit should be based on the audit objectives, scope, and criteria, and
the availability and cooperation of the auditee, not on the preference or convenience of the auditee. The audit team should have
enough time to conduct the audit in a thorough and systematic manner, and to collect and evaluate sufficient and relevant audit
evidence.

References:

*1SO 19011:2018 - Guidelines for auditing management systems
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* PECB Candidate Handbook ISO 27001 Lead Auditor, pages 19-20
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The options that represent valid audit trails for assessing the organisation's application of control 5.7 - Threat Intelligence, according
to ISO/IEC 270012022, are:

Option A: I will determine whether internal and external sources of information are used in the production of threat mtelligence. This
is relevant because effective threat intelligence typically requires gathering information from muiltiple sources to be comprehensive.
Option D: I will check that the organisation has a fully documented threat intelligence process. Proper documentation is a core
requirenment in ISO standards to ensure processes are defined, implemented, and maintained consistently.

Option E: T will check that threat intelligence is actively used to protect the confidentiality, integrity, and availability of the
organisation's information assets. This verifies that the output of threat intelligence is being used effectively within the organisation's
information security practices.
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These four scenarios are examples of a lack of competence, which is defined as the ability to apply the knowledge and skills needed
to performa work role or a task effectively and efficiently12. Competence in ISO 27001:2022 is determined by the organisation's
needs and expectations, and it is based on the relevant education, training, or experience of the people involved in the ISMS34. The
organisation is required to ensure that all the people who affect the performance of the ISMS are competent, and to provide them
with the necessary training and awareness to fulfil their roles and responsibilities35. The four scenarios indicate that the people
mvolved either lack the knowledge or skills to perform their tasks, or have not received the appropriate training or guidance to do
so. The other scenarios are not related to conmpetence, but to other factors such as negligence, error, or policy violation.

M #196



AR R E R TR R AN T B E R G T A — TR R 2

o A MBS E AN S IR A B O R

* B Off & REHE

o C. TR EUEERCAS & 4 TEUAH B (0 Y IE 18 W O o i DR e %

o D HMEEMTHEARKENREEERG T AERMLMER,

Ef#: D

R -

The conclusion in the audit report that is not required by the certification body when deciding to grant certification is that the
organisation fully complies with all legal and other requirements applicable to the ISMS. This is because the certification body does
not have the authority or the responsibility to verify the legal compliance of the organisation, as this is outside the scope of ISO/IEC
27001:2022. The certification body only evaluates the conformity of the organisation's ISMS with the requirements of the standard,
which include the establishment of a process to identify and evaluate the legal and other requirements that are relevant to the ISMS.
The organisation is responsible for ensuring its own legal compliance and for providing evidence of such compliance to the
certification body if requested. References: = ISO/IEC 27001:2022, clause

6.1.3; ISO/IEC 27006:2022, clause 9.2.2.4; PECB Candidate Handbook ISO 27001 Lead Auditor, page 29.

B #197
RE
T B — TE R B B 1R Y ERAEAZ A SN AT AR AR AR P T EAR R TR 2

o A NEESHEMBFEEMBOAE, DRRAENBIEZ R, W RIHMETER I EME TR SR
o B. SMERFEIZE ER R N IR COE, T DY AT A Rl B R o R A
o C. NEPHEHEZE BB/ PRI SRS MATEIH &, TAET B 58

Ef: A

L

The correct answer is A, because internal and external audits serve different but complementary purposes within an ISO/IEC
27001-based ISMS. Internal audits are conducted by or on behalf of the organization to regularly assess the effectiveness,
conformity, and continual improvement of the ISMS. Their results help management identify weaknesses, risks, and opportunities for
improvement before they become systemic issues.

ISO/IEC 27001 requires organizations to conduct internal audits at planned intervals to ensure the ISMS conforms to both internal
requirenments and the standard. These audits provide valuable input into management reviews, corrective actions, and readiness for
external audits. In this way, internal audits act as an early warning and improvement mechanism.

External audits, conducted by an independent certification body, rely partly on the maturity demonstrated through internal audit
outcomes. They verify whether the organization's ISMS meets ISO/IEC 27001 requirements and whether nternal audits are
effective and properly implemented.

Option B is incorrect because internal audits are not passive reviews of external audit outputs; they are independent assessments
with their own scope and objectives. Option C is incorrect because the roles are reversed: internal audits focus on ongoing internal
improvement, while external audits focus on certification conformity.

Therefore, internal audits directly support and complement external audits by strengthening ISMS readiness and effectiveness.
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