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A 274

o VPN: This section of the exam measures the skills of network security engineers and covers the
configuration and deployment of Virtual Private Network (VPN) solutions. Candidates are required to

=x 1 implement SSL. VPN to grant secure remote access to internal resources and configure [Psec VPNs in

either meshed or partially redundant topologies to ensure encrypted communication between distributed

network locations.

¢ Routing: This section of the exam measures the skills of firewall administrators and covers the configuration

of routing features on FortiGate devices. It includes defining and applying static routes for directing traffic
FH 2 within and outside the network, as well as setting up Software-Defined WAN (SD-WAN) to distribute
and balance traffic loads across multiple WAN connections efficiently.
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¢ Content inspection: This section of the exam measures the skills of network security engineers and covers
the setup and management of content inspection features on FortiGate. Candidates must demonstrate an
understanding of encrypted traffic inspection using digital certificates, identify and apply FortiGate

=X 3 spection modes, and configure web filtering policies. The ability to implement application control for

monitoring and regulating network application usage, configure antivirus profiles to detect and block

malware, and set up Intrusion Prevention Systerrs (IPS) to shield the network from threats and

vulnerabilities is also assessed.

¢ Deployment and system configuration: This section of the exam measures the skills of network security
engineers and covers essential tasks for setting up a FortiGate device in a production environment.
Candidates are expected to perform the initial configuration, establish basic connectivity, and integrate the
M 4 device within the Fortinet Security Fabric. They must also be able to configure a FortiGate Cluster
Protocol (FGCP) high availability setup and troubleshoot resource and connectivity issues to ensure system
readiness and network uptime.

¢ Firewall policies and authentication: This section of the exam measures the skills of firewall administrators
and covers the implementation and management of security policies. It involves configuring basic and
advanced firewall rules, applying Source NAT (SNAT) and Destination NAT (DNAT) options, and
enforcing various firewall authentication methods. The section also includes deploying and configuring
Fortinet Single Sign-On (FSSO) to streamline user access across the network.

FH 5

%| 2l Network Security FCP_FGT_AD-7.6 R 2MZE2H| (Q61-Q66):

EE #61
An admmnistrator configures FortiGuard servers as DNS servers on FortiGate using default settings.
What is true about the DNS connection to a FortiGuard server?

A. Tt uses DNS over HTTPS.
B. It uses DNS over TLS.

C. It uses UDP 8888.

D. It uses UDP 53.

HE. D
A,

When FortiGuard servers are configured as DNS servers on FortiGate with default settings, the DNS queries are sent using the
standard DNS protocol over UDP port 53.

AR #62

Refer to the exhibit. Based on the routing table shown in the exhibit, which two statements are true? (Choose two.)
Destination = Gateway IP = Interface = Status =

0.0.0.0/0 100.65.0.254 i port2 @ Enabled

10.10.10.0/24 100.66.0.254 iport3 @ Enabled

10013024 1001325 T | M peRe @ Enabled

A. A packet with the source IP address 10.10.10.10arriving on port2 is allowed if strict RPF is enabled.

B. A packet with the source TP address 10.0.13.10arriving on port2 is allowed if strict RPF is disabled.

C. A packet with the source IP address 10.100.110.10arriving on port3 is allowed if strict RPF is disabled.
D. A packet with the source IP address 10.100.110.10arriving on port2 is allowed if strict RPF is enabled.

4. B,C

ME.
With strict RPF disabled, asymmetric routing is allowed. So, a packet sourced from
10.100.110.10 (not present in the routing table) and arriving on port3 will be accepted as long as a return route exists (default route



via port2).
With strict RPF disabled, a packet from 10.0.13.10 arriving on port2 is also allowed, even though the routing table expects it to
come via port6, since the system does not enforce the nterface check without strict RPF.

EE #63
Refer to the exhibits.
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You have implemented the application sensor and the corresponding firewall policy as shown in the exhibits.
You cannot access any of the Google applications, but you are able to access www.fortinet.com.
‘What would you do to resolve this issue?

A. Add *Google*.comto the URL category in the security profile.

B. Change the Inspection mode to Proxy-based.

C. Move up Google in the Application and Filter Overrides section to set its priority to 1.
D. Set SSL inspection to deep-content-inspection.

: D

o
m

EE #64
Refer to the exhibit.

O =hiniml=h

FortiGate has two separate firewall policies for Sales and Engineering to access the same web server with the same security profiles.




‘Which action must the administrator performto consolidate the two policies into one?

A. Select port] and port2 subnets in a single firewall policy.

B. Replace port] and port2 with the any interface in a single firewall policy.

C. Enable Multiple Interface Policies to select port] and port2 in the same firewall policy.

D. Create an Aggregate interface that includes portl and port2 to create a single firewall policy.

HE: C
ME:

Enabling Multiple Interface Policies allows you to select multiple interfaces (like port1 and port2) in a single firewall policy,
consolidating access rules for both Sales and Engineering to the web server.

HEE #65

You have configured an application control profile, set peer-to-peer traffic to Block under the Categories tab, and applied it to the
firewall policy. However, your peer-to-peer traffic on known ports is passing through the FortiGate without being blocked. What
FortiGate settings should you check to resolve this issue?

A. FortiGuard category ratings

B. Network Protocol Enforcement

C. Application and Filter Overrides

D. Replacement Messages for UDP-based Applications

He: B

3.

Network Protocol Enforcement settings control how FortiGate inspects and enforces protocols on traffic, including peer-to-peer
applications on known ports. If not properly enabled, peer-to-peer traffic may bypass blocking despite the application control
profile.
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