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NEW QUESTION # 10

Scenario 1:

into incidents that could result in substantial material or non-material damage. When it comes to identifying and mitigating risks, the
company has employed a standardized methodology. It conducts thorough risk identification processes across all operational levels,
deploys mechanisis for early risk detection, and adopts a uniform framework to ensure a consistent and effective incident response.
In alignment with its incident reporting plan, SecureTech reports on the initial stages of potential incidents, as well as after the
successful mitigation or resolution of the incidents.

Moreover, SecureTech has recognized the dynamic nature of cybersecurity, understanding the rapid technological evolution. In
response to the ever-evolving threats and to safeguard its operations, SecureTech took a proactive approach by implementing a
comprehensive set of guidelines that encompass best practices, effectively safeguarding its systems, networks, and data against
threats. The company invested heavily in cutting-edge threat detection and mitigation tools, which are continuously updated to tackle
emerging vulnerabilities. Regular security audits and penetration tests are conducted by third-party experts to ensure robustness
against potential breaches. The company also prioritizes the security of customers' sensitive information by employing encryption
protocols, conducting regular security assessments, and integrating multi-factor authentication across its platforns.

Based on the last paragraph of scenario 1, which of the following standards should SecureTech utilize to achieve its objectives
concerning the protection of customers' data?

e A ISO/IEC 27018
e B.ISO/IEC 27017
e C.ISO/EC TR 27103

Answer: A

NEW QUESTION # 11
What is the key feature of the process for entities that voluntarily submit notifications to CSIRTS or relevant authorities regarding
cybersecurity incidents, threats, and near misses?

¢ A, Priority processing of their notifications

¢ B. Immunity from any legal actions
¢ C. Financial incentives for reporting

Answer: A

NEW QUESTION # 12

Scenario 6: Solicure is a leading pharmaceutical company dedicated to manufacturing and distributing essential medications. Thriving
mn an industry characterized by strict regulations and demanding quality benchmarks, Solicure has taken proactive steps to adhere to
the requirements of the NIS 2 Directive. This proactive approach strengthens digital resilience and ensures the continued excellence
of product offerings.

Last year, a cyberattack disrupted Solicure's research and development operations, raising concerns about the potential compromise
of sensitive information regarding drug formulation. Solicure initiated an immediate investigation led by its cybersecurity team,
gathering technical data to understand the attackers' methods, assess the damage, and swiftly identify the source of the breach. In
addition, the company implemented measures to isolate compromised systems and remove the attackers fromits network. Lastly,
acknowledging the necessity for long-term security improvement, Solicure implemented a comprehensive set of security measures to
comply with NIS 2 Directive requirements, covering aspects such as cybersecurity risk management, supply chain security, incident
handling, crisis management, and cybersecurity crisis response planning, among others.

In line with its crisis management strategy, Solicure's chief information security officer, Sarah, led the initiative to develop a
comprehensive exercise plan to enhance cyber resilience. This plan was designed to be adaptable and inclusive, ensuring that
organizational decision-makers possessed the essential knowledge and skills required for effective cybersecurity threat mitigation.
Additionally, to enhance the efficacy ofits crisis management planning, Solicure adopted an approach that prioritized the structuring
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of crisis response.

A key aspect of Solicure's cybersecurity risk management approach centered on the security of its human resources. Given the
sensitive nature of'its pharmaceutical products, the company placed utmost importance on the employees' backgrounds. As a result,
Solicure implemented a rigorous evaluation process for new employees, including criminal history reviews, prior role investigations,
reference check, and pre-employment drug tests.

To comply with NIS 2 requirements, Solicure integrated a business continuity strategy into its operations. As a leading provider of
life-saving medicines and critical healthcare products, Solicure faced high stakes, with potential production and distribution
interruptions carrying life-threatening consequences for patients. After extensive research and consultation with business management
experts, the company decided to utilize a secondary location to reinforce the critical operations at the primary site. Along with its
business continuity management strategy, Solicure developed a set of procedures to recover and protect its IT infrastructure in the
event of a disaster and ensure the continued availability of its medications.

Which of the following crisis management planning approaches did Solicure adopt? Refer to scenario 6.

e A Crisis-driven approach
¢ B. Resilience-based approach
¢ C. Resource-based approach

Answer: A

NEW QUESTION # 13
According to recital 77 of NIS 2 Directive, who holds the primary responsibility for ensuring the security of networks and
information systems?

e A Consumrers of digital services
¢ B. Essential and important entities
¢ C. Government agencies exclusively

Answer: B

NEW QUESTION # 14

Scenario 7:CleanHydro is a forward-thinking company operating in the wastewater industry. Based in Stockholm, Sweden, the
company is dedicated to revolutionizing wastewater treatment processes using advanced automated technology aiming to reduce
environmental impact.

Recognizing the paramount importance of robust cybersecurity measures to protect its advanced technologies, CleanHydro is
committed to ensuring compliance with the NIS 2 Directive. In line with this commitment, the company has mnitiated a comprehensive
employee training program. To do so, the company adheres to Sweden's national cybersecurity strategy, which includes objectives,
governance frameworks to guide strategy implementation and define roles and responsibilities at the national level, risk assessment
mechanism, incident preparedness measures, a list of involved authorities and stakeholders, and coordination policies.

In addition, CleanHydro engaged GuardSecurity, an external cybersecurity consultancy firm, to evaluate and potentially improve the
cybersecurity infrastructure of the company to ensure compliance with the NIS 2 Directive. GuardSecurity focused on strengthening
the risk management process of the company.

The company started determining competence development needs by considering competence levels, comparing them with required
competence levels, and then prioritizing actions to address competence gaps found based on risk-based thinking, Based on this
determination, the company planned the competence development activities and defined the competence development program type
and structure. To provide the traming and awareness prograns, the company contracted CyberSafe, a reputable training provider, to
provide the necessary resources, such as relevant documentation or tools for effective traming delivery. The company's top
management convened a meeting to establish a comprehensive cybersecurity awareness training policy. It was decided that
cybersecurity awareness training sessions would be conducted twice during the onboarding process for new enmployee to instill a
culture of cybersecurity from the outset and following a cybersecurity incident.

In line with the NIS 2 compliance requirements, CleanHydro acknowledges the importance of engaging in communication with
communities consisting of other essential and important entities. These communities are formed based on industry sectors, critical
infrastructure sectors, or other relevant classifications. The company recognizes that this communication is vital for sharing and
receiving crucial cybersecurity information that contributes to the overall security of wastewater management operations.

When developing its cybersecurity comnumnication strategy and setting objectives, CleanHydto engaged with interested parties,
including employees, suppliers, and service providers, to understand their concerns and gain insights. Additionally, the company
identified potential stakeholders who has expressed interest in its activities, products, and services. These activities aimed to
contribute to the achieverment of the overall objectives of its cybersecurity communication strategy, ensuring that it efectively
addressed the needs of all relevant parties.



Based on scenario 7, the training provider was responsible for providing the necessary resources for training, such as relevant
documentation or tools. Is this alignment with best practices?

¢ A No, it is the responsibility of the GuardSecurity to provide the necessary resources, such as relevant documentation or
tools

® B. Yes, it is the responsibility of the training provider to provide the necessary resources, such as relevant documentation or
tools

¢ C. No, it is the responsibility of the CleanHydto to provide the necessary resources, such as relevant documentation or tools

Answer: B

NEW QUESTION # 15
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