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EAE #1306
Which of'the following is MOST important to consider when determmning the value of an asset during the risk
identification process?

A. The monetary value of the asset

B. The size of the asset's user base

C. The criticality of the asset

D. The vulnerability profile of the asset

HE: C

dE:

The criticality of the asset is the most important factor to consider when determining the value of an asset
during the risk identification process, because it reflects the importance or significance of the asset to the
organization's objectives or functions, and the potential impact or consequence of losing or compromising the
asset. An asset is a resource or capability that has value to the organization, such as data, systems,
applications, infrastructure, or people. The value of an asset is a measure of the worth or benefit of the asset to
the organization, and the cost or loss of the asset to the organization. The risk identification process is a
process of systematically identifying the sources and types of risk that an organization faces, and estimating
their likelihood and impact. The criticality of the asset is the most important factor, as it helps to prioritize and
focus on the assets that have the highest value and impact, and to determine the appropriate level of protection
and investment for the assets. The monetary value of the asset, the vulnerability profile of the asset, and the
size of the asset's user base are all possible factors to consider when determining the value of an asset, but
they are not the most important factor, as they do not directly reflect the criticality of the asset to the
organization's objectives or fnctions. References = Risk and Information Systerms Control Study Manual,
Chapter 3, Section 3.2.1, page 83

EE #1307
You are the project manager of GHT project. You have planned the risk response process and now you are about to implement
various controls. What you should do before relying on any of the controls?

A. Conduct pilot testing

B. Discover risk exposure
C. Articulate risk

D. Review performance data

HY: AD

MY

Explanation/Reference:

Explanation:

Pilot testing and reviewing of performance data to verify operation against design are done before relying on control.

Incorrect Answers:

B: Discovering risk exposure helps in identifying the severity of risk, but it does not play any role in specifying the reliability of
control.

D: Articulating risk is the first phase in the risk response process to ensure that information on the true state of exposures and
opportunities are made available in a timely manner and to the right people for appropriate response. But it does not play any role in
identifying whether any specific control is reliable or not.

EAE #1308
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Which of the following MOST effectively limits the impact of a ransomware attack?

A. Cyber insurance

B. Cryptocurrency reserve
C. End user training

D. Data backups
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AE #1309

Mary is the project manager for the BLB project. She has instructed the project teamto assemble, to review the risks. She has
included the schedule management plan as an input for the quantitative risk analysis process. Why is the schedule management plan
needed for quantitative risk analysis?

A. Mary will utilize the schedule controls and the nature of the schedule for the quantitative analysis of the schedule.

B. Mary will schedule when the identified risks are likely to happen and affect the project schedule.

C. Mary will utilize the schedule controls to determine how risks may be allowed to change the project schedule.

D. Mary will use the schedule management plan to schedule the risk identification meetings throughout the remaining project.

HE: A

MY

Explanation/Reference:

Explanation:

The controls within the schedule management plan can shape how quantitative risk analysis will be performed on the schedule.
Schedule management plan also describes how the schedule contingencies will be reported and assessed.

Incorrect Answers:

A: When risks are likely to happen is important, but it is not the best answer for this question C: This is not a valid answer for this
question throughout the project, but it is not scheduled during the quantitative risk analysis process.

D: Risks may affect the project schedule, but this is not the best answer for the question.

ZAE #1310
A risk practitioner is utilizing a risk heat map during a risk assessment. Risk events that are coded with the same color will have a
similar:

A. risk likelihood.
B. risk score

C. risk response
D. risk impact
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