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GIAC Enterprise Incident Response Sample Questions (Q36-Q41):

NEW QUESTION # 36
Which cloud computing feature refers to the ability to maintain service availability in the event of component failure?
Response:

A. High availability
B. Scalability

C. Multi-tenancy
D. Elasticity
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Answer: A

NEW QUESTION # 37
Which of'the following is a foundational strategy for responding to a container-based incident?
Response:

A. Following a pre-defined incident response plan
B. Shutting down the entire network

C. Ignoring the incident

D. Patching all software immediately

Answer: A

NEW QUESTION # 38
What is the FIRST step an incident responder should take after identifying an anomaly that could indicate a modern attack?
Response:

A. Isolate the affected system from the network

B. Collect and preserve digital evidence

C. Notify all company enployees about the anomaly
D. Performa full system backup

Answer: B

NEW QUESTION # 39
‘Which command on macOS shows active and listening ports?
Response:

A. portshow
B. activeports
C. listenport
D. netstat

Answer: D

NEW QUESTION # 40
Which file system is predommnantly used in macOS High Sierra and later for providing robust encryption and snapshot capabilities?
Response:

A.NTFS
B. HFS+
C. ext4

D. APFS

Answer: D

NEW QUESTION # 41
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