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Objective
A) Investigate DNS abuse
B) Review endpoint alert activity
C) Analyze malware process spawning
D) Investigate suspicious file writes
Dataset
1. xdm.dns_query
2. xdm.endpoint_alert
3. xdm.process
4. xdm.file_event
Response:

A. A-1, B-4, C-3, D-2
B. A-1, B-3, C-2, D-4
C. A-4, B-2, C-3, D-1
D. A-1, B-2, C-3, D-4

Answer: D

NEW QUESTION # 129 
During an investigation of an alert with a completed playbook, it is determined that no indicators exist from the email
"indicator@test.com" in the Key Assets & Artifacts tab of the parent incident. Which command will determine if Cortex XSIAM has
been configured to extract indicators as expected?

A. !checkIndicatorExtraction text="indicator@test.com"
B. IcreateNewIndicator value="indicator@test.com"
C. !extractIndicators text="indicator@test.com" auto-extract=inline
D. Iemailvalue="indicator@test.com"

Answer: A

Explanation:
The correct answer is C, the !checkIndicatorExtraction text="indicator@test.com" command.
This command specifically verifies if Cortex XSIAM has been correctly configured to extract indicators from given text. It ensures
that the text provided ("indicator@test.com") would indeed be recognized and extracted as an indicator under the current
configuration of Cortex XSIAM.
Other provided commands do not directly verify the indicator extraction configuration:
Option A: IcreateNewIndicator manually creates an indicator; it does not validate extraction capability.
Option B: !extractIndicators attempts extraction immediately but does not verify existing configuration explicitly.
Option D: Iemailvalue command is generally for creating or querying email indicators, not verifying extraction configuration.
Therefore, the explicit functionality for checking if indicator extraction is configured correctly within Cortex XSIAM is precisely
covered by !checkIndicatorExtraction.
Reference Extract from Official Document:
"Verify if Cortex XSIAM is correctly configured to extract indicators using the command !
checkIndicatorExtraction text=<value>."
This exact description confirms that option C is the correct answer to validate the configuration explicitly.

NEW QUESTION # 130 
How would Incident Context be referenced in an alert War Room task or alert playbook task?

A. ${getparentIncidentFields}
B. ${getParentIncidentContext}
C. ${parentIncidentContext}
D. ${parentIncidentFields}

Answer: C

Explanation:
The correct answer isA - ${parentIncidentContext}.



This syntax is the correct variable for referencing the incident context within playbook and War Room tasks, enabling data to be
accessed from the parent incident during alert investigation or automation steps.
"Use ${parentIncidentContext} in War Room and playbook tasks to reference the context of the parent incident." Document
Reference:EDU-270c-10-lab-guide_02.docx (1).pdf Page:Page 39 (Incident Handling and Playbook Automation section)

NEW QUESTION # 131 
Match each prioritization mechanism with its function:
Mechanism
A) Incident Scoring
B) Alert Starring
C) Featured Fields
D) Incident Domains
Function
1. Assigns dynamic priority to incidents
2. Manually flagging alerts for importance
3. Provide context for faster investigation
4. Group alerts by threat or identity dimension
Response:

A. A-1, B-3, C-2, D-4
B. A-1, B-2, C-4, D-3
C. A-4, B-2, C-3, D-1
D. A-1, B-2, C-3, D-4

Answer: D

NEW QUESTION # 132 
How can a SOC analyst highlight alerts generated on C-level executive hosts?

A. Add a tag to the C-level executive users
B. Add the C-level executive users to the Executive Accounts asset role.
C. Create a Featured Alert field for the C-level hosts
D. Create a dynamic group for the C-level hosts.

Answer: B

Explanation:
The correct answer is A - Add the C-level executive users to the Executive Accounts asset role.
By assigning C-level executives to the Executive Accounts asset role, any alerts generated from those accounts or devices are
highlighted and given higher visibility in Cortex XSIAM.
"Adding C-level users to the Executive Accounts asset role ensures that related alerts are highlighted and prioritized." Document
Reference: XSIAM Analyst ILT Lab Guide.pdf Page: Page 49 (Asset and User Management section)

NEW QUESTION # 133
......
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