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HE#77
Refer to the exhibit. According to the SNORT alert, what is the attacker performing?

e A. SQL injection attack against the target webserver

e B. brute-force attack against directories and files on the target webserver
e (. XSS attack against the target webserver

e D. brute-force attack against the web application user accounts
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Explanation

HH#78
‘Which magic byte indicates that an analyzed file is a pdf file?

A. 255044462d
B. 0a0alcg
C.0

D. cGRmZmlsZQ

R
®

: A

BB #79
A malware outbreak revealed that a firewall was misconfigured, allowing external access to the SharePoint server. What should the
security team do next?

A. Disable external IP communications on all firewalls

B. Harden the SharePoint server

C. Scan for and fix vulnerabilities on the firewall and server

D. Review and update all firewall rules and the network security policy

Ef#: D

R :

The incident stens from a policy-level issue rather than a technical vulnerability. According to incident response best practices, the
priority should be to review and update firewall rules and ensure that the network security policy aligns with the principle of least
privilege and correct access segmentation.

HM #80
An engineer nust advise on how YARA rules can enhance detection capabilities. What can YARA rules be used to identify?

A. suspicious files that match specific conditions

B. suspicious emails and possible phishing attempts
C. network traffic patterns

D. suspicious web requests

EE: A

L2

YARA rulesare designed to identifyfilesthat match specific patterns, strings, or binary characteristics.

The Cisco CyberOps guide states:

"YARA helps researchers and analysts identify and classify malware samples based on textual or binary patterns".

I #81

A network host is infected with malware by an attacker who uses the host to make calls for files and shuttle traffic to bots. This
attack went undetected and resulted in a significant loss. The organization wants to ensure this does not happen in the future and
needs a security solution that will generate alerts when command and control communication firom an infected device is detected.
Which network security solution should be recommended?

A. Cisco Secure Web Appliance (WSA)

B. Cisco Secure Email Gateway (ESA)

C. Cisco Secure Firewall Threat Defense (Firepower)
D. Cisco Secure Firewall ASA

IEf: C
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